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Agenda
● Introductions - 10 minutes

○ Debasis Bhattacharya, Brook Conner, Jonathan Chee

● Working from Home - Security Guidance - 
○ Monitor Changing Threat Landscape - 10 minutes
○ Secure Your Home Office - 15 minutes
○ Secure Your Home Environment - 15 minutes
○ Secure Your Virtual Meetings - 10 minutes

● Hi DoE Security Guidance - 30 minutes
● Q&A - 30 minutes
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Source: http://maui.hawaii.edu/cybersecurity/

http://maui.hawaii.edu/cybersecurity/


Debasis Bhattacharya
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Dr. Debasis Bhattacharya (Debāśiṣ Bhaṭṭāchārya, �দবাশীষ ভট্টাচাযর্য, 
देवाशीष भट्टाचायर्य) is currently a tenured faculty member at the 

University of Hawai’i Maui College, and program coordinator for the 

Applied Business and Information Technology (ABIT) baccalaureate 

program. Dr. Bhattacharya has been working in the software and 

higher education industry for 32 years, having worked for large 

corporations such as Oracle and Microsoft for 15 years. 

A resident of Hawaii since 2002, he has been actively researching the 

information security needs of small businesses since 2008. As a 

former small business owner, he understands the needs and demands 

of information security, as well as keeping a small business up and 

running! Dr. Bhattacharya holds degrees from MIT, Columbia 

University, University of Phoenix and NW California University School 

of Law. Research interests include computer science education, 

cybersecurity, cryptocurrencies, blockchains and machine learning.
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Jonathan Chee
Ofc of Info Tech Svcs

Information Security Manager

Enterprise Architecture Branch

Currently Acting Chief Information Security Officer for the Department of Education.  Has 16 

years of information security experience. Prior to joining the DOE he worked at various banks 

and credit unions which I was responsible for all aspects of security and the planning and 

integration of end-to-end security solutions.
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David Brookshire "Brook" Conner, Assistant Superintendent & Chief 
Information Officer,
Office of Information Technology Services

David Brookshire "Brook" Conner was appointed on Sept. 25, 2017 to oversee HIDOE’s 
information and telecommunication systems, facilities, and services of the public school 
system and department-wide operations. The Office of Information Technology Services 
(OITS) ensures that information technology and telecommunications support are being 
provided efficiently and effectively, and in accordance with laws, policies, and accepted 
principles of management. The scope of OITS’ technical oversight includes voice, data, 
video, information systems infrastructure, and support services for schools and for 
complex areas and state administrative offices. Support services to schools are 
exercised in collaboration with the complex area superintendent.

Conner has served in high-profile information technology (IT) positions, most recently as 
the first chief information security officer and vice president for Estée Lauder Companies 
where he constructed a cyber security program, managed a budget of $22 million and 
ensured compliance. He also worked for Morgan Stanley as an executive director and 
global head of vulnerability management, Bloomberg LP, and as an adjunct professor at 
New York University. Conner has also published numerous books and papers on a 
variety of IT topics.



Jodi Ito

7

Jodi Ito is the Chief Information Security Officer with the University of 

Hawaii (UH) System in the Office of the Vice President for Information 

Technology since 2000 and has been with the University since 1982.

She is responsible for the security and protection of the information 

assets across the University of Hawaii System. These responsibilities 

include the development and management of policies and procedures 

for the UH information security program, conducts risk  & 

vulnerability analysis for critical assets, oversees investigations into 

cyber incidents, & develops/conducts training on information policy 

& security issues across all 10 UH campuses and affiliated research & 

education centers.  She has also organized several large scale 

red/blue team cybersecurity exercises on the UH cyber range 

involving University students, Hawaii National Guard, military, state 

and federal government agencies. Jodi graduated with both BS and MS 

degrees in Computer Sciences from UH Manoa.



Monitor Changing Threat Landscape
Emergence of all sorts of new factors - great opportunity for global cyber hackers! 

● Covid-19
○ Hacks using spam, keywords, fake websites, malware, ransomware, extortion etc
○ WHO, CDC, Johns Hopkins Virus Map, N95 masks, Ventilators etc.

● Working from home
○ Hacks including weak router passwords
○ Risks to children confined to home 

● Virtual meetings
○ Hacks on Zoom

● Census 2020 
● Global Economic Disruption

○ Stimulus checks, unemployment, recession etc.
8



9



10Source: https://www.ic3.gov/media/2020/200611.aspx

https://www.ic3.gov/media/2020/200611.aspx


11Source: https://us-cert.cisa.gov/ncas/alerts/aa20-099a

https://us-cert.cisa.gov/ncas/alerts/aa20-099a
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Source: link  

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/coronavirus-used-in-spam-malware-file-names-and-malicious-domains
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Source: Official Johns Hopkins Map https://coronavirus.jhu.edu/map.html

https://coronavirus.jhu.edu/map.html
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Secure Your Home Office!
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Preparation - Setting up your secure office 
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Use Multi-Factor Authentication
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Preparation - Setting up your secure office 



29

Tips!

1. Run Windows Update or update MacOS to latest version
2. Do a Full Hard Disk Scan of your Anti-Virus
3. Install and run Malwarebytes on your phone! 
4. Encrypt your phone and setup screen lock
5. Turn on Firewall on your Windows or Mac 

Preparation - Setting up your secure office 
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Tips!

1. If possible, keep work computer totally separate from home machines!
2. Buy or get a shredder! Shred anything with personal, banking info etc.
3. Disconnect from VPN or shared drives once you are done!
4. Turn off (not just log out) work computer after you are done with work.
5. Try to save directly to Google Drive, instead of downloading to local HD

Cyber Hygiene and Security Mindset  
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Cyber Hygiene and Security Mindset 

Tips!

1. If possible, keep work computer totally separate from home machines!
2. Buy or get a shredder! Shred anything with personal, banking info etc.
3. Setup work computer to lock screen after 10 minutes of inactivity.



Security Mindset - 
Sample Phishing Attempt 

Trust but verify!
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Gmail warns about many phishing attempts 
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Spear Phishing? 
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Secure Your Home Environment 
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Key Concepts in Cybersecurity
● Vulnerability Analysis

○ Physical or Perimeter Security
○ Human Factors - children at home, old and vulnerable family members
○ Awareness/Expertise of Risks
○ Cost of security
○ Backup and Recovery Process
○ Business Continuity Plan

● Attack Surface
○ Total sum of vulnerabilities
○ Need to minimize the overall attack surface

● Attack Vector
○ Path or means by which an attacker can get to your computer or data
○ Humans are always the weakest link the chain

● Attack Incentives - identity, credit card, bank info, pictures, health records etc. 40
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Secure Your Outer Layer -
The Home Router
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ASUS RT-N12 Wireless Router
Username: admin
Password: admin

Insert a pin 
to reset
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Basic Steps to Secure your Wi-Fi Home Router
● Access the Router Screen

○ http://192.168.0.1 or
○ http://192.168.1.1

● Change the Default Password to a Strong Password
● Setup WPA2 security for Wi-Fi access
● Keep the Firmware Updated
● Disable Remote Access, UPnP and WPS
● Use a Guest Network, only if needed
● Note that home router connects many endpoints

○ Computers, cell phones, game consoles, printers, security cameras, other IoT sensors

● Home network usually has both Wi-Fi and Wired connections
● Source: https://www.wired.com/story/secure-your-wi-fi-router/
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Separate search engine and browsers - 
work and personal

52



53



54



55



Children and family members at home  
Vulnerability Assessment needs to include children and family members

Increases the Attack Surface and adds Attack Vectors

○ Use Virtual Private Networks (VPNs) to online content
○ Access social media tools
○ Targeted by spam, online harassment, predators etc.
○ Could download malware, botnets, ransomware etc.
○ Internet access is available via cell data connections, as well as through home router

● Decrease Attack Surface by Layered Security
○ Keeping work computer separate from home computer
○ Perimeter security - keep the work area safe and secure
○ Keep work cell phone safe and separate from home users
○ Lock screen of cell phones, auto lock computer screen, shutdown work computers

56



57



58

Source OpenDNS: 
https://www.howto
geek.com/79998/p
rotect-your-kids-on
line-using-open-dn
s-2/

https://www.howtogeek.com/79998/protect-your-kids-online-using-open-dns-2/
https://www.howtogeek.com/79998/protect-your-kids-online-using-open-dns-2/
https://www.howtogeek.com/79998/protect-your-kids-online-using-open-dns-2/
https://www.howtogeek.com/79998/protect-your-kids-online-using-open-dns-2/
https://www.howtogeek.com/79998/protect-your-kids-online-using-open-dns-2/


59



60

Work Computers

Home Computers and 
Cell Phones



Secure Your Virtual Meetings
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Secure Your Virtual Meetings
Popular Virtual Meeting and Collaboration Vendors - 

● Zoom - https://zoom.us/
○ Popular choice, sudden increase in usage, Zoom exploits, security issues and concerns

● Cisco WebEx - https://www.webex.com/
○ Around since 90s. Secure communications. Favored by US Government, standard for HI DoE

● BlueJeans - https://www.bluejeans.com/
● GoToMeeting - https://www.gotomeeting.com 
● RingCentral - https://www.ringcentral.com 
● Microsoft Teams in Microsoft 365 (formerly Office 365) and Skype
● Google Meet (new, formerly Hangouts and Duo) - https://meet.google.com/ 
● Slack - https://slack.com/
● Jitsi - https://jitsi.org/

○ Open source, totally free, source code available for installation! 62

https://zoom.us/
https://www.webex.com/
https://www.bluejeans.com/
https://www.gotomeeting.com
https://www.ringcentral.com
https://meet.google.com/
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Key Principles for Securing Virtual Meetings
1. Publicizing the meeting

a. Need to know - Only your meeting participants need to know about your meeting URL
b. Separate publicity of URL with a private message about unique meeting password  

2. Joining the meeting
a. By Invitation - have a Auto Generated Link and Require Unique Password 
b. By Time - meeting does not start without the host present
c. Access Privilege - usually a sign-on login, waiting room to screen and admit participants
d. Identity - display a login name or show up on video (ask and verify all audio/phone calls)
e. Authentication - verify that person is who they claim to be (need to check all phone callers)

3. Conducting the meeting
a. Host controls who shares the screen. Make others a co-host only when necessary
b. Host controls all video, audio, whiteboard, annotations and chat privileges of participants
c. Host locks meeting after start and can expel participant(s) without warning

4. Storage and distribution of meeting recording
a. Host stores, creates closed captions and distributes recording of meeting in a secure manner! 63



HI DoE Security Guidance

Jonathan Chee
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Using Google Securely
- Verify Google Add-ons, Extensions, Third-Party Applications

- Read the Privacy Notices
- Will student data be captured and stored? If yes where and how is it being secured?
- What security measures do they have in place?

- Use Shared Drives instead of emailing documents
- Only works with Google accounts

  -    Share documents with specific people instead of using “anyone with the link”

- Limit the use of shared accounts
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Limit Public Information and Exposure
- Posting personal information on Social media sites

- Linkedin
- Facebook

- Do not post Staff email addresses on your school websites
- Use contact forms or messaging systems built into your websites

- Be cognizant of the websites you signup for and the passwords you use 
- Compromised websites provide easy information
- https://haveibeenpwned.com/
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Q&A, Comments, Feedback!

Debasis Bhattacharya (debasisb@hawaii.edu)
Jonathan Chee (Jonathan.Chee@k12.hi.us)

Presentation Available @ maui.hawaii.edu/cybersecurity
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