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Module 8: Launch a CentOS 7 instance with a customization script
Introduction

You have been hired as an intern with CLOUDTech Inc. CLOUDTech is a Cloud Computing
consulting firm and Cloud Provider supporting thousands of clients in the region. The
company provides a wide range of services to support migrating client Information
Technology infrastructure to a Private, Hybrid or Public Cloud environment. You learned
that the company has multiple departments and you will start your internship working
with the Cloud hosting department customer support team.

The Cloud hosting department provides multiple platform and vendor Cloud hosting
services for Infrastructure as a Service (IaaS), Platform as a Service (PaaS), Software as a
Service (SaaS) and many other as a service offerings. The support team is responsible for
helping customers with any issues related to their Cloud infrastructure hosted at and
provided by CLOUDTech.

You will perform hands-on exercises to learn about the OpenStack Cloud implementation
CLOUDTech uses to host customer Cloud environments.
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Module Objectives

Learner will be able to:

e Launch a CentOS 7 Instance with a customization script from the OpenStack Dashboard
and verify the httpd service using a web browser and the Linux command line.

Labs 20-21

These labs will guide the student through launching a CentOS 7 Instance with a customization
script and verify that the service is running with a web browser and the Linux command line.

(Note: This lab is designed to be completed on an NDG NETLAB System with the
IST198_OpenStack_HXXX POD installed. The labs can also be completed on a physical
machine with the appropriate software packages installed, or a PC that has VMware
Workstation installed with the appropriate virtual machines configured).
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Prepare the OpenStack Virtual Machines

4.0.1 nt

1. Launch the VMware Workstation Pro application

() Whdware Workstation o] )=
File Edit View VM Tabs Help | B = | | | = |
Library x =5 My Computer
‘ Q Type here to search v| @M l
e y Computer -
31 Openstack_Mitaka W3 Harme = s
‘ga:ze\:;:(kws’(hm {5 Spenstack_biitaka W5 Bowered ot
(71 Openstack_WS_client? Powered off
2. Workstation should have two virtual machines (VM) installed; Openstack_Mitaka_v2
and Openstack_Mitaka_client2.
Openstack_Mitaka WS - Vivbware Workstation =2 SR

File Edit View UM Tabs Hep | o v | | OO O \ﬂ ‘

Library x

(5] py Computer ] () Openstack_Mitaka_ws 1 [ Openstack_ws_client2

@ Openstack_Mitaka_WS

‘ Q Type here to search v‘

= M My Computer
Op
ual machine
1 Openstack_Ws_clies Close Tab "
ne settings
Shared VM.
area Vvl Mark as Favorite ol machine
Rename
Remove
M Power » | BGB
Remowvable Devices » 3
068
Pause
Auta detect
Send Ctrl +Alt=Del MaT
Grab Input 1 monitor
[F Snapshot b |45 Take Snapshot..
Capture Screen (5) Rewertto Snapshot: Base Snapshot
A&, Manage » | 55 Snapshot Manager
SR o 1 Base Snapshot 8/14/2017 2:40:08 PM
Settings...

3. Ensure that the Openstack_Mitaka_WS is at the correct starting point by reverting to
the base snapshot. Right Click on Openstack_Mitaka_WS then Snapshot>Base

Snapshot. Repeat for the Openstack_WS_client2 VM.
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(E) Openstack_Mitaka WS - Vidware Warkstation [E=R[m=n|
File Edit ‘iew VM Tabs Help - ICHCICRE u|N=(=/
Library

('] Openstack_Mitaka_WS ("7 Openstack_Ws_clent2

@ Openstack_Mitaka WS

QU Type here to search -

Powwer an this virtual machine
S Edit virtual rmachine settings
[ Upgrade this virtuzl machine

Shared Wis

~ Devices
. Mernory 966
[d Processors 3

{2 Hard Disk (SCS) 80 68
“JCD/DVD (DE)  Auto detect
T Network Adapter NAT

| Display Lmanitor

¥ Description
Type here to enter a description of this
wirtual machine,

4. Power on both VMs by selecting one of the two VMs and clicking on Power on this virtual
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Lab Scenario

As part of CLOUDTech’s customer support team, this is your second field visit to XYZ Company.
During this visit, you will assist the customer in creating a CentOS 7 instance, and connect to it

using Remote Desktop from a Windows and CentOS 7 VM.

Lab Settings

The information in the table below will be needed in order to complete the labs. The task
sections that follow provide details on the use of this information

Virtual Machine (VM) | IP ADDRESS Account Password VM Type

Client2 10.220.0.2 Student P@ssword CentOS 7 Client

Serverl 10.220.0.30 root P@ssword OpenStack Mitaka
OpenStack Dashboard | 10.220.0.30 Student P@ssword Web Page Login credentials

Note: The OpenStack PODs are Normal PODs, in NDG terminology, which means they revert
to a snapshot after you are finished with the Lab(s), e.g. click I’'M DONE on the Lab Topology.
This means that you can explore or experiment without fear of damaging the POD. If you make
a mistake that you can’t recover from, then end the reservation and make a new POD reservation

and everything will be back to a known starting point.
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Run the lab setup script

E Qpenstack_Mitaka WS - Wiaare Workstation = || ==
p L=l =

File Edit ‘iew W Tabs
Library
Type here to search
= @ iy Computer
E“ Openstack_Mitaka WS

E“ Openstack WS client2
Shared VM3

Help

'&' = [+ | i R |

@ My Computer E‘ Openstack_Mitaka_ WS E‘ Openstack_WS_dientz

Cent05 Linux 7 (Core)
Kernel 3.18.8-514.26.2.e17.x86_64 on an xB6_6b4

openstack login: root
Password: _

To direct input to this Wk, click inside or press Ctrl+G. g Iﬁ D

1. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it
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Openstack_bitaka 'S - Whdware Workstation =] @
File Edit View ‘%M Tabs Help v | & O 0 =S| E
@ My Computer E“ Openstack_Mitaka_WS E“ Openstack_WS_disntz

CentD3 Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB6_64

openstack login: root

Password:

Last login: Thu Aug 17 B5:23:57 on ttyl
[rootBopenstack ™1

To direct input to this WM, click inside or press Crl+G. 3 % 7

2. After successfully logging in as root, you should see this screen. Continue to the next
page
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Openstack_M\taka_WS-VMwareWorkstatlon === @
File Edit ‘View WM Tabs Help - | & ICRN Bl == W=
Eﬁ Openstack_Mitaka_Ws ﬁ Openstack_W3s_client2

Cent0S Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB6_64

openstack login: root

Password:

Last login: Thu fug 17 89:43:22 on ttyl
[rootBopenstack “1# ../config-lab8.sh_

To direct input to this W, click inside or press Ctrl +G, = @ =

3. Type the command; ../config/lab8.sh and press Enter as shown in the screen capture
above to run the Module 8 setup script

10 Except where otherwise noted, this document is
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Openstack,Mitaka,WSf\u"MwareWorkstation === @
File Edit ‘iew %M Tabs Help v | & 0D = E
E‘W Openstack_Mitaka_Ws @ Openstack_'WS_client2

CentDS Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB6_H4

openstack login: root

Password:

Last login: Thu Aug 17 89:43:2Z on ttyl
[root@openstack “1# .. config-lab8.sh

Creating a new project named XYZ Company.
Creating a new user, student, for the XYZ Company.
Updating XYZ Company guotas.

Creating a public network.

Set Rl external to the public network.

Creating a public-subnet.

Creating a router.

Creating a private network.

Creating a private-subnet.

Adding the private subnet to R1.

Setting the external gateway on K1 router.
Creating an XYZ Company Security Group.

Adding ICMP rule to the XYZ Company Security Group.
Adding 35H rule to the XYZ Company Security Group.

[root@openstack ™1

To direct input to this VM, click inside or press Ctrl+G, [ % 7
4. After the setup command completes, you can minimize VMware Workstation.

Note: The script is complete when the [root@openstack ~]# prompt returns
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Access the OpenStack Dashboard

@ Openstack_WS_client? - Whdware Warkstation E@
File | Edit | View WM Tabs Help - IONGCINCRE BN ==
Library x § )
E‘ Openstack_Mitaka_Ws ﬂl DOpenstack_WS_client2
Q, Type here to search -
ﬁ Openstack_WS_client2
= @ by Carmputer - -
I Fowier o this virtual machine I
Shared Whls Sl Editwirtual machine settings
@Upgrade this virtual machine
v Devices
0 Mermory 2GB
[ Processors 1
[\ Hard Disk (SCSO 50 GB
) CD/DVD JDE) Auyto detect
EINetwork Adapter Custom (Whinetd
S| Display 1 monitar
¥ Description
Type here to enter a description of this
virtual machine,
~ ¥irtual Machine Details
State: Powered off
Snapshot: Base Snapshot
Configuration file: D:\Workstation WMt Openstack_Client?\Openstack_Mitaka_client2 wmx
Hardware compatibility: Workstation 8avirtual rmachine
0
] T v

1. Power on the Openstack_WS_client2 VM in Workstation.

Note: Do not use the Windows host for this lab.
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Openstack WS_client2 - Viware Workstation =)

File Edit View WM Tabs Hep | Il v | @ | O O O | 0 = I T | |E

[‘5’,1 Openstack_Mitaka_WS Eﬂ Openstack_WS_client2

Thu 13:52

Password:

Cancel

To direct inputtc?this?lvl, click inside oTpres;Ctrl+G. = 77

2. Enter the password of P@ssword to access the CentOS 7 Client virtual machine.

Note: If the screen is black, tap the spacebar to wake up the VM.
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File Edit Wiew WM Tabs He|p|||'||£||@@@|ﬂgj:c\[&|

E;‘Opanstack_Mitaka_WS x } E;‘Dpenstack_ws_clientz X]
Applicatio Places ~ Thu 13:54 W o~

Favorites Firefox Web Browser

Accessories
Files
Documentation

Application Installer

Graphics
Internet Help
Office

Terminal

W e ne

Sound & Video

sundry
System Tools
Utilities

Other

Activities Overview

-

4 LI} - 13

To direct input to this WM, rove the rmouse pointer inside or press Ctrl +G, =] @ E | 7 4

3. Open Firefox Web Browser from Applications>Firefox Web Browser to access the
OpenStack Dashboard log in page.
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@ Openstack WS_client2 - Whnare Workstation EI@
File Edit View WM Tabs Help | & 000 D= S| E

E;‘ Openstack_Mitaka_his E’;‘ Openstack_WS_client?

/ B Login - OpenStack Da... % |

10.220.0.30 c s earch * B 4+ #

Most Visited™ nLogin - OpenStack Das...

Login
User Name
student
Password
LLITTTTT ) &
O [ b
To direct input to this WM, mowve the mouse pointer inside or press Ctrl +G, = = E [J

4. Login to the OpenStack Dashboard with the username Student and P@ssword and press
enter or click Connect.

Note: User Name entries are not case sensitive, passwords are.

Note: In the CentOS 7 Client2 VM, the Firefox web browser home page is set to open the
OpenStack Dashboard Login page.
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Lab 20: Launch a CentOS 7 instance with a customization script

Openstack_WS_client? - Wkdware Workstation EE
File Edit Wiew WM Tabs Help | J1 ~ | &0 | (D (O 0O | @ = 2 & |

5‘ Openstack_Mitaka_Ww'S ] E;‘ Openstack_WS_client? ]

Instance Overview - OpenStack Dashboard - Mozilla Firefox -

/ B Instance Overview - ... % | = |

(€ )42 (©]10.220.0.30/dashboard/project/ @ || search | % @& 4+ @

B Most Visited ¥ nLogin - OpenStack Das...

n OpenstaCk B XYZ Company ~ & student ~

Project - OVG I'VieW

t ~ .
compute Limit Summary
Qverview

Instances

m

Volumes
Instances VCPUs RAM Floating IPs

Images Used0ot2 Used 0ot3 Used 0of 3,072 Used 0of4
Access & Secunty

Network s
Security Groups Volumes
Identity - Used 2 of2 Used 0of10

Volume Storage

Llsed finfi 00
o —
f [ ] ’

To direct input to this Whd, move the mowuse pointer inside or press Ctrl+G, = = E | [J A

1. Using the command line, extract the public key from the private key file. Continue to
the next page.

16 Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.



Module 8: Launch a CentOS 7 instance with a customization script

Openstack_WS_client? - WhAware Workstation

File Edit View WM Tabs Help | Bl ~ | @ | (9 & O | 0 = I &h |

E’;‘ Openstack_Mitaka W3S ] E;‘ Openstack_WS_clientz ]

= Applications ¥ LETETRS Eefox Web Browser ¥

Thu 13:58 w O -

lla Firefox o o )

Favorites a’ Firefox Web Browser
Accessories

@ Files arch ﬁ' :=| ¥ H =
Documentation

R
Graphics @ | Application Installer

& student =

%8
Internet "\; Help
Office

E Terminal
Sound & Video
Sundry
System Tools =
Utilities
Other

RAM Floating IPs
Used 0of 3,072 Used 0of4
Activities Overview
Security Groups Volumes
Identity v Used 2 of 2 Used 0of 10
Volume Storage =
1 M | b
To direct input to this W, move the mouse pointer inside or press Crl +G, = & E | [ »

2. Open a terminal window using Applications>terminal.

17 Except where otherwise noted, this document is
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@ Openstack_WS_client? - WhAware Workstation EI@
File Edit View WM Tabs Help | @000 0| E

E’;‘Openstackfl‘\'litakafws ] E;‘Dpenstackfwsfclientz ]

=* Applications ¥ Places ¥ |mrminal v Thu 13:59 w O -

student@linuxclient:~ o o 3

File Edit View Search Terminal Help
[student@linuxclient ~1§ cd ;’homefstudenthown'LoadsfI

m

1 M | b

To direct input to this W, move the mouse pointer inside or press Crl +G, = & E 7

3. Change to the student’s Downloads using the #cd /home/student/Downloads/
command.

18 Except where otherwise noted, this document is
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@ Openstack WS _client? - Whdaare YWaorkstation E@
File Edit View WM Tabs  Help | @000 D=5 E
ED Openstack_Mitaka_Ws E;‘ Openstack_WS_client2
+* Applications ¥ Places ~ |rminal = Thu 13:59 w O -

student@linuxclient:~/Downloads = a )

File Edit View Search Terminal Help
[student@linuxclient ~]% cd /home/student/Downloads/

iagxclient Downloads]$ 1s
lstudent .pem Jtest.pem windows_server 2012 rZ standard_eval_kvm_20151021.gcowZ
Stucent@iinuxclient Downloads]$ ]

m

4 | 1 +

To direct input to this Wk, mowve the mouse pointer inside or press Ctrl+G, =& 'E 7

4. List the contents of the Downloads directory using the #Is command. You should the
student.pem file, which was prepositioned in the Downloads directory for you. This is
the private key pair file that you will extract the public key from.

19 Except where otherwise noted, this document is
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(B Openstack_WS_client2 - Witware Waork station E@
File  Edit ‘iew WM Tahs Help L =T O TS I B I I = e i B =
Eﬁ Openstack_Mitaka_‘WS E‘W Dpenstack_WS_client2
+* Applications ¥ Places ™ |rminal - Thu 14:00 " O -
student@linuxclient:~/Downloads - o 3

File Edit View Search Terminal Help

[student@linuxclient ~]1$% cd /home/student/Downloads/

[student@linuxclient Downloads]$ 1s

student.pem test.pem windows SolusC 2012 o fandard oual lown 2oolnl102] _goow?
[student@linuxclient Dowmloads]i ssh-keygen -y -f student.pem = pubkey.peml

m

« [ s

To direct input to this WM, move the mouse pointer inside or press Ctrl+G, o =5 IE D

5. Extract the public key from the private key using the # ssh-keygen —y —f student.pem >
pubkey.pem command.

Note: The command elements are as follows;
ssh-keygen is an OpenSSH command

-y option Reads a private OpenSSH format file and prints the OpenSSH public key

to stdout
-f option Specifies the filename of the key file
> option Redirects the output (standard output or stdout) generated by the

command: ssh-keygen —y —f student.pem to a new file named
pubkey.pem

student.pem Existing private key file

pubkey.pem File to export the public key to

20 Except where otherwise noted, this document is
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Openstack WS client? - WhAware Workstation EI@
File Edit View WM Tabs Help | ~ | @000 0EI 5 |
B‘Openstackﬁmitakafws ] E;‘Dpenstackfwsfclientz ]
#* Applications ¥ Places ¥ |mrminal' Thu 14:02 O -
student@linuxclient:~/Downloads - a )
File Edit View Search Terminal Help
[student@linuxclient ~]% cd /home/student/Downloads/
[student@linuxclient Downloads]$ ls
student.pem test.pem windows server 2012 r2 standard eval kvm 20151021.gcow2
[student@linuxclient Downloads]$ ssh-keygen -y -f student.pem = pubkey.pem
aadgdein 1L C 1l 120t Downloads] g 1s |
pubkey.pem | student.pem test.pem windows _server 2012 r2 standard_eval_kvm_20151021.qcow2
huxclient Downloads]$ i
< | [0 | +
(=1L N

To direct input to this Whi, move the mouse pointer inside or press Crl+3,

6. Run the #Is command again, and you should see the new pubkey.pem file.

21
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Openstack WS client2 - Whdware Waorkstation E@
File Edit Wiew WM Tabs Help | I8 ~ | & | (D (0 00 | 0 =4 I & |

B‘Openstack_Mitaka_WS ] ﬁﬂpenstack_ws_clientz }
»* Applications ¥ Places * mrminal = Thu 1403 W o~

student@linuxclient:~/Downloads o o x

File Edit View Search Terminal Help

[student@linuxclient ~]% cd /home/student/Downloads/

[student@linuxclient Downloads]$ 1s

student.pem test.pem windows_server_2012_r2_standard_eval_kvm_20151021.qgcow2
[student@linuxclient Downloads]$ ssh-keygen -y -f student.pem > pubkey.pem

[student@linuxclient Downloads]$ 1s
I r 2012 r2 standard eval kvm 20151021.qcow2

pubkey .pem student.pem test.p
student@linuxclient Downloads

ssh-rsa ARAAB3NzaClycZEAARADAQA ByRpjaVOSP+DA/at+XR3ahhGErs/ /ufPKTO1pinf2/XLQ3HCES/ rNd10gcSxWnpu
hhakmVRzAGc2brt6VPUQQ/ xIa7HL33wHeBeuCVehx044ggg0Ae f30xqEboij XeZviyginb fFYNIyUSxmcgT TKFX9vzOd/ +wMswS1iZ /BS54 fmgNguPW
2IR0tgHZqROVHLFEWShd1BEWGpnOsMwIPKIeFAROFbzLgMGSwh] B0Exaj Lw8B3DF ] j aSxBPj XPqdHDFtUSg2h]8+Xn3CNv3ACUREXKRzg8 X uwBX
mEEY fXPM39m6KYh fI1SDc renABDZD0/ pdtyvSZZ /8205

[SLUUENTUW L INUAT T LETTU ULMILU:!

m

To ditect input to this WM, move the rouse pointer inside or press Crrl+G, = g Iﬁ 7

7. Run the #cat pubkey.pem command to print the public key.
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@ Openstack_WS_client? - Wiiware Workstation E@
File Edit View WM  Tabs Help | &0 00| NRIE||E
5‘ Openstack_Mitaka_ws 5‘ Openstack_Ws_client2
«* Applications ¥ Places :‘ flierminal v Thu 14:06 LU O IR gk
student@linuxclient:~/Downloads - o x

File Edit View Search Terminal Help

[student@linuxclient ~1% cd /home/student/Downloads/

[student@linuxclient Downloads]$ 1s

student.pem test.pem windows_server 2012 r2 standard eval_kvm_20151021.qcow?
[student@linuxclient Downloads]$ ssh-keygen -y -f student.pem = pubkey.pem
[student@linuxclient Downloads]$ 1s

pubkey.pem student.pem test.pem windows_server_2012_r2_standard_eval_kvm_20151021.qcow2
student@linuxclient Downloads]$

L iy g ey e by e

[student@linuxclient Downloadsl$ ]

m

To direct input to this WM, move the mouse pointer inside or press Ctrl+G, = Iﬁ 7

8. Using your mouse, copy the entire public key starting with ssh-rsa...and ending with
...8f205.
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Openstack_WS_client? - Yhdware Workstation EIE
File Edit ‘Wiew WM Tabs He\p\||v|dﬁ|_@9@||]§j:5t&|
E’;‘ Cpenstack_Mitaka_W3 x l 5‘ Openstack_W5s_clientz * ]
- — .
Access & Security - OpenStack Dashboard — Mozilla Firefox o x
/ Bl Access & Security - .. % %
(- ) (] 10.220.0.30/dashboard/project/access_and_security/ c ‘ |O\ Search | w B ¥+ A =
& Most Visited nLogin - Open5tack Das...
Import Key Pair
Key Pair Name "
student Description:
Key Pairs are how you login to your instance after it is
Public Key * launched.

( AAAABINZACTYC2EAAAADAQABAAABAQCMTIZ
vYFVkByRpjaVO5P+DA/at+XR3ahhGErs
HUTPKI0 pinf 2 XLO3HCE9
/rd10ge SxWnpuhhaKmVRzAOc 2brt8VPUQQ
/xla7HL33wHeB euCVehx044gggOAef30xgEbeijXe
Zvjyginbf Y N3yUSxmeqT TKFX9vzod/+whswSiZ
/b5 mgNguPW2IROtgHZg0 OvHLFOWShdIBEWGp
nosMwJ)PKIeFAROFbzLgMGSwWh|00ExajLWBEZDF
1jjaSxB PjXPqdHDF U5 2h Q8+ Xn3CHNv3ACURBX K
Rzg8XuwBXmEEYTXPM32mEKYhiJSDerenABDZ
DO/pdtyvSZZ/8i20g

Choose a key pair name you will recognise and paste
your SSH public key into the space provided.

SSH key pairs can be generated with the ssh-keygen
command:

ssh-keygen -t rsa -f cloud key

This generates a pair of keys: a key you keep private
(cloud. key) and a public key (cloud.key.pub). Paste the
contents of the public key file here.

After launching an instance, you login using the private
key (the usemame might be different depending on the
image you launched):

ssh -i cloud. key =username=@<instance_ip=

Cancel Import Key Pair

1/4

-

To direct input to this W, move the mouse pointer inside ar press CtH +G,

S&6w |0 4

9. Return to the Openstack Dashboard and open Access & Security>Import Key Pair.
Enter student as the Key Pair Name and using your mouse, paste the public key that
was copied from the bash terminal. Click Import Key Pair. Ensure that the key begins

with ssh-rsa...and ends with ...8f205.

Note: This technique produces the same result that using PuTTYgen on the Windows

VM did in the previous lab.
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[

Viewer View PC Settings Help

& Most Visited v nLugm - OpenStack Das...

B8 openstack

B XYZ Company «

#* Applications ¥ Places ~ refox Web Browser ¥ Thul3:54 &) O ~
Instances - OpenStack Dashboard - Mozilla Firefox - o x

B Instances - OpenStac... % | %
€ 10.220.0.30 c earch w B + & =

& student =

Project Instances
Compute Instance Name = j Filter & Launch Instance
Instance Name Image Name IP Address  Size KeyPalr Status  Availability Zone Task Power State  Time since created Actions
Overview
No items to display
Instances
Volumes
Images
Access & Security
Network
Identity
10.220.0.30/dashboard/project/instances/
|¢ - OpensStack Dashboard, student @linuxclient:=/Downloads 1/4 @

10. Using the techniques learned in previous labs, prepare to launch an instance using the
information in the table below. DO NOT launch the instance yet!

Instance Name CentOS 7

Source CentOS

Flavor m1.small

Network private

Security Group XYZ Company

Key Pair student
Configuration Customization script

Floating IP Address

10.220.0.12
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Module 8: Launch a CentOS 7 instance with a customization script

Openstack_WS_client? - Yhdnrare Workstation EI
File Edit Wiew WM Tabs Help | Il = | &2 | [0 0 [0 | 0] = = 5 |
E;WOpanstack_Mitaka_WS w E;‘Dpenstack_ws_clientz ]
o — p
Instances — OpenStack Dashboard - Mozilla Firefox - o x

/ B Instances - OpenStac... ¥ | 4

oject/instances/ S ||Q Search |ﬂ’ B 9 3 @ =

(€ ) ®10.220.0.30/dashboard/p

Most Visited v n Login - OpenStack Das...

Launch Instance

“ou can customize your instance after it has launched using the options available here. "Customization Script" is g
analogous to "User Data" in other systems

Details

Source Customization Script Script size: 0 bytes of 16.00 KB

Flavor

Networks

Network Ports

Security Groups

Key Pair Load script from a file
— R o file selectad,

Configuration |

Disk Partition

Metadata
Automatic

| Configuration Drive

X Cancel
N = = - . .. —— — aia T
€| i ] »
To direct input to this WM, rove the rmouse pointer inside or press Ctrl +G, = &y E | 7 -

11. After entering the information into the Details through Key Pair tabs, continue to the
Configuration tab where you will add the user_data.txt customization script. Click on the
Browser button. Shown on the next page.

Note: This “Customization Script” will perform the following tasks during the creation of
the instance; configure the instance to use an http repository which was created on the
client2 VM, install, and start and enable the httpd service, and create an html index file.
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@ openstack =)

File Edit View VM Tabs Help|"v|£b|{_9@;@|l]§ﬂf&|

[f;‘ Openstack_Mitaka_ws x I E;‘ Openstack_WS_clientz * ]
i~ ——

N

Places Medified

Q Search B8 Desktop

& Recently Used [T Documents 11/03/2016
£ Downloads 14:01
Desktop Music 11/03/2016
[ File System [& Pictures 11/03/2016
& Floppy Disk [E] Public 11/03/2016
[ Templates 11/03/2016
'E\lideos 11/03/2016

@ Documents

Music

Bl Pictures [] user_data.txt 522 bytes 06/13/2017

(=] videos

Eﬂ Downloads

|ALL Files ¥

‘ Cancel | Open

- . B N [
<o m | »
To direct input to this WM, mowve the mouse pointer inside ar press Ctrl+G. = Qﬂ E | 7 v

12. Click on the user_data.txt file and the Open button. Shown on the next page.
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Openstack WS client2 - Vhduare Workstation EI
File Edit View WM Tabs Help | Il ~ | @ | (O O 0O | 0B =d I |
E;‘Openstack_Mitaka_WS ] E;Wﬂpenstack_ws_clientz ]
— — -
Instances - OpenStack Dashboard - Mozilla Firefox - o x

| n Instances - OpenStac... ¥ | 4+

(- 10.220.0.20/dashboard/project/instances/ c ||Q Search | ﬂ' E ¥+ @

Most Visited™ nLogin - OpenStack Das...

Launch Instance

You can customize your instance after it has launched using the options available here. "Customization Script” is e

betails analogous to "User Data” in cther systems.

Source Customization Script (Modified) Script size: 522 bytes of 16.00 K8
unema:

Flavor - mkdir /etc/yum repos.dibackup
- my ‘eto/yum.repos.d/Ct repo Jete/yum. repos. d/backup

Metworks -yum clean all

- yum -y install htipd

- systemct| start htt
Network Pors e e I

m

- systemct] enable hitpd
- echo "This is my HTML index" = /yarwww/htmlfindex. html

Security Groups

Key Pair Load script from a file
Browse... | user_data.txt
Configuration
Disk Partition
Metadata
Automatic j

_| Configuration Drive

x Cancel < Back Next » & Launch Instance

I= - — — - B . . .. e - . aaa T
« [ 1 ] »
To direct input to this Wi, mowe the mouse pointer inside or press Ctrl+G, = E | [ 4

13. The user_data.txt file will populate the Customization Script with the required
commands. Continue to the next page.

Note: You can scroll up and down to view the customization commands, but be careful
not to alter the text. The user_data.txt is written in YAML syntax, so something as
simple as a stray space (aka white space) will render the script useless.

Note: You can also view the script by opening the #cloud-config.odt file on the desktop
of the client2 VM, or by using the cat command in the Linux terminal window; # cat
user_data.txt
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Openstack_WS_client2 - Whinare Workstation = u
File Edit View WM Tabs He|p|||v|d%\{_9,®,®|[|ﬁjzﬂig|

IE;‘ Openstack_Mitaka_w's o l E’;‘ Openstack_Ws_clientz ]
) —

Instances = OpenStack Dashboard = Mozilla Firefox = a x

—

/ B Instances - OpenStac... ¥ | 4
|/ 3

| @ 10.220.0.30/dashboard/project/instances/ S HO\ Search | w8 ¥+ @

Maost Visited ™ nLogln - OpenStack Das...

Launch Instance

“ou can customize your instance after it has launched using the options available here. "Customization Script" is 9

Details
analogous to "User Data" in other systems.
Source Customization Script (Modified) Script size: 522 bytes of 16.00 KB
#sloud:confia
Flavor
write_files
MNetworks - path: /ete/yum. repos.d/http. repo
owner: root: root =
MNetwork Ports permissions: '0444'
content: |
s ity @ #installed by ¢loud-init
gourlly Laroups [httorepol
Key Pair Load script from a file

Browse... | user data.txt
Configuration

Disk Partition
Metadata
Automatic j

] Configuration Drive

N e - .. . . . —__{h
€ T ] »
To direct input to this WM, move the mouse painter inside or press Ctrl+G, I~ 1 E | 7 A

14. Click on Launch Instance.

Note: |scrolled to the top of the Customization Script in this screen capture.
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Module 8: Launch a CentOS 7 instance with a customization script

Displaying 1 item

Images

Access & Security

Network B

Identity B

Openstack WS _client2 - Whdaare Waorkstation EI@
e Edit View WM Tabs Hep | Il v | &0 | 9 O 0O |0 =S| E
[ED Openstack_Mitaka_WS x I ﬁﬂpenstack_ws_clientz K]
o —
-
Instances = OpenStack Dashboard = Mozilla Firefox - o xo
/ B Instances - OpenStac... X | 4
(@ 10.220.0.30/dashboard/project/instances/ c | |Q Search | W B +¥ A =
Most Visited™ nLogin - OpenStack Das...
n OpenstaCk = XYZ Company « & student =
Project -~ Instances
Compute o Instance Name = j Filter & Launch Instance W Delete Instances More Ac
Instance Image Ke Avallability Power Time
Overview O 9% |p Address size Y Status Task since Actions
Name Name Pair Zone State
created
Instances L
Cent0s . . . r
7 162.168.1.3 mil.small stude Active ova None Running 1 minute Create Snapshc
Volumes

P——

A ia

’ﬁﬁ._.

m

| »

To direct input to this WM, mowve the mouse pointer inside or press Ctrl+G,

=S =

30

15. The CentOS 7 instance should be active shortly.
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Module 8: Launch a CentOS 7 instance with a customization script

YAML Lint

Paste in your YAML and click "Go" - we'll tell you if it's valid or not, and give you a nice clean UTF-8 version of
it. Optimized for Ruby.

runcmd :

- "echo \"Thi= instance was customized with cloud-init" > fetc/motd"

- "touch /home/centos/test.txt™

- "echo “W"Add text to the test.txt £ile\" » /home/centos/test.txt"
yum Tepos:

baseurl: "http://10.220.0.2/repo"

enabled: false

failovermethod: priority

gpgcheck: false

name: repolist

Valid YAMLI

16. While the CentOS 7 instance is spawning, this screen capture is from the
http://yamllint.com website. This is a great tool to verify that your script is correctly
formatted. | pasted a customization script into the window and clicked on go. As you
can see in the screen capture, this script was a valid YAML.
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Module 8: Launch a CentOS 7 instance with a customization script

YAML Lint

Paste in your YAML and click "Go" - we'll tell you if it's valid or not, and give you a nice clean UTF-8 version of
it. Optimized for Ruby.

2 runcmd:
- "echo \"This instance was customized with cloud-init\" > Sfetc/motd"
- "touch /home/centos/test.cxt™
- "echo \"Add text to the test.txt file\" > /home/centos/test.txt"
Yyum_repos:
baseurl: "http://10.220.0.2/repo™
enabled: false
failovermethod: prioritcy
gpgcheck: false
name: repolist

(<unknown=): did not find expecied key while parsing a block mapping at line 2 column 1

17. In this screen capture, | pasted the same script with an intentional error; extra white
space at the beginning of the baseurl: “http//10.220.0.2/repo” entry. As you can see,
the bottom band has turned red and provided some information to locate the error.
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Openstack WS _client2 - Whdneare Workstation EI
File Edit View WM Tabs Help | 0 = | &0 | (9 O 00| 0 = I & |
E;‘Openstack_Mitaka_WS ] ﬁﬂpenstack_ws_clientz ]
- — p
Instances - OpenStack Dashboard - Mozilla Firefox - o xb
) B Instances - OpenStac... ¥ _\'ﬂ'
€& O 10.220.0.30/dashboard/project/finstances/ ¢ | |Q search % B8 4 @ =
f& Most Visited v nLogln - OpenStack Das...
n Openstad( = XYZ Company ~ & student -
Project - Instances
Compute . Instance Mame = j Filter & Launch Instance Maore Ac
Instance Image Ke Availability Power Time
Overview 9% |p pddress  Size Y status Task since Actions
Name Name Pair Zone State
created
Instances L
Cent0S ) ) ) i
- 192.168.1.2 mi.small student Active nova None  Running 1 minute Create Snapshc
Volumes !
Displaying 1 item
Images
Access & Security
Network B
Identity B
e . . D e . . s R~
4 | m | »
To direct input to this W, move the mouse pointer inside or press Ctrl +G. = &y ﬁ | 7 4

18. Back to our CentOS 7 instance. Wait until the Power State indicates the VM is running.
Before allocating and assigning a Floating IP address, make sure that the OS is
completely finished installing. Do this by right clicking on the Instance Name, CentOS 7,
and click on open in a new tab (shown on next page).
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Openstack_WS_client2 - Whiware Workstation = =] @
File Edit ‘iew WM Tabs Help - | &b S0 S| E
E“ Openstack_Mitaka_ ‘W3 E“ Openstack_WS_client2
. A
-
CentOS 7 - OpenStack Dashboard - Mozilla Firefox - o x

B Instances - OpenStac... % B centos 7 - OpenSta.. % £

10.220.0.30 wB U ¥ A& =
[E Most Visited El Login - OpenStack Das...
ﬁ openstack = XYZ Company = & student =
orofect Instances / CentOS 7 Creats Snapshot | ~
rojec

IVerview Leg sole Action Log

Compute

Instance Console

Qverview

If console is not responding to keyboard input: click the grey status bar below. Click here to show only console

Instances =
To exit the fullscreen mode, click the browser's back button. T
Volumes
Images
Access & Security ent0S Linux 7 (Core)
: Kernel 3.10.0-229.14.1.el?.x86_64 on an xB6_b64
Network jhost-192-168-1-3 login:
Identity
[ - . .. G SR ™
4 m 2
To direct input to this W, move the mouse pointer inside or press Ctrl+G, [N % 7

19. In the new tab, click on Console. You should see the login prompt before assigning a
Floating IP address. Close the new tab.

Note: Remember that instances that include a key pair will not allow you to login from
this screen!
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Openstack_WS_client? - Vidware Workstation EIE
File Edit Wiew WM Tabs Help | Il = | &2 | (0 O [0 | 0] e=d T & |
E;‘Opanstack_Mitaka_WS w E;‘Dpenstack_ws_clientz ]
oy — "
a X

Instances — OpenStack Dashboard - Mozilla Firefox

B Instances - OpenStac... X | %

) 110.220.0.30/dashboard/project/instances/ c ||Q\ Search

| &da @ 3 @

I Most Visitedv B Login - OpenStack Das...

& Launch Instance 1 Delete Instances Mare A

3 openstack &= XYZ Gompany
Project - Instances
Compute - Instance Name = j Filter
Overview O Instance  Image IP Address Size Key Status Avallability Task
Name Name Pair Zone
Instances
192.168.1.3
CentOs
IDED [m} _’en o rFl’igtmg mi.small student Active nova MNone
7 ;
Images 10.220.012
Access & Security Digplaying 1 item
Network 4
Identity 4

Power
State

Running

Time
since
created

8 minutes

& student =

Actions

m

Create Snapslh

f i ] »
To direct input to this WM, rove the rmouse pointer inside or press Ctrl +G, = & E | 7 4

20. Using techniques learned in the course, allocate and assign a Floating IP address to the

CentOS 7 instance.
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Lab 21: Verify web server installation on the CentOS 7 instance

Openstack WS client? - Whiivare Workstation EI@
File Edit View WM Tabs Help | Il ~ | @ | 0 O 0O |0 = & S |I!!
E;‘ Openstack_Mitaka_\Ws w E;‘ Openstack_Ws_client2 w
+* Applications ¥ Places ¥ |mrminal = Thu 14:29 W O -~
student@linuxclient:~ - o x

File Edit View Search Terminal Help
[student@linuxclient ~]1% ssh -1 /home/student/Downloads/student.pem centos@l®.220.0.12

m

4 1 | »

To direct input to this Wi, rove the rmouse painter inside or press Ctrl+G, ;} “d E | |__7| v

1. Open a bash terminal and SSH to the CentQOS 7 instance using the student.pem key pair
and the username centos. $ ssh —i /home/student/Downloads/student.pem
centos@10.220.0.12
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Module 8: Launch a CentOS 7 instance with a customization script

@ Openstack_WS_client? - Whware Workstation E@I

File Edit View WM Tabs Help >~ | 2000 0= E

5‘ Openstack_Mitaka_w's ﬁ‘ Openstack_W5_clientz

B minal - Thu 14:29 W O~

=* Applications ¥ Places ~

centos@centos=7:~ = a x

File Edit View Search Terminal Help

[student@linuxclient ~]$ ssh -i /home/student/Downloads/student.pem centos@l®.220.0.12
The authenticity of host '10.220.0.12 (10.220.0.12)"' can't be established.

ECDSA key fingerprint is 56:b7:02:8f:34:19:b6:1b:f5:e3:6c:1e:32:cf:da:2b.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.220.0.12' (ECDSA) to the list of known hosts.
[centos@centos-7 ~]% sudo systemctl status httpdl

"

m

4| m [;

To direct input to this Wh, mowve the mouse pointer inside or press Ctrl +G, o9 =y E D

2. After successfully SSH’ing into the CentOS 7 instance, verify that the httpd.service is
installed and active on the instance using the following command; $ sudo systemctl

status httpd.

Note: Remember that for most Linux instances, you will need to use the sudo comma

to run commands with the security privileges of another user. Root access is disabled
default.
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Module 8: Launch a CentOS 7 instance with a customization script

Openstack_W3_client? - Wiviware Workstation EI@
File Edit ‘View WM Tabs Help | B v | &b | [0 O 0O | @] = I & |I!!
E“ Openstack_Mitaka_Ws ] E‘W Openstack_WS_client2 ]
=* Applications ¥ Places ~ rminal ~ Thu 14:30 LU O dial
centos@centos-7:~ - o L]

Loaded

The authenticity of host

File Edit View Search Terminal Help

[student@Linuxclient ~]$ ssh -i /home/student/Downloads/student.pem centos@le.220.0.12
'10.220.0.12 (10.220.0.12)"
ECDSA key fingerprint is 56:b7:02:8f:34:19:b6:1b:f5:e3:6c:1e:32:cf:4a:2b.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.220.0.12'
[centos@icentos-7 ~]1$ sudo systemctl status httpd
httpd.service - The Apache HTTP Server

Active
Docs?

Main PID:
Status:
CGroup:

Aug 17 14:
Aug 17 14:
Aug 17 14:
Aug 17 14:

can't be established.

(ECDSA) to the 1list of known hosts.

Sl el seislamtss s Temd /system/httpd.service; enabled)
ince Thu 2017-08-17 14:19:56 UTC; 10min ago
man :apachect1(8)
4380 (httpd)
"Total requests: O; Current requests/sec: 0; Current traffic: O B/sec"

/system.slice/httpd.service
4380 /usr/sbin/httpd -DFOREGROUND
4391 fusr/sbin/httpd -DFOREGROUND
4392 /usr/sbin/httpd -DFOREGROUND
4393 /usr/sbin/httpd -DFOREGROUND
4394 /usr/sbin/httpd -DFOREGROUND
4395 Jusr/sbin/httpd -DFOREGROUND

19:56 centos-7 systemd[1l]: Starting The Apache HTTP Server...
19:56 centos-7 httpd[4380]: AHO@557: httpd: apr_sockaddr_info_get() failed for centos-7

19:56 centos-7 httpd[4380]: AHOGE558: httpd: Could not reliably determine the server's fully qu...ssage

19:56 centos-7 systemd[1l]: Started The Apache HTTP Server.

Hint: Some lines were ellipsized, use -1 to show in full.
[centos@centos-7 ~1$

m

<

m

|

To directinput to this WM, move the mouse pointer inside or press Ctrl+G,

3. You should see that the httpd.service is loaded and active (running).
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Module 8: Launch a CentOS 7 instance with a customization script

0 Openstack W/S_client? - Whduare Workstation E E
File Edit View WM Tabs Help | Il ~ | &2 | (D O 0| 0] bd I 5 |
[5‘ Openstack_Mitaka_Ws x l E;‘ Dpenstack_WS_clientz l
i Applications ¥ Places * Eefm{ Web Browser ¥ Thu 14:31 LUNNO IR gkl
Manage Security Group Rules - OpenStack Dashboard - Mozilla Firefox - a x
n Manage Security Gro... % 4
i) | 10.220.0.30/dashboard/project/access_and_security/security _groups/6k ¢ ‘ |Q Search ‘ w Ba ¥ & =
[ Most Visited nLogin - OpenStack Das...
Add Rule
Rule *
j Description:
Rules define which traffic is allowed to instances
Remote * @ assigned to the security group. A security group rule
consists of three main pars: L
CIDR j 5
Rule: You can specify the desired rule template or use
CIDR @ custom rules, the options are Custom TCPF Rule, Custon
UDP Rule, or Custom ICMP Rule.
0.0.0.0/0
Open Port/Port Range: For TCP and UDP rules you me
choose to open either a single port or a range of ports.
Selecting the "Port Range" option will provide you with
space to provide both the starting and ending ports for tr
range. For ICMP rules you instead specify an ICMP type
and code in the spaces provided.
Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security grou)
access to any other instance via this rule.
Cancel
-
< T} | »
To direct input to this WM, maowve the mouse painter inside or press Ctrl+G. o &y E | 7 v

4. Return to the Access & Security tab and add a rule to allow http from any network to
the XYZ Company security group.
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Module 8: Launch a CentOS 7 instance with a customization script

Openstack_WS_client? - Vidorare Workstation EIE
File Edit Wiew WM Tabs He|p|llv|£l|®99|l:|gj:ct&|
[5‘ Openstack_Mitaka_‘Ws X\ E;‘Dpenstack_ws_clientz Xw
+* Applications ¥ Places ~ efox Web Browser ¥ Thu 14:32 LUNO IR gkl
Manage Security Group Rules = OpenStack Dashboard = Mozilla Firefox - a x
B Manage Security Gro... * +
{ 10.220.0.30/dashboard/project/access_and_security/security _groups/6t c ||Q Search | w B8 ¥+ @ =]
& Most Visited ¥ nchin - OpenStack Das...
n UpenstaCk = XYZ Company ~ & student =
Access & Security
Project
/ Manage Security Group Rules: XYZ Company (6b438d22-372a-
Compute ~

Overview

Instances

Volumes

Images

Access & Security

Network s

Identity B

4ee4-95a1-4fb38a266513)

+ Add Rule @ Delste Rules

m

[0 Direction Ether Type IP Protocol PortRange Remote IP Prefix Remote Security Group  Actions

O  Egress IPvB Any Any 10

O  Egress IPvd Any Any 0.0.0.0/0
a Ingress IPv4 ICMP Any 0.0.0.0/0
m} Ingress IPvd TCP 22 (S5H) 0.0.0.0/0
] Ingress IPva TCP 80 (HTTF) 0.0.0.0/0

Displaying 5 items

Delete Rule

Delete Rule

Delete Rule

Delete Rule

Delete Rule

<

m

To direct input to this Wi, move the mouse painter inside or press Ctrl+G,

5. After adding the HTTP Rule, open a new tab in the web browser.

40

Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.
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@ Openstack_WS_client? - Whware Waorkstation

File Edit Wiew WM Tabs Help | @000 | HD=Ed | E

5‘ Openstack_Mitaka_‘Ws 5‘ Openstack_WsS_client2

+* Applications ¥ Places ~ Eﬁrefox Web Browser ™ Thu 14:33 LUNNG IR gike

Mozilla Firefox - a x

B Manage Security Gro... X | http://10.220.0.12/ * |\ +

10.220.0.12 c Search W B ¥+ @

Most Visitedv [ Login - OpenStack Das...

This is my HTML index

m

4| 1 L2
Sa® 0

To direct input to this Vi, move the mouse pointer inside or press Ctrl+G,

6. Browse to the Public IP address, 10.220.0.12, of the CentOS 7 instance. You should see
the web page index statement that was created by the user_data.txt customization

script.
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Module 8: Launch a CentOS 7 instance with a customization script

(B Openstack_WS_client? - Widware Workstation EI@ |
File Edit View WM Tabs Help - | @000 D3R E
El‘ Openstack_Mitaka_Ws E“ Openstack_WS_client2
** Applications ¥ Places ~ :" fll= rmii Thu 14:35 W O~

student@linuxclient:~ = o x

File Edit View Search Terminal Help

[student@linuxclient ~]1% wget http://10.220.0.12
--2017-08-17 14:35:03-- http://10.220.0.12/
Connecting to 10.220.0.12:80... connected.

HTTP request sent, awaiting response... 200 0K
Length: 22 [text/html]

Saving to: “index.html’

100%([ 1 22 --.-K/s  in @s

2017-88-17 14:35:03 (4.88 MB/s) - ‘index.html’ saved [22/22]

[student@linuxclient ~1% cat index.html
This is my HTML index
[student@inuxclient ~15 i

m

4 T 2

Tao direct input to this Wi, mowve the mouse pointer inside or press Ctrl+G, =& E 7

7. Alternatively, you can use the $ wget http://10.220.0.12 and cat index.html commands
to verify that the CentOS 7 customization script installed the httpd.service and created
an index page.

Note: The wget command was run from the Openstack_WS_client2 VM, not the CentQOS
7 instance.

Continue to the grade script.
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Run the grade script

Openstack_Mitaka_ WS - Vidware Workstation = || =[] @
File Edit View WM  Tabs Help - | & SO == W =
Libral x
7 E“ Openstack_Mitaka_ws E‘ Openstack_Ws_client2
Type here to search -

= Ll Cormn e

El‘ Openstack_Mitaka W3

[rootRopenstack ~1#

PENSLaCck re_Clien
Shared Whis

To direct input to this Wh, click inside or press Ctrl+G, = E 7

1. Return to Workstation and Click on OpenStack_WS VM

Note: The OpenStack_WS console may still be open on your desktop from when you ran
the setup script
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Openstack_Mltaka_WS-VMwareWorkstat\on =] @
File Edit ‘Wiew WM Tabs Help = O 0= | E
E‘ Openstack_Mitaka_Ws Eﬁ Openstack_ws_client2

Cent03S Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB6_64

openstack login: root
Password: _

To direct input to this Wk, click inside or press Ctr +G. g % D

2. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it
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File

Openstack_Mitaka WS - Whinare Workstation

Edit View WM Tabs Help v | &

LPIN=EHS|E

Eﬁ Openstack_Mitaka_Wws E“ Openstack_5_client?

Cent0S Linux ? (Core)
Kernel 3.18.8-514.26.72 el?7.xB6_64 on an xB6_64

openstack login: root

Password :

Last login: Thu Aug 17 B89:43:34 on ttyl
[rootBopenstack “1# ..-config-gradeB.sh

To direct input to this Wk, click inside or press Ctrl+G,

3.

45

Enter the command; ../config/grade8.sh and press Enter
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Openstack_M\taka_WS-VMwareWorkstatlon || =) @
File Edit ‘View WM Tabs Help - | & ICRN Bl == W=
Eﬁ Openstack_Mitaka_Ws E‘W Openstack_W3s_client2

Cent0S Linux 7 (Core)
Kernel 3.18.8-514.26.2.e17.xB6_64 on an xB6_64

openstack login: root

Password:

Last login: Thu Aug 17 18:38:85 on ttyl
[rootBopenstack ~1# ..,config/gradeS.sh
PASS The student key pair is present.
PASS The CentDS 7 instance is present.
PASS The HTTP rule is present.

PASS The HTML index is present.
[rootPopenstack ~1#

To direct input to this Wi, click inside or press Ctrl +G,

Q080

4. The grading script will produce an output with or FAIL for each of the categories,
similar to the screen capture above. If you receive a FAIL on one or more of the
categories, you can go back and fix the issue and run the grading script again, or you can
revert the OpenStack_Mitaka_WS VM to the base snapshot and start over again.

This completes Module 8, continue to conclusion
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Conclusion:

You have successfully assisted the customer in creating a CentOS instance with a
customization script to enable the apache web service and demonstrated how to verify that the
service is active. Your next field visit to XYZ Company will be to show the user how to create,
attach, and detach a volume on several CentOS 7 instances.
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