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Introduction

You have been hired as an intern with CLOUDTech Inc. CLOUDTech is a Cloud Computing
consulting firm and Cloud Provider supporting thousands of clients in the region. The
company provides a wide range of services to support migrating client Information
Technology infrastructure to a Private, Hybrid or Public Cloud environment. You learned
that the company has multiple departments and you will start your internship working
with the Cloud hosting department customer support team.

The Cloud hosting department provides multiple platform and vendor Cloud hosting
services for Infrastructure as a Service (IaaS), Platform as a Service (PaaS), Software as a
Service (SaaS) and many other as a service offerings. The support team is responsible for
helping customers with any issues related to their Cloud infrastructure hosted at and
provided by CLOUDTech.

You will perform hands-on exercises to learn about the OpenStack Cloud implementation
CLOUDTech uses to host customer Cloud environments.
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Lab Objectives

Learner will be able to:

e Launch a Windows Server 2012 Instance from the OpenStack Dashboard and connect
using Remote Desktop Protocol from Windows and Linux VMs.

Labs 17 -19

These labs will guide the student through launching a Server2012 Instance and connecting with
Remote Desktop Protocol from Windows and Linux virtual machines.

(Note: This lab is designed to be completed on an NDG NETLAB System with the
IST198_OpenStack_HXXX POD installed. The labs can also be completed on a physical
machine with the appropriate software packages installed, or a PC that has VMware
Workstation installed with the appropriate virtual machines configured).
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Prepare the OpenStack Virtual Machines

1. Launch the VMware Workstation Pro application

(B VMusare Warkstation =8 E=R =<
File Edit View VM Tabs Help | b = | | |j:E |

Librai x
I/ | =5 My Computer 1

‘ Q Type here to search

- -
e Wy Computer :
31 Openstack_Mitaka W3 Harme = s
5] Openstack_WS._client2
Shared WMs {5 0penstack_Mitaka_WS Powered off
(71 Openstack_WS_client? Powered off

2. Workstation should have two virtual machines (VM) installed; Openstack_Mitaka_v2
and Openstack_Mitaka_client2.

Openstack_Mitaka WS - Vivbware Workstation =2 SR
File Edit View VM Tabs Help | b v | NoRcyec \n |
Lib x
(B (5] py Computer ] () Openstack_Mitaka_ws 1 [ Openstack_ws_client2
‘ Q Type here to search v‘
@ Openstack_Mitaka_WS
S ih ual machine
- he settings
Shared VM.
area Vvl Mark as Favorite ol machine
Rename
Remove
M Power » | BGB
Remowvable Devices » 3
Pause s
Auta detect
Send Ctrl +Alt=Del MaT
Grab Input 1 monitor
[F Snapshot b |45 Take Snapshot..
Capture Screen (5) Rewertto Snapshot: Base Snapshot
A&, Manage » | 55 Snapshot Manager
SR o 1 Base Snapshot 8/14/2017 2:40:08 PM
Settings...

3. Ensure that the Openstack_Mitaka_WS is at the correct starting point by reverting to
the base snapshot. Right Click on Openstack_Mitaka_WS then Snapshot>Base
Snapshot. Repeat for the Openstack_WS_client2 VM.
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(E) Openstack_Mitaka WS - Vidware Warkstation [E=R[m=n|
File Edit ‘iew VM Tabs Help - ICHCICRE u|N=(=/

Library

('] Openstack_Mitaka_WS ("7 Openstack_Ws_clent2

@ Openstack_Mitaka WS

QU Type here to search -

Powwer an this virtual machine
S Edit virtual rmachine settings
[ Upgrade this virtuzl machine

Shared Wis

~ Devices
. Mernory 966
[d Processors 3

{2 Hard Disk (SCS) 80 68
“JCD/DVD (DE)  Auto detect
T Network Adapter NAT

| Display Lmanitor

¥ Description
Type here to enter a description of this
wirtual machine,

4. Power on both VMs by selecting one of the two VMs and clicking on Power on this virtual
machine. Repeat for the other VM.

Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.




Module 7: Launch a Server 2012 instance and connect with RDP from Windows and Linux VMs

Lab Scenario

As part of CLOUDTech’s customer support team, this is your second field visit to XYZ Company.
During this visit, you will assist the customer in creating a Server2012 instance, and connect to
it using Remote Desktop from a Windows and CentOS 7 VM.

Lab Settings

The information in the table below will be needed in order to complete the labs. The task
sections that follow provide details on the use of this information

Virtual Machine (VM) | IP ADDRESS Account Password VM Type

Client2 10.220.0.2 Student P@ssword CentOS 7 Client

Serverl 10.220.0.30 root P@ssword OpenStack Mitaka
OpenStack Dashboard | 10.220.0.30 Student P@ssword Web Page Login credentials

Note: In this OpenStack VMware Workstation environment, the two VMs can be reverted back
to their base snapshot at any time. This means that you can explore or experiment without fear
of permanently damaging the OpenStack environment. If you make a mistake that you can’t
recover from, then stop and revert the appropriate VM to the base snapshot and everything
will be back to a known good starting point.
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Run the lab setup script

E Qpenstack_Mitaka WS - Wiaare Workstation = || ==
p L=l =

File Edit ‘iew W Tabs
Library
Type here to search
= @ iy Computer
E“ Openstack_Mitaka WS

E“ Openstack WS client2
Shared VM3

Help

'&' = [+ | i R |

@ My Computer E‘ Openstack_Mitaka_ WS E‘ Openstack_WS_dientz

Cent05 Linux 7 (Core)
Kernel 3.18.8-514.26.2.e17.x86_64 on an xB6_6b4

openstack login: root
Password: _

To direct input to this Wk, click inside or press Ctrl+G. g Iﬁ D

1. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it
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Openstack_bitaka 'S - Whdware Workstation =] @
File Edit View ‘%M Tabs Help v | & O 0 =S| E
@ My Computer E“ Openstack_Mitaka_WS E“ Openstack_WS_disntz

CentD3 Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB6_64

openstack login: root

Password:

Last login: Thu Aug 17 B5:23:57 on ttyl
[rootBopenstack ™1

To direct input to this WM, click inside or press Crl+G. ) % 7

2. After successfully logging in as root, you should see this screen. Continue to the next
page
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Openstack_Mitaka WS - Vidware Workstation = || == @
File | Edit | iew WM Tabs Help - | & DTN | I i iy I =
@ My Computer Eﬁ Openstack_Mitaka_Ws Eﬁ Openstack_WS_client?

Cent0S Linux 7 (Core)
Kernel 3.18.8-514.26.2.el7.x86_64 on an x86_64

openstack login: root

Password:

Last login: Thu Aug 17 B5:23:57 on ttyl
[rootRopenstack “1# ..-configslab?.sh _

To direct input to this WM, click inside or press Crl+G, = % D

3. Type the command; ../config/lab7.sh and press Enter as shown in the screen capture
above to run the Module 7 setup script
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Openstack_Mitaka WS - Whdweare Warkstation = || == @
File Edit ‘iew WM Tabs Help - | & O D= S| E
@ My Computer El‘ Openstack_Mitaka_Ws El‘ Openstack_WS_client2

Cent0S Linux 7 (Core)
Kernel 3.18.8-514.26.2.el7.xB6_61 on an xB6_641

openstack login: root

Password :

Last login: Thu Aug 17 85:23:57 on ttyil
[rootBopenstack “1# .. configslab?.sh

Creating a new project named XYZ Company.

Creating a new user, student, for the XYZ Company.
Updating XYZ Company gquotas.

Creating a public network.

Set Rl external to the public network.

Creating a public-submet.

Creating a router.

Creating a private network.

Creating a private-subnet.

fdding the private subnet to R1.

Setting the external gateway on R1 router.
Creating an XYZ Company Security Group.

Adding ICMP rule to the XYZ Company Security Group.

Adding 35H rule to the XYZ Company Security Group.

[root@openstack ™1 _

To direct input to this WM, click inside or press Ctrl+G, o= % D

4. After the setup command completes, you can minimize VMware Workstation.

Note: The script is complete when the [root@openstack ~]# prompt returns
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Access the OpenStack Dashboard

Openstack_Mitaks_WS - VNhware Workstation

File Edt View VM Tabs Help v | & 2 0= H

= My Computer [ Openstack_Mitaka_WS (55" Openstack WS_dlent2

To direct input to this WM, clck inside or press Ctl+G.

1. Onyour Windows host PC, open an internet browser

Note: Openstack_mitaka_client2 is a CentOS 7 desktop VM that you can use as an

alternate to the Windows host PC to accomplish all of the labs, unless specifically noted
in the instructions.
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oo =

_,-" B Login - OpenStack Dashbo... x ‘.",_ +

€ O F B 10220030/ dashboard/auth/laging C Search B &+ & 9

openstack

Login

User Name

student

Password
erseeeew &

This connection is not secure, Logins entered here could be
cornprotmised. Learn More

2. Navigate to http://10.220.0.30/dashboard. Login to the OpenStack Dashboard with the
username student and P@ssword and press enter or click Connect

Note: User Name entries are not case sensitive, passwords are.
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y
| BB Instance Qverview - OpenS..,

€ OF 10.220.0.30/dashboard/project/

3 openstack

Project ~

Compute

Crerview
Instances
Wolumes
Images

Access & Security

Network k4

|dentity @

[ [rer] ]

.
® "+
c Q, Search
= XY7 Campany =

Overview

Limit Summary
Instances VCPUs RAM
Used0of2 Uzed0of3 Uged 0 of 3,072

Security Groups Volumes

Used 2 af 2 Used0of10

VYolume Storage

Used 0af 1,000

Usage Summary

Select a period of time to query its usage:

wBe &+ a9

& student =

Floating IPs
Uszed 0of4

m
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5. This is the homepage of the OpenStack Dashboard as seen from the XYZ Companies’
customer perspective.
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Lab 17: Launch a Server 2012 instance

Crvervigwr Hame Name
Instances
Waolumes
Images

Access & Security

Hetwork -

Identity 7

’,-" BB Instances - OpenStack Das.. .".\ + =N EoR(™=")
€ | O 10.220.0.30/dashboard/project/instances/ C Search B 3 AP =
u Openstack = X¥Z Company & student =
Projoct - Instances
Compute . Instance Marme = E| Filtar & Launch Instance

Instance Image Size Key Status !z\vailahilily Task Power Time since Actions

one State created

Mo iterns to display.

1. Using the techniques learned in previous labs, launch an instance using the information
in the table below. This process will take longer to become active and useable than the
Linux instance did. Depending on system load, this could take 30 minutes, or more, to
finish. Good time for a break while you’re waiting.

Instance Name

Server2012

Source Windows2012

Create New Volume Do Not Create a New Volume
Flavor ml.medium

Network private

Security Group XYZ Company

Floating IP Address 10.220.0.12

Note: Refer to previous lab instructions as needed to complete the process.

Note: The reason for not creating a new volume for the Server2012 instance is because
Server 2012 has a larger disk requirement when compared to the CentOS 7 instance and
would add significantly to the time needed for the Server2012 instance to be useable.

15 Except where otherwise noted, this document is
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/ - =-|[-E- [
| B Instances - OpenStack Das., \+
€ © 10.220.0.30/dashbosrd /project/instances/ C Search ﬁ Q 4+ @ O =
u Openstafk ™= X7 Company & student =
Project -~ Instances
Compute N Instance Mame = E| Filter & Launch Instance (Quota exceeded) [
Instance Ke: Availabili Power Time
Crverview Image Hame IP Address Size y Status v Task since Actions
Name Pair Zone State
created
Instances
o Serer2012 fWindows2012  192.168.1.3  ml.mediom - Active  nova Mone  Running 23 minutes Create Sn
Wolumes

Displaying 1 item
Images

Access & Security

Network k4

|dentity @

T
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2. After Server2012 instance changes Status to Active. Right click on Server2012 and
select Open in new tab (shown on next the page)
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v N
3 Instances - OpenStack Das... % / B Server2d1? - OpenStack Da.. % \+

===

(D | 10.220.0.30/d3 shboard/projectfinstan ces/6cT356¢3-5943-43b 1-9bfic-Scle fb 55 Tdb 15/ c Q Search
u OpenstaCk = 57 Company *
i Instances / Server2012
Project
Orverviens Log Congole Action Log
Compute ~
Name Server2012
Civerview D Be755603-5943-43b1-9b6 c-6deBbBESY db15
Status Active
Instances Availability Zone nova
Created Aug. 17,2017, 233 am.
S Time Since Created 24 minutes
Images Specs
Access & Security Flavor Hame m1.medium
Flavor 1D 55M0ed5a-c6Ba-457-939f-5bdB44607 0db
Hetwork v RAM 3GE
VCPUs 2WCPU
Disk 20GB
Identity v
IP Addresses
Private 192.1688.1.3

3. Switch to the new tab and click on Console (shown on next page)

17

Security Groups

XYZ Company

Watadata
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ALLOW [Pvd to 0.0.0.00

ALLCWY P4 icmp from 0.0.0.00
ALLOW [Pvd 224tcp from 0.0.0.0/0
ALLOWY [P to 20

wB ¥+ & 9

& student =

Create Snapshot

-

m
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. . =S [ ESH )
B Instances - OpenStack Das.. % / B Server?012 - OpenStack Da.. % \+
() | 10.220.0.30/dashboard/prajectfinstances/6cT956c3-5043-43b1-Obfic-Sdefb657db 15/ Segrch B &+ 4 O =
& student »

u openstack = XYZ Company ¥
Images :

Access & Security
Network k4
Identity

Administrator

ord must be changed befor

m

Cancel

m

4. Follow the prompts to change the Administrator’s password.

Note: The Server 2012 image that we used is a Windows demo image publicly available
for download from the internet. If you are using a different or custom Windows image
to launch the instance, the steps may differ from those shown in this lab.
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= =R
3 Instances - OpenStack Das.. ® | BB Serverz012 - OpenStack Da., % | =+
() | 10.220.0.30/dashboard/projectfinstances/fc7356c3-5043-43b 1-Obc-Sdefh65Tdb 15/ Search wBa +§$ & 9 =
u Openstafk = XYZ Company v & student v
Send CtrialDel ||~

Images

Access & Security
Network @

ldentity i

Administrator

m

m

5. Enter the new password P@ssword twice and press enter. Watch for the remaining
configuration steps to complete and the Server desktop to appear (shown on next

page).
Note: If nothing happens when you type the password in the appropriate block, click on

the gray bar first, with the “Connected (unencrypted) to: QEMU (instance-0000001)”
statement, and then return to the VM and you will be able to type in the VM.
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3 Instances - OpenStack Das.., % / B Server2012 - OpenStack Da.., % \+
@ 10,220,030/ dashboard/project/finstances/6cT556c3-5943-43b1-9bfc-5defba5Tdb 15/ C Search ﬁ' g 4+ =
u Opens‘[ack = XY Z Company = & student =
Images e-0000000 Send Cirlafoel |7

Server Manager
Access & Security

Networks

Network 2

: [ELCOME TO SERVER MANAGER T;I Network
Identity v

0 ~ ‘f N | ~ ,\| ) Do you want to find PCs, devices, and
CU ! \QLII'G this local serv content on this network, and
automatically connect to devices like

PUICK START _ . kprinters and TVs?

2 Add roles and features B

- YT - - We recommend that you do this on 1

3 Add other servers to manag your home and work networks.
NHAT'S NEW L.

4  Create a server group

5 Connect this server to cloud =
EARN MORE

OLES AND SERVER GROUPS
sles:0 | Servergroups:1 | Servers total: 1

# Local Server 1 ii All Servers
@ Manageability @ Manageability
Events Events
Services Services

20

6. The Server2012 console should look like the screen capture above before you continue,
or the Remote Desktop Connect will fail. Did you remembered to allocate and associate
a floating IP address?
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, , e ==
n Instances - OpenStack Das.. x/ n Server2l? - OpenStack Da., = \ +
(@) 10.220.0.30/dashboard/project/instances/6c 1956 3-5943-43b1-0bfic-Sdefib 657 db15/ & || Q Search B 3+ @ =
n openstack B XYZ Company = & student »

[ DEIVED Maldyen
Access & Security

Server Manager * Local Server

Network i
_ =8 PROPERTIES
Identity v I= Dashboard . For server2012
i Local Server
p— Computer name server2012 Last installed upq
B All Servers Workgroup WORKGROUP Windows Update|

L\\\ Last checked for

Windows Firewall Public: On Windows Error R| _
Remote management Enabled Customer Experiy 1
Remote Desktop Enabled E Enhanced Sec

HIL Teaming Lisable: Time zone

Ethernet IPvd address assigned by DHCP, IPvb enabled  Product ID

Operating system version Microsoft Windows Server 2012 R2 Standard Processors

Hardware Fedora Project OpenStack Nova nstalled memon) 3

Total disk space

EVENTS m

All events | 0 total

Filter il By A

Server Name ID Severity Source Log jthd;CTimE

< 1 | 3 -

7. This demo image of Server 2012 is already configured to allow Remote Desktop, other
Windows images may not be. To check Server 2012, open the Server Manager
Dashboard and click on Local Server, then look to see if Remote Desktop is enabled
(shown in the screen capture above).
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Lab 18: Connect to the Server2012 instance using Remote
Desktop Connection

/n Instances - OpenStack Das.. X\+ E-@
@. @ | 10.220.0.30/dashboard/project/instances/ c Q, seqrch ﬁ E 3+ # =
n openstack B XYZ Company = & student =
Project -~ Instances
Compute & Instance Marne = E| Filter & Launch Instance (Quota excesded) \ it

R Time
Overview (] Instance Image Name IP Address Size Ke?r Statu Availability Task Power since Actions
Hame Pair Zone State
created
Instances
192.168.1.3
VAl O Sererd0lZ YWindows2012 ﬁ:l'igling mT.medium - Actve  nova Maone  Running 38 minutes Create Sn
Images 10.220.012
Arcess & Secutity Displaying 1 itemn

Network k4

Identity k4

i | »

1. Your Instances tab should resemble the screen capture above, before you continue.
Question: Is the instance ready for you to use Remote Desktop Connection?

Answer: No. Think about remote desktop protocol and the default Security Group
Rules.
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. - o @ =]
,"/ B Manage Security Group Ru.. * \",_ +
€ O 10.220.0.30/dashboard/projectfaccess_and_securityfsecurity_groups/45clelda-3d3a-4123-9f3a c Q, Search ﬁ E + #H =
n Openstack = XYZ Company & student
oraioct Access & Security
roje
{ Manage Security Group Rules: XYZ Company (45¢8e0da-3d3a-4123-9f3a-
Compute " | 6b59e2129d9b)
Civerview + Add Rule
Instances 1 Direction Ether Type IP Protocol Port Range  Remote IP Prefix Remote Security Group Actions
“aolumes O  Egress 1Pt Ay Any 0.0.0.00 - Delete Rule
[mates 0 Egress 1P Any Any =mn - Delete Rule
Access & Security
O Ingress 1Pwd 1CMP Any 0.0.0.00 - Delete Rule
Network k4
O Ingress 1Pl TCP 22 (35H) 0.0.0.00 - Delete Rule
Identity it

Displaying 4 items

2. Add a new XYZ Company Security Group Rule to allow RDP, port 3389, from anywhere.
Also, verify that there is a XYZ Company Security Group Rule that allows an SSH
connection.

Note: Allowing the ICMP protocol is probably a good idea when you first deploy an
instance, but it could also be a security risk, consider deleting the ICMP rule after your
instance is working as expected. The lab grade script doesn’t check for removal of the
ICMP rule.
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/n tanage Security Group Ru... X\+

é (O] 10,220,030/ dashboard/projectfaccess_and_security/security_groups/45cielda-3d3a-4122-9f3a

&3 openstack

Project

Compute

Network

Identity

s

Orvervign

Instances

Wolurmes

Images

Access & Security

[E=1 Eon 5

= ¥Y¥Z Company v

Access & Security
f Manage Security Group Rules: XYZ Company (45c8e0da-3d3a-4123-Gf3a-

6b59e2129d9h)
O Direction  Ether Type
O Egress 1Pt
O Egress 1P
O Ingress 1P
O Ingress 1Pvd
O Ingress 1Pwd

Displaying & items

IP Protocol

Any

Any

ICHP

TCP

TCP

Port Range

Any

Any

Any

22 (S5H)

3389 (RDP)

c Q, Search

Remote IP Prefix

0.0.0.00

0.0.0.010

0.0.0.00

0.0.0.00

B ¥ A 9

Remote Security Group

& student v

Actions

Delete Rule

Delete Rule

Delete Rule

Delete Rule

Delete Rule

3. Your XYZ Company Security Group Rules should match those in the screen capture

24

above. Minimize the Internet Explorer web browser page.
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2:0M
85972017

S

4. Open the Remote Desktop Connection.
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8. Remote Desktop Connection E =] @

| Remote Desktop
) Connection

Computer: 10.220.0.12 -

Uzer name:  administrator

You will be asked for credentialz when you connect.

= Show Options Connect ][ Help ]

5. Change the IP address to 10.220.0.12, which you allocated to Server2012 in a previous
step. Click Connect

26 Except where otherwise noted, this document is
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Windows Security @

Enter your credentials
These credentials will be used to connect to 10.220.0.12,

administrator

| Password

| Use another account

[] Remember my credentials

Ok Cancel

6. Enter the credentials of Administrator and P@ssword and click OK.
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28

B Rernote Desktop Connection @

|ii] The identity of the remote computer cannot be verified. Do
“.*/ you want o connect anyway?

The remate computer could not be authenticated due to problems with itz
zecurnty certificate. |t map be unzafe to proceed.

Certifizate name

pl  Mame in the certificate from the remote computer:
server20l2

Certifizate emrars

The following erors were encountered while validating the remaote
computer's certificate:

' The certificate iz not from a trusted certifying autharity.

Do you want to connect dezpite these certificate emaore?

Don't ask me again for connections to thiz computer

Wiew certificate... Aes | | Mo |

7. Click Yes to connect anyway. Optionally, you can select “Don’t ask me again for
connections to this computer.
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cIoudb"'a”é"@ -

8. You should see the Server2012 Desktop or the Server Manager Dashboard, depending
on how it was configured post deployment. Additionally, you might see a black screen
for a couple seconds before the Server2012 Desktop is visible. From here, the user can
interact with the cloud instance just as they would on a physical machine. Close the
remote desktop connection and continue to lab 19.

Note: The Remote Desktop Connection defaults to full screen. If you want to make the
connection smaller or want to end the RDP connection, then use the toolbar at the top
center of the desktop to minimized, resize or end the connection.
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Lab 19: Connect to Server 2012 instance using Linux

Openstack WS _client2 - Vhwvare Workstation =
File Edit VWiew VM Tabs Help | v | & O 0O |0l =SS |IE
Lib x
=l 5] My Computer | E;‘ Openstack_Mitaka_Ws 51 Openstack_WS_client2
Q Type here to search .

= [ My Computer

o Qeep

L J
LEQ Openstack_WS_client2
IR

Thu 10:22

student

Password:

Cancel

:I'o direct input to this WM, click inside or press étrhG. = lﬁ )

1. Open the Openstack_WS_CentOS7 VM and log in as student with the password
P@ssword.
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File Edit View ¥M  Tabs He|p|||v|d@\ﬁ,®,®|ﬂﬁﬂ:£?&|

@ Iy Computer X [5‘ Openstack_Mitaka_Ws x l E;‘ Dpenstack_WS_clientz l

Applicatio Places ~ Thulo:23 ) & ~

Favorites Archive Manager
Accessories
Character Map
Documentation

Graphics Dictionary
Internet Disk Usage Analyzer
Office

Disks
Sound & Video

Sundry Document Viewer

System Tools Font Viewer

Utilities
Image Viewer
Other

Passwords and Keys

Remote Desktop Viewer

SMElc B E@AEERE®

Screenshot
Activities Overview

1/4 @

To direct input to this Wi, move the mouse pointer inside or press Ctrl +G. Q =y E | D &

2. There are two ways to use Remote Desktop in a typical Linux Graphical User Interface
(GUI) installation, first we’ll use the GUI, and then we’ll use the command line with the
FreeRDP package installed. Click on Applications>Utilities>Remote Desktop Viewer
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@ Openstack WS client? - Whware Waorkstation

File Edit View VM Tabs

Help -

&

DOO|DRED|E

@ My Computer E;‘ Openstack_Mitaka_WsS

E“ Openstack_WS_client?

=* Applications ¥ Places ~ mmote Desktop Viewer ¥

Thulo0:24 #) O ~

Remote Desktop Viewer - a X
Remote View Bookmarks Help
=&| Connect =
| El Remote Desktop Viewer 1/4
To direct input to this Whi, move the mouse pointer inside or press Ctrl+G, = ﬁ =

3. Click on Connect
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File Edit Wiew WM Tabs Help | Il = | &2 | [0 O O | 0 =& I & |

[@ My Computer x HE;‘ Openstack_Mitaka_WsS x \ E“ Openstack_WS_client? * l

s* Applications ¥ Places ™ ote Desktop Viewer = Thu1o:25 #) O ~

Connect

Choose are pp to connect to

Protocol: Access MS Windows remote desktops

Host: ‘ - l Find

Connection options

|| Fullscreen

RDP Options

Username: | Administrator

Width: l 800

Height: l 600

l Help ” Cancel H Connect

Remote Desktop Viewer J

To direct input to this Whi, move the mouse pointer inside or press Ctrl+G, =1 E | P 4

4. Using the Dropdown menu for Protocol: Select RDP
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FileEditViewVMTabsHe|p|||v|dﬂ||£9@,®|[|ﬁj:§ig| ‘

[@ My Computer I [5‘ Openstack_Mitaka_Ws x l E—;‘ Dpenstack_WS_clientz * ]

Eid Applications ¥ Places ¥ ote Desktop Viewer ¥ Thu10:25 #) & ~

Connect

Choose a remote desktop to connect to

Protocol: Access MS Windows remote desktops

Host: l 10.220.0.12

Connection options

| Fullscreen

RDP QOptions

Username: | Administrator

Width: l 1024

|
|
Height: [ 768 ]
|

l Help l Cancel ” Connect ]

Remote Desktop Viewer J 1/4

To direct input to this Wk, move the mouse pointer inside or press Ctrl +3, a oy E | - v

5. Enter the IP address 10.220.0.12, the username Administrator, and change the desktop
resolution to 1024x768, which is the same resolution as the Linux desktop. Click

Connect
Protocol RDP
Host 10.220.0.12
Username Administrator
Width 1024
Height 768

Note: If you leave the Username blank on this screen, then the next screen will prompt
you for the username.
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File Edit Wiew WM Tabs He|p|||-|£;||@@Q||]Ej:§ig|.

[@ My Computer x HE“ Openstack_Mitaka_Ws x \ E“ Openstack_WSs_clientz * ]

«% Applications ¥ Places ¥ @ote Desktop Viewer ¥ Thu10:26 ) O -

Remote Desktop Viewer

Authentication is required

Host: 10.220.0.12

Username: | Administrator

|
Password: | seeesass| ]
|

Domain: l

l Cancel l I Authenticate

Remote Desktop Viewer J 3

To direct input to this Wk, mowve the mouse pointer inside or press Ctrl+G, E ) E ‘ - 2

6. Enter the password of P@ssword and press enter or click Authenticate.
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File Edit ‘View WM Tahs He|p|||v|dﬂ1|1®@,®|[|gj:;tg|

[@ My Computer x I [5‘ Openstack_Mitaka W3S x l 5‘ Openstack_WS_client2 > ]

%* Applications ¥ Places ¥ - ote Desktop Viewer

Thul2:21 ) O ~

Certificate Verification

The below certificate could not be verified.
Do you trust the certificate?

Subject: CN = server2012
Issuer: CN = server2012

Fingerprint:  eb:ba:9b:99:2a:ba:bf:08:62:76:1d:ae:51:ce:d7:89: 7c: 5b:fe

Cancel Connect

=l Remote Desktop Viewer

To direct input to this WM, move the mouse pointer inside or press Ctrl +G,

7. We do trust the Server2012 Certificate. Click Connect.
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[F=5(En =3

Openstack_WS_client? - Whwrare Workstation

File Edit View WM Tabs Help | Bl ~ &2 | [0 00 (0 | 0] kd IT & |

E“ Openstack_Mitaka_‘Ws ] E‘W Openstack_WS_client2 ]

#* Applications ¥ Places ¥ mote Desktop Viewer ¥ Thul2:26 W) O ~

10.220.0.12 - Remote Desktop Viewer o o x

Remote View Bookmarks Help

ﬂ[Connect -@[ |J£.__‘

Server Manager * Dashboard @1V Mensge Toos  view hew
Dashboard WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . .
- _ 0 Configure this local server
BE File and Storage Services B
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1
i File and Storage ]
N Services
m hdananeahilitv (h hananeahility
]
[ 10.220.012 - Remote Desktop ... 1/4
Q@B 0 4

To direct input to this Vi, move the mouse pointer inside or press Cel +G.

8. Click on the full screen icon on the menu bar
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Openstack_WS_client? - Witware Workstation EI@
File Edit View WM Tabs Help | Il = | & | (0 O 0O | 0 = =& |

ﬁOpenstack_M\taka_WS ] E;‘Dpenstack_ws_clientz l

= IAWMI—I

@ ¥ Server Manager * Dashboard & Manage Tools  View  Help
& Dashboard WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . .
- 0 Configure this local server
WE File and Storage Services P
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW =
4 Create a server group
5 Connect this server to cloud services
Hide
LEARM MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1
= File and Storage - ]
[ ] ) 9 1 # Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BEPA results Performance
BPA results
473017 1 o g hd
- = 1227 PM
H ed .:.:._.J < D g
To direct input to this Whi, move the mouse pointer inside or press Ctrl+G, = 1< ﬁ | 7 v

9. Just like using Remote Desktop Connection in the Windows VM, the user can interact
with instance just like they would with a physical machine.

Note: Inthe top center of the remote desktop connection, you should see that there is
a tab just visible at the top of the desktop, hover your mouse over this to open the
controls (shown on next page).
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Openstack WS client2 - Whiware Workstation

File Edit View VM Tabs Help | Il ¢ | B | D O 0O | @] = T |

5‘ Openstack_Mitaka WS

i

Dashboard
Local Server

All Servers

-

] E;‘ Dpenstack_WS_client2 ]

File and Storage Services B

@ ¥ Server Manager * Dashboa~

10.220.0.12 3¢

WELCOME TO SERVER MANAGER

Manage Tools View Help

QUICK START

0 Configure this local server

Add roles and features

Add other servers to manage

To direct input to this WM, move the mouse pointer inside or press Ctrl +G,

WHAT'S NEW
Create a server group
Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1
= File and Storage -
[ ] ) g 1 f Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results
/170017 12,00 Dk -
- M == 12:28 PM
=iz = ~ RS ywam
SE®ID 4

10. You can use this control tab to either minimize the remote desktop (left side) or close
the remote desktop (X). Close the remote desktop
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@ Openstack_WS_client? - Whdweare Workstation EI@
File Edit Wiew WM Tabs Help | @000 | HEITDS|E
E“ Openstack_Mitaka_ws E“ Openstack_WS_client2
+* Applications ¥ Places ¥ ﬁmote Desktop Viewer ¥ Thul2:29 ) O ~
Remote Desktop Viewer - o E
Remote View Bookmarks Help
=4| Connect i=
| @ Remote Desktop Viewer 1/4
To direct input to this Wi, move the mouse pointer inside or press Ctrl +G. L L&' % 7

11. Close the Remote Desktop Viewer.
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Openstack_WS_client2 - Whware Workstation EI@
File Edit ‘iew UM Tabs Help | | @ | O 00| 0REE S |
E—;‘Openstack_Mitaka_WS ] E;‘Dpenstack_ws_clientz ]
+* Applications * Places ~ |mrminal' Thui12:29 ) O ~
student@linuxclient:~ - a x

File Edit View Search Terminal Help
[student@linuxclient ~1%

I student @linuxclient:~ 1/4

To direct input to this Wk, move the mouse pointer inside or press Ctrl +G, = '_dﬁ 7

12. Open a terminal session, Applications>Favorites>Terminal, and maximize the window
(optional).
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@ Openstack_WS_client? - Whware Warkstation EI@
File Edit View WM Tabs Help -l @000 D3| E
EL‘ Openstack_Miaka_Ws E“ Openstack_Ws_client2

=* Applications ¥ Places ~ |rminal =

Thu12:34 #) O -~ =

student@linuxclient:~

File Edit View Search T "

[student@linuxclient ~]1§ xfreerdp -g 800x600 -u administrator -p P@ssword 1@.22@.@.12.

4

To direct input to this Wi, mowve the mouse pointer inside or press Ctrl+G,

m

- =] x

m

3

=YL N

13. Use the FreeRDP command and options shown: xfreerdp —g 800x600 —u Administrator
—p P@ssword and the Server2012 IP address of 10.220.0.12.

Command xfreerdp

-g (screen resolution option) 800x600

-u (username option) Administrator
-p (password option) P@ssword

IP address 10.220.0.12

Note: In this lab environment, using a screen resolution greater than 800x600 will limit
what you can see on the remote desktop, for example: With the resolution set at
1024x768, the entire bottom of the Server 2012 desktop is not visible and therefore,

unusable.

Note: The FreeRDP package is installed on the Linux machine in this lab, you can use the
yum command to download and install the package on a Linux installation outside of the

Workstation environment.

Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.




Module 7: Launch a Server 2012 instance and connect with RDP from Windows and Linux VMs

Openstack WS client2 - Whinare Motk station

File Edit Wiew WM Tabs Help | Il ~ | & | 0 O 0O 0O = & |

[E= e )

E;‘ Openstack_Mitaka_Ws ] E;‘ Openstack_WS_client2 ]

=* Applications * Places ~ &FreeRDP =

Thul2:35 #) O « =

student@linuxclient:~ - o x
File FreeRDP: 10.220.0.12 - 0x
[stuiz a
connl= Server Manager =
« DaSthaI’d I r Manage  Tools
I Dashboard | WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . . L
_ _ 0 Configure this local server :
WE File and Storage Services P _
QUICK START :
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW | |
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Servers total: 1
= File and Storage -
[} ) 9 1 # Local Server 1
Services il
. [T - ] »
To direct input to this WM, move the mouse pointer inside or press Ctrl+G, =& E | 7 4
||

14. The connection should open as shown in the screen capture above.
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Openstack_WS_client2 - Wihware Workstation

File Edit View WM Tabs Help | Il ~ | 2 | O O O | 0 = I & |

=N | EER =)

To directinput to this VM, move the mouse pointer inside or press Ctrl+G,

15. Close the FreeRDP connection. Continue to run the grade script

ﬁODanstacka\takafws ] E“Dpenstackiwsiclientz ]
* Applications ¥ Places ~ &FreeRDP v Thu12:35 &) O ~
student@linuxclient:~ - o x
= FreeRDP: 10.220.0.12 - E
[stuiz a
connie Server Manager =
.« DaSthard :) | r Manage  Tools
WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . . L
o _ 0 Configure this local server 3
BE File and Storage Services b N
QUICK START -
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW -
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1
= File and Storage -
[ ] . g 1 B Local Server 1
Services il
1 [0 - | »
QB D 4
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Run the grade script

Openstack_Mitaka_ WS - Vidware Workstation = || =[] @
File Edit View WM  Tabs Help - | & SO == W =
Libral x
7 E“ Openstack_Mitaka_ws E‘ Openstack_Ws_client2
Type here to search -

= Ll Cormn e

El‘ Openstack_Mitaka W3

[rootRopenstack ~1#

PENSLaCck re_Clien
Shared Whis

To direct input to this Wh, click inside or press Ctrl+G, = E 7

1. Return to Workstation and Click on OpenStack_WS VM

Note: The OpenStack_WS console may still be open on your desktop from when you ran
the setup script
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Openstack_Mltaka_WS-VMwareWorkstat\on =] @
File Edit ‘Wiew WM Tabs Help = O 0= | E
E‘ Openstack_Mitaka_Ws Eﬁ Openstack_ws_client2

Cent03S Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB6_64

openstack login: root
Password: _

To direct input to this Wk, click inside or press Ctr +G. g % D

2. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it
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3.

47

Cent0S Linux 7 (Core)
Kernel 3.18.8-514 .26.2.el17.x86_64 on an xB6_64

openstack login: root

Password:

Last login: Thu Aug 17 B8:37:46 on ttyl
[rootBopenstack ~1# .. config-/grade?.sh

To direct input to this Vi, click inside or press Ctrl +G,

Enter the command; ../config/grade7.sh and press Enter
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Openstack_Mitaka_WS-\u"MwareWorkstation =] @
File Edit ‘iew %M Tabs Help v | & 00 = E
EL‘ Openstack_Mitaka_WS E‘ Cpenstack_WS_client2

CentDS Linux ¢ (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an x86_61

openstack login: root

Password:

Last login: Thu Aug 17 B8:37:59 on ttyl
[root@openstack “1# .. config-grade?.sh
PASS The RDP rule is present.

PASS The ServerZB1Z instance is present.
[rootBopenstack ™1

To direct input to this ¥M, click inside or press Ctrl+G, % [

4. The grading script will produce an output with or FAIL for each of the categories,
similar to the screen capture above. If you receive a FAIL on one or more of the
categories, you can go back and fix the issue and run the grading script again, or you can
revert the OpenStack_Mitaka_WS VM to the base snapshot and start over again.

This completes Module 7, continue to conclusion
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Conclusion:

You have successfully assisted the customer in connecting to their Server2012 instance
using Remote Desktop Connection from a Windows VM, using Remote Desktop Viewer from a
Linux Desktop with GUI and from the Linux command line using FreeRDP. Your next field visit to
XYZ Company will be to show the user how to inject packages and attach an additional drive in
a Linux installation.
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