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Introduction

You have been hired as an intern with CLOUDTech Inc. CLOUDTech is a Cloud
Computing consulting firm and Cloud Provider supporting thousands of clients in the
region. The company provides a wide range of services to support migrating client
Information Technology infrastructure to a Private, Hybrid or Public Cloud environment.
You learned that the company has multiple departments and you will start your
internship working with the Cloud hosting department customer support team.

The Cloud hosting department provides multiple platform and vendor Cloud hosting
services for Infrastructure as a Service (laaS), Platform as a Service (PaaS), Software
as a Service (SaaS) and many other as a service offerings. The support team is
responsible for helping customers with any issues related to their Cloud infrastructure
hosted at and provided by CLOUDTech.

You will perform hands-on exercises to learn about the OpenStack Cloud
implementation CLOUDTech uses to host customer Cloud environments.

3 Except where otherwise noted, this document is
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Lab Objectives

Learner will be able to:

e Import a public key pair into OpenStack, Create a Security Group and Rules, and allocate
a floating IP address to an instance.

Labs 11-13

This lab will guide the student through importing a public key pair, creating a Security Group
and Rules, and add a Floating IP address to an OpenStack project using the OpenStack
Dashboard.

(Note: This lab is designed to be completed on an NDG NETLAB System with the
IST198_OpenStack_HXXX POD installed. The labs can also be completed on a physical
machine with the appropriate software packages installed, or a PC that has VMware
Workstation installed with the appropriate virtual machines configured).

4 Except where otherwise noted, this document is
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Prepare the OpenStack Virtual Machines

Miforkstation
Pro

i

1. Launch the VMware Workstation Pro application

(B VMusare Warkstation =8 E=R =<
File Edit View VM Tabs Help | b = | | |j:E |

Library

x
=5 My Computer 1
‘ Q Type here to search v|

- -
e Wy Computer :
31 Openstack_Mitaka W3 Harme = s
5] Openstack_WS._client2
Shared WMs {5 0penstack_Mitaka_WS Powered off
(71 Openstack_WS_client? Powered off

2. Workstation should have two virtual machines (VM) installed; Openstack_Mitaka_WS
and Openstack_WS_client2.

Openstack_Mitaka WS - Vivhware Warkstation =8 E=RE
File Edit View VM Tabs Help | B~ | FoNCcNC) \ﬂ |
Libra x
17 (58] py Computer ] () Openstack_Mitaka_ws 1 [ Openstack_ws_client2
‘ Q, Type here to search -‘

@ Openstack_Mitaka WS

B Crpemey e sl machine
Shared VM ne settings
Mark a5 Favorite ol rmachine
Rename..
Remowe
@ Fower , | 868
Remavable Devices |3
Pause 8168
Auto detect
Send Ctrl +Alt=Del MaT
Grab Input 1 monitor
(5 Snapshot » |45 Take Snapshot..
Capture Sereen (50 Rewvertto Snapshot: Base Snapshat
A Manage b |55 Snapshot Manager
St Toelk 1 Base Snapshot 8/14/2017 2:40:08 PM
Settings

3. Ensure that the Openstack_Mitaka_WS is at the correct starting point by reverting to
the base snapshot. Right Click on Openstack_Mitaka_WS then Snapshot>Base
Snapshot. Repeat for the Openstack_WS_client2 VM.

5 Except where otherwise noted, this document is
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(E) Openstack_Mitaka WS - Vidware Workstation

File Edit Wiew WM Tabs Help

- CNcWeRl af=F=!

(=S Eo ==

Library
QU Type here to search -

= My C

Shared Wis

x
('] Openstack_Mitaka_WS ("7 Openstack_Ws_clent2

@ Openstack_Mitaka WS

Powwer an this virtual machine
S Edit virtual rmachine settings
[ Upgrade this virtuzl machine

~ Devices
. Mernory 966
[d Processors 3

{2 Hard Disk (SCS) 80 68
“JCD/DVD (DE)  Auto detect
T Network Adapter NAT

| Display Lmanitor

¥ Description
Type here to enter a description of this
wirtual machine,

4. Power on both VMs by selecting one of the two VMs and clicking on Power on this virtual

machine.

Repeat for the other VM.
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Lab Scenario

As part of CLOUDTech’s customer support team, this is your third field visit to XYZ Company.
During this visit, you will assist the customer with importing a public key pair to their project,
create a security group and rules to allow inbound SSH and ICMP network traffic, and assign a
Floating IP to their CentOS7#2 cloud instance using the OpenStack Dashboard.

Lab Settings

The information in the table below will be needed in order to complete the labs. The task
sections that follow provide details on the use of this information

Virtual Machine (VM) | IP ADDRESS Account Password VM Type

Client2 10.220.0.2 Student P@ssword CentOS 7 Client

Serverl 10.220.0.30 root P@ssword OpenStack Mitaka
OpenStack Dashboard | 10.220.0.30 Student P@ssword Web Page Login credentials

Note: In this OpenStack VMware Workstation environment, the two VMs can be reverted back
to their base snapshot at any time. This means that you can explore or experiment without fear
of permanently damaging the OpenStack environment. If you make a mistake that you can’t
recover from, then stop and revert the appropriate VM to the base snapshot and everything
will be back to a known good starting point.

Except where otherwise noted, this document is
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Run the lab setup script

Openstack_Mitaka W3 - Vidware Warkstation === @

File Edit ‘View WM Tabs Help - | & Ol D e =S| E

@ My Compuker E’l‘ Openstack_Mitaka_ws

Cent0S Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.xB6_64 on an x86_64

openstack login: root
Password:

To direct input to this VM, click inside or press Ctrl +G, ] % [P

1. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it

8 Except where otherwise noted, this document is
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Openstack_Mltaka_WS—VMWareWorkstatlon = [=[=) @
File Edit View WM  Tabs Help - | & TONN B == W =

@ [y Computer Eﬁ Openstack_Mitaka_wWs

Cent0S Linux 7 (Core)
Kernel 3.18.8-514.26.2.el7.x86_64 on an =x86_64

openstack login: root

Password:

Last login: Mown Awg 14 18:39:80 on ttyl
[rootRopenstack ™14

To direct input to this Wi, click inside or press Ctrl+G. ) % D

2. After successfully logging in as root, you should see this screen. Continue to the next
page

9 Except where otherwise noted, this document is
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Openstack_hitaka WS - Whdweare Warkstation
File Edit ‘iew %M Tabs Help v | & 0D = E

=5 HoR 55

|¥| My Computer EL‘ Openstack_Mitaka_WS

CentD3 Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB6_H4

openstack login: root

Password:

Last login: Mon fAug 14 18:39:86 on ttyl
[rootRopenstack “1# ..-config/lab5.sh _

To direct input to this ¥M, click inside or press Ctrl+G,

3. Type the command; ../config/lab5.sh and press Enter as shown in the screen capture

above to run the Module 5 setup script

10 Except where otherwise noted, this document is
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Openstack_Mltaka_WS—VMwareWorkstatlnn =0 E= @
File Edit View WM  Tabs Help - | & TORE = = i I |

@ My Computer E‘ Openstack_Mitaka_Ws

CentDS Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.xB6_64 on an =xB6_b64

openstack login: root

Password :

Last login: Mon fug 14 18:39:80 on ttyl
[rootRopenstack “1# ..-config-labS.sh

Creating a new project named XYZ Company.
Creating a new user, student, for the XYZ Company.
Updating XYZ Company quotas.

Creating a public network.

Set R1 external to the public network.

Creating a public-submet.

Creating a router.

Creating a private network.

Creating a private-subnet.

Adding the private subnet to R1.
Setting the external gateway on Rl router.

[root@openstack ™1

To direct input to this WM, click inside or press Ctrl+G, g Iﬁ 7

4. After the setup command completes, you can minimize VMware Workstation.

Note: The script is complete when the [root@openstack ~]# prompt returns

11 Except where otherwise noted, this document is
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‘Openstack Mitaka WS - Vhware Workstation

File Edt View VM Tabs Help

-y Computer (77 Openstack_Mitaka_WS

1. Onyour Windows host PC, open an internet browser
Note: Openstack mitaka_client2 is a CentOS 7 desktop VM that you can use as an

alternate to the Windows host PC to accomplish all of the labs, unless specifically noted
in the instructions.

12 Except where otherwise noted, this document is
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BB Login - OpenStack Dashbo.., *

o

[ [rer] ]

€ | OB 10.220.0.30/dashboard/authflogin/ c Search

13

openstack

Login

User Name

student

Password
seervans &

This connection is not secure, Logins entered here could be
catmpromised. Learn More

Connect

Note: User Name entries are not case sensitive, passwords are.

Except where otherwise noted, this document is
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2. Navigate to http://10.220.0.30/dashboard. Login to the OpenStack Dashboard with the
username student and P@ssword and press enter or click Connect
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14

. - =
_"’/ B Instance Cuendew - OpenS.. \",_ +
& @ F 10.220.0.30/dashboard/project/ @ || Q Search w B ¥+ # =
n Openstack = XYZ Company & student v —
Projoct - QOverview
Compute - .
Limit Summary
Crerview
Instances
Wolumes
Instances VCPUs RAM Floating IPs =
Images Used 0of2 Used0of3 Uged 0 of 3,072 Used 0of 4

Access & Security

Network k4

Security Groups Volumes

Identity M Used 1 of 2 Used 0of10

VYolume Storage M

Used 0of1,000

Usage Summary

Select a period of time to query its usage:

5. This is the homepage of the OpenStack Dashboard as seen from the XYZ Companies’
customer perspective.
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Lab 11: Import a Key Pair

- : [=T=)
_,"/ B Instance Overview - OpenS.. % \",_ + @
€& | ©F 10220030/ dashboard/projecty < Search wB 3§ & @ =
u Openstack B= XY Z Company & student =
Projoct - Overview
Compute

Limit Summary

Orvervignr
Instances
“Wolumes
Instances VCPUs RAM Floating IPs -
Images Uszed 0of2 Used0of3 Uged 0073072 Used 0 ofd4
Access & Security
Network i
Security Groups Volumes
Identity M Used10of2 Used 00710

Volume Storage

Usged 0of1,000

Usage Summary

Select a period of time to query its usage:

1. Click on Access & Security

Note: This lab assumes that the student Key Pair, from previous labs, is present in your host
downloads folder. If you don’t have the Key Pair in the host downloads folder, create a new
Key Pair named student.pem and save it to the host downloads folder and resume Lab 11.

15 Except where otherwise noted, this document is
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Y
f n Access & Security - OpenS.,

€ @ 10,220,030/ dashboard/project/access_and security,”

3 openstack
Project -
Compute ~

Civarview
Instances
“Waolumes
Images

Access & Security

Network v

|dentity v

x \+

== ==

S Search

= ¥¥Z Company »

Access & Security

Security Groups Key Pairs Floating IP's APl Access

Q & Create Security Group

O HName Description

O default Default security group

Displaying 1 item

B 4+ A9 =

& student v

Actions

Manage Rules

16

2. Click on the Key Pairs tab

Except where otherwise noted, this document is
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,-" B Access & Security - OpenS., ® "-,_ +

=] 5=

€ | (0 10.220.0.30/dashboard/project/access_and_security/

g & Search
n Openstafk = X¥Z Company v

Projoct - Access & Security

Compute » Security Groups Key Pairs Floating IPs APl Access

wB & & O =

(=] + Create Key Pair

Overvigwr

Instances Key Pair Hame Fingerprint

wolurmes Mo items to display.
Images

Access & Security

Network k4

Identity it

3. Minimize the OpenStack web page
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5N |
Ly

S ]

4. Open PuTTY Key Generator All Programs>PuTTY>PuTTYgen

Note: Representative image, your host will be different.

18 g Except where otherwise noted, this document is
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19

@ PuTTY Key Generatar
File Key Corversions Help

K.en
Mo key.

Actions
Generate a public/private key pair
Load an exizting private key file

Save the generated key

Parameters

Type of key ko generate;
55H-1 [R54) @ 55H-2 RSA

Mumber of bitz in a generated key:

5. Click on Load

Save public key

[ 2 |l

[ Generate ]

| Load |

Save private key

S5H-2D5A
2042
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5’ Load private key: @
S~
horltns) | 4 v Labsup » Downloads v|¢,|| Search Downloads Pl
Organize v MNew folder =~ [ '3@'
T TR it Mame : Date modified Type Size
Bl Desktop || CentOS-T-x86_64-GenericCloud-1500.qc.,.  7/25/2017 1151 4k QCOWE File 986,048 KB
& Downloads ﬁl freeFTPd 87472017 7:51 PrA Application 470 kE
=l Recent Places a:! MNEM_Labs_FireahdPSetup 87372017 2:23 PM Application 47,087 KB
|| student.pem 72142017 119 A PEM File 2 kB
4l Libraries || windows_server_2012_r2_standard_ewal_k..  11/3/2016 110 PR QOS2 File 16,306,560 ...
3 Documents L L windowes_server_2012_r2_standard_ewval_k.. 7312017 12:40 PR GZFile 6,446,222 KB
J". husic B, WinSCP-5.9.6-Setup T2A01T 218 PM Application 8,952 KB
| Pictures
B videos
M Camputer
&, osc)
o Mew Wolume (D)
0 CD Drive (E2)
ca Mew Volume I
= ThawsSpace) (T 7
File name: « || [ Files 9 -
[ Dpen |vl ’ Cancel ]

6. Using the drop down menu, select All Files (*.*)

Note: Representative image, your host downloads folder will not contain the same

items.

20
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Q Load private key: @
—
U‘\J | 4 v Labsup » Downloads v|¢, || Search Downlogds Pl
Organize + Mew folder =~ M ':@'
iy m— s Mame Date modified Type Size
Bl Desktop | CentDS-7-x86_64-GenericCloud-1509.qc.,  7/25/2017 11:51 .80 QCOWAZ File 986,048 KB
4 Downloads ﬁl freeFTPd 87472017 T:51 PrA Application 479 KB
= Recent Places SISkl b Fire AbAD et 00T 2o Dk g Lol oo i
| student.pem 72142017 119 AW PEM File 2 kB
4 Libraries ] wﬁdows_server_ UL rd standard_eval k.. LL737U00 LITFR QLLNU File 16,310,
3 Documents L L windowes_server_2012_r2_standard_eval_k..  7/31/2017 12:40 PR GZFile 6,446,222 KB
J’. Music 2 WinSCP-5.9.6-Setup T2A01T 18 PM O Application 8,952 KB
| Pictures
B videos
M Camputer
&, osc)
o Mew Volume (D)
w0 CD Drive (Bt
ca Mew Valume (I
= ThawsSpacel (T 7
File name: studentpem - [N Files ¢ -
I[ Open |v] ’ Cancel ]

7. Select the student PEM File, click open

21
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B2 puTTY Key Generatar 7|l =

File Key Corversions Help

ey
Public key far pasting into OpenSSH autharized_keys file:

zzh-rza -

At B3 z2aC poZE AddADARLABANABALIDM=de0t04eusy /R 1FE awsS sDCAE ku33jy

1485 ek ICH 10 st Mb=gB 2L <N 51U pOUZKE SLphoal de0iG PzIP2G gl O k2 uzdur
Wbl ANAMEThaFE nol NTAT 2hEcydsEbAR] nSROC heib

m

W 3pF 2 _
+LaDw2NhL Py TTV gen Matice @ Tvevi -
K.ey fingerprif dZ:fa
K.ey commmety f 0 \ Successfully imported foreign key

"W (Open3sH 55H-1 private key).
Key passphr To wse this key with PUTTY, you need to
Confirm pass use the "Save private key" cormmand to

save it in PUTTY's owen format,
Actions
Generate a g erate
Load an exis ad
Save the generated key Save public key | | Save private key |
Parameters
Type of key to generate;
S5H-1 [RSA) @ 55H-2RSA S5H-2 D54
Mumber of bitz in a generated key: 2048
8. Click OK to proceed
22 Except where otherwise noted, this document is
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E PuTTY key Generatar @

File Key Conwversions Help

(=T

WP I0+qeMnE DSk T e
FiB e tD oLl fhiG U0 40

K.ep fingerprint: geh-rea 2048 40:bf 3590 08:5b: ac: 9o Be: 58 d3:a8:88:b4:d2:fa
K.ey comment: imported-openssh-key
K.ep pazzphraze:;

Confirmn paszphraze:;

Actions

Generate a public/private key pair [ Generate ]
Load an exizting private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate;

(71 55H-1 [RS5A) @ 55H-2 RS54 (71 55H-2 D5A

MHumber of bitz in a generated key: 2048

9. Highlight and copy the Public key for pasting into OpenSSH authorized_keys
file: as shown in the screen capture.

Note: Use the right click and copy feature on your mouse

Note: Ensure that you capture the entire key. It begins with ssh-rsa and ends with
imported-openssh-key. Your public key information will be different then this
screenshot.

23 Except where otherwise noted, this document is
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,-"‘ n Access & Security - OpenS., x \"w,_ +

oo s

€ O 10.220.0.30/dashboard/projectfaccess_and_security

u Openstad{ = %Y Z Company

Project

Compute

Hetwork

Identity

- Access & Security

~ Security Groups Key Pairs | Floating IPs
Orvervigwr
Instances Key Pair Name
Wolurmes
Images

Access & Security

c Search

APl Access

Fingerprint

Mo items to display.

Q

wBa 3+ & 9

& student =

+ Create Key Pair &, Irmport Key Pair

Actions

24

10. Return to the OpenStack web page and click on Import Key Pair
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n Access & Security - OpenS.. ®

P
{ (- g0 10.220.0.30/dashboard/project/access_and_security c || Q, search | ﬁ E 3 # =
S

Import Key Pair

Key Pair Name *
Description:

Key Pairs are how you login to your instance after it is
Public Key‘ launched.

Chooge a key pair name you will recognise and paste

student

sghersa
AAAABINZACT ye2 EALAADAQABAAABADDNMY your S5H public key inta the space provided.
cOtlAeuB/RIF EawsxDCAEkUIIYT S5H key pairs can be generated with the ssh-keygen
135itekICtU O swiibhxg Bz UJ3XNE1 Up0UZKES command:
LphoaldcOiG? zIP2GglOkz YuzdurvapQF 2ulvuhy
Q50 ChyFEngLOT41 2bEcud sFEMMURGEDCHh el <2 Be =7 Eendley
wjh+LgDw2 WhLm TAG khmlxTgEE 90k ZHE DGRk
beelFhGy zdygFI0+gcNinEDISkT YeYizFOKzG0dE This generates a pair of keys: a key you keep private
Fu ) ) [cloud. key) and a public key (cloud key.pub). Paste the
MilaHy3je VB QDyrAdunHWE 479 Qy ShiZd ygRBjv contents of the public key file here

tDIoUhGUUIONSVgH ) ) o )
After launching an instance, you login using the private

key (the ugername might be different depending on the
image you launched)

zsh -1 cloud.key <usernamex@cinstance_ip>

Cancel

11. Enter student in the Key Pair Name block and paste what you copied into the
Public Key block. Click on Import Key Pair

Note: Use the right click and paste feature on your mouse.

Note: Make sure that you have copied all of the public key; it begins with ssh-rsa
and ends with imported-openssh-key

25 2 Except where otherwise noted, this document is
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,"/ B Access & Security - OpenS.., \",_ +
€& O 10.220.0.30/dashboard/projectfaccess_and_security c Search ﬁ Q 4+ A O =
n Opensl'ack ™= Y7 Company & student =
Project - Access & Security
Compute » Security Groups Key Pairs Floating [P APl Access

Civeriiewr Q =+ Create Key Pair X Import Key Pair

erEes O  Key Pair Hame Fingerprint Actions

Wolumes O  student 40:bf a5:9c:08:5b:ac:9c:8e:508:d8: a8:88: bd:d2 fa

Images Displaying 1 item
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Access & Security

Network k4

Identity @

26

12. The student Key Pair should successfully import as shown in the screen capture
above

Continue to Lab 12
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13: Create a Security Group

F

= e

| n Access & Security - OpenS., % | +
€ @ 10.220.0.30/dashboard/ /projectfaccess_and_security/ c Q, search ﬁ' B ¥+ # =
n Openstafk = Y7 Company & student =
Projoct - Access & Security
Compute » Security Groups Key Pairs Floating IPs APl Access

Cherview (=] + Create Key Pair X Import Key Pair

Instances O  Key Pair Name Fingerprint Actions

“olumes O stodent 40:bf:a5:9c:08:5b a0 9o Be:58:d8: a8 88 bd: d2:fa

Images Dizplaying 1 item

Access & Security

Network k4

|dentity A

1. Click on Security Groups
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/ B Access & Security - Opend., % \"w._ +

oo s

€ O 10.220.0.30/dashboard/projectfaccess_and_security

c Search
u Openstad{ = %Y Z Company
Project - Access & Security
Compute ~ Security Groups ; Key Pairs Floating IPs APl Access

Crverview Q
Instances O Hame Description
Yolumes O default Default security group

Images Dizplaying 1 item

Access & Security

Hetwork v

Identity v

wBa 3+ & 9

+ Create Security Group

& student =

Actions

Manage Rules
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2. Click on Create Security Group
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n Access & Security - OpenS.. %

\ ) [©)] 10.220.0.30/dashboard/project/access_and_security) c ||O\ Search | ﬁ | E 4+ # =

Create Security Group

Name *
XYZ Company Description:

Security groups are sets of IP filter rules that are applied
‘Description : to the network settings for the W, After the secunty
group is created, you can add rules to the security group.

3. Enter XYZ Company in the Name block, Click Create Security Group
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Project

Compute

Network

Identity

€ @ 10,220,030/ dashboard projectfaccess_and_security”

&3 openstack

Orvervign
Instances
Yolumes
Images

Access & Security

- -
| B Access & Security - OpenS.. % | =+

[E=1 Eon 5
C || Q Search e ¥ A @ =
= ¥¥Z Company = & student =
Access & Security
Security Sroups Key Pairs Floating IPs APl Access
Q | #Create Security Group (Guola exceeded)
O Name Description Actions

O f *YZ Company

O default Default security group

Displaying 2 items

Manage Rules | =

Manage Rules

4. The XYZ Company should be added as shown
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: :

_‘-'/ B Access & Security - OpenS., ® \'-,_ + EI-\EI
(- (i) 10.220.0.30/dashboard/ /projectfaccess_and_security/ c Search ﬁ' ﬁ ; ‘ﬁ' E
n Openstad( = XYZ Company & student =
Project - Access & Security
Compute » Security Groups Key Pairs Floating IPs APl Access

Cherview Q, =+ Create Security Group (Quata exceeded)

Instances O Name Description Actions

“olumes O ¥YZICompany Manage Rules =

IiFEgEe O default Default security graup Manage Rules

Access & Security Displaying 2 items

Network k4

Identity @

5. Click on Manage Rules for the XYZ Company security group

Security Groups

Remember, by default all inbound network traffic is blocked for both IPv4 and IPv6. You
must add a rule to open any port or protocol that you want available to an instance. For
example: SSH, HTTP, HTTPS, ICMP, port number (1-65535), or even a custom rule.
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=]
/n Manage Security Group Ru.. x\+ E-@
(-. (O] 10.220.0.30/dashboard/project/access_and_security/security_groups/ie33affc-05fa-4886-biad- ¢ Q, search f} E 4 # =
n Openstack B YT Company v & student
orafect Access & Security
roje
f Manage Security Group Rules: XYZ Company (5e33affc-85fa-4886-
Compute " | b9a8-fdec132da511)
Owerview I + Add Rule I{
EETEe O Direction Ether Type IP Protocol PortRange Remote IP Prefix  Remote Security Group Actions
“olumes O Egress |Pud Any Any 0.0.0.040 - Delete Rule
lneges O  Egress I Ay Any =0 - Delete Rule
Access & Security Digplaying 2 items
Netwaork ©
ldentity v

6. Click on Add Rule
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[n Ianage Security Graup Ru... X\+

| é J (O 10.220.0.30/dashboard/project/access_and_security/security_groups/5e3 3affc-85fa-4886-ba8- ¢ Q, Seqrcn ﬁ E 4 @ 9D =

Add Rule

L+
|-|H‘:Custom TCP Rule Description:

Rules define which traffic is allowed to instances assigned
Direction to the security group. A securnity group rule consists of

three main parts:
Ingress

Rule: You can specify the desired rule ternplate or use
custorm rules, the options are Custam TCP Rule, Custom
LDP Rule, or Custorn ICMP Rule

Open Port/Port Range: For TCF and UDP rules you
may choose to open either a single port or a range of
ports. Selecting the "Paort Range” option will provide you
with space to provide both the starting and ending paorts
for the range. For ICWP rules you instead specify an
ICMP type and code in the spaces provided.

Open Port*

Fort

Remote * @

Remote: You must specify the source of the traffic to be

alloweed via this rule. You may do so either in the form of

an P address block (CIDR) or via a source group

CIDR @ (Security Group). Selecting a security group as the
source will allow any other instance in that security group
access to any other instance via this rule.

Cancel

CIDR

nooono

7. Select the dropdown menu for Rule.

Security Group Rules

The CIDR block allows the user to designate a particular subnet or a specific IP Address as
the only source that the Security Group would allow inbound network traffic from. For
example: The OpenStack project manager could use their own desktop’s IP as the only
source for inbound SSH traffic, but still allow http (web server) traffic from any address

0.0.0.0/0, which may enhance security.
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hanage Security Group Ru.. *

(' ) ® 10.220.0.30/dashboard/projectfaccess_and_securityfsecurity_groups/Se33affc-85fa-4886-h%a8-

C'||O\Search |ﬁg 3 #

Add Rule

Rule *
| Custom TCP Rule Description:

Custom UDP Rule Rules define which traffic is all.uwed to |nstances.asswgned
to the security group. A security group rule consists of
three main parts:

Custom ICMP Rule

Cther Pratocal

Rule: You can specify the desired rule template or uge
ALL ICMP custom rules, the options are Custom TGP Rule, Custarm
ALL TCP LIDP Rule, or Custom [CKP Rule

ALL UDP Open Port/Port Range: For TCP and UDP rules you
may choose to open either 3 single port or a range of
ports. Selecting the "Port Range" option will provide you
with space to provide both the starting and ending ports
for the range. For ICMP rules you instead specify an
ICMP type and code in the spaces provided

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do go either in the form of
an P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security group
access to any other instance via this rule

Cancel

8. Scroll down, if necessary, and Click on SSH
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n Manage Security Group Ru., *

@ 10.220.0.30/dashboard/project/access_and_security/security_groups/Se33affo-A5fa-4886-b9al- [ ||Q5£Gm’1 | ‘} E ¥ =

Add Rule

Rule *
|' FEE Description:
. Rules defing which traffic is allowed to instances assigned

Remote * @ ta the security group. A security group rule cangists of
three main parts:

CIDR
Rule: You can specify the desired rule template or use
CIDR® custom rules, the options are Custarn TCP Rule, Custom
LIDP Rule, or Custorn ICKP Rule

Open Port/Port Range: For TCP and UDP rules you
may choose to open either a single port or a range of
ports. Selecting the "Port Range" option will provide you

00000

with space to provide both the starting and ending ports
for the range. For ICMP rules you instead specify an
ICMP type and code in the spaces provided

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do g0 either in the form of
an IP address block (CIDR) orvia a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security group
access to any other instance via this rule.

Cancel

9. Leave the Remote and CIDR at the defaults. Click on Add. Repeat the previous steps to
add the All ICMP rule, with the Direction, Remote, and CIDR at their defaults, so that
you can verify network connectivity using the ping command, if necessary
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36

3 openstack

Project
Compute »

Overview
Instances
Wolumes
Images

Access & Security
Network i

Identity k4

/n Manage Security Group Ru.., x\+

(- ‘:D 10.220.0.30/dashboard /projectfaccess_and_security/security_groups/Se33affo-25fa-4886-bak-

= [o =]

B XYZ Company v

Access & Security

c Q search ﬁ E 4+ # =

& student »

/ Manage Security Group Rules: XYZ Company (5e33affc-85fa-4886-

b9as8-fdec132da511)

1 Direction Ether Type

O  Egress |Pvd
O Egress P
O Ingress |Pud
O Ingress |Pud

Displaying 4 items

IP Protocol

Ay

Ay

ICWP

TCP

Port Range

Any

Any

Any

22 (SSH)

Remote IP Prefixz Remote Security Group Actions
0.0.0.00 = Delete Rule
= - Delete Rule
0.0.0.00 -
0.0.0.00 -

10. When completed, the XYZ Company Security Group rules should match this.
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,-"‘ n Instances - OpenStack Das.. x

3 openstack

Project ~
Compute ~
Orvervigwr

Instances

Volumes

Images

Access & Security

Hetwork v

Identity v

€ O 10.220.0.30/dashboardfprojectfinstances’

‘ .

oo s

< Search
= X¥Z Company *
Instance Mame = E‘ Filter
Instance Image IP Address  Size Ke?r Status Availability
Name Name Pair Fone
O CentOS7# - 19216813 ml small  student  Build nova

Displaying 1 item

T

wBa 3+ & 9

& Launch Instance

Task

[
Block

Dievice
M apping

Power
State

Mo
State

& student =

0 Delete Instan hor
Time
since Actions
created
0 minutes Associate Float

11. Launch an instance using the techniques presented in Module 4 using the
information in the table below. Refer to Module 4 instructions, if necessary.

Instance Name CentOS7#2
Source CentOS
Flavor ml.small
Network private
Security Groups XYZ Company
Key Pair student
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|| =5 :
B CentOST#2 - OpenStack D... +
(1) 10,220,030 Search =
€ 8 ¥+ A& O
ﬁ openstack = Y7 Company = & studant =
_ Instances / CentOS7#2 Create Snapshot | ~
Project -
Civerview Log Action Log
Compute »
oeniew | INSTANCE Console
Instances If cansale is not respanding to keyboard input: click the grey status bar below Click here to show only consale
To exit the fullscreen mode, click the browser's back button
Yaolurmes =
Images
A s t ent0s Linux ? (Core)
B | 3.10.0-229.14.1.e17.x86_64 on an xB6_b4
Network v fhost-192-168-1-3 login:
Identity k4

38

12. The CentOS74#2 instance should transition to the running state as shown in the
screen capture above.

Note: Ensure that the CentOS7#2 instance is active and running before associating a
Floating IP Address to it, this may take a couple minutes to complete.

Continue to Lab 13
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Lab 13: Allocate and Associate a Floating IP Address to an
OpenStack CentOS 7 Instance.

: : = o=

_;'/ B Access & Security - OpenS., % \'a_ +
L B0 10.220.0.30/dashboard/project/access_and_security < Search ﬁ E 4+ @ =
n Openstafk ™ X7 Company & student =
Project - Access & Security
Compute ~ Security Groups Key Pairs Floating IP's ARl Access

Overview % Allocate IP To Project

s IP Address Mapped Fized IP Address Pool Status Actions

Mo items to display.
Yalumes

Irmages

Access & Security

Network v

Identity v

1. Return to the Access & Security pane and the Floating IPs tab. Click on Allocate IP to
Project

Instances tab

When the project is populated with an instance, or instances, the instance tab provides

the user with a convenient location to quickly see particulars, for example: IP Addresses
(internal and external), key-pairs and the current state of the virtual machine.
Additionally, the dropdown menu provides additional options for configuring the instance.
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Lo e s

fn Access & Security - OpenS., x\+
{ (- O] 10.220.0.30/dashboard/projectfaccess_and_security/ c Q, Search ﬁ @ 4 @ =

Allocate Floating IP

Pool *

Description:

Allocate a floating 1P from a given floating P poal.

| ‘public

Project Quotas
Floating IP (0}

Cancel Allocate [P

2. The public network should be the default setting under the Pool, Click Allocate IP

Routable [P Addresses

Non-routable (internal/private) IP address ranges are specifically reserved as

follows:
10.0.0.0/8 172.16.0.0/12 192.168.0.0/16

Routable (external/public) IP address range is made up from the IP addresses not
included above

In the OpenStack environment, a pool of routable IP addresses are provided to the
end user from the cloud provider, in this case the fictitious company CLOUDTech
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_/_‘-"..n Access & Security - OpenS.. x.."‘,_\ + E@
€ ) @ 10.230.030/dsshboard/project/access_snd_security e Search wBa & & O =
u Openstafk M= Y7 Company ¥ & student
Praject - Access & Security
Compute » Security Groups Key Pairs Floating IP's APl Access

Oyerview S Allocate IP To Project

Instances O IP Address Mapped Fixed IP Address Pool Status Actions

Yolumes 0 10220012 ° - Dawn Associate | -
Irages Displaying 1 item

Access & Security

Network 2

|dentity v

3. The newly allocated IP address, 10.220.0.12, should appear, Click on Associate

Floating IP addresses

The floating IP address is associated by the end user to a particular instance, but can be

released and associated to another instance.
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=R Eeh )
/n Access & Security - Opens.., X\+
( (- 1® 10.220.0.30/dashboard/prajectfaccess_and_security/ ¢ Q, Search ﬁ B 3+ @

Manage Floating IP Associations

+
IP Address Select the IP address you wish to associate with the

10220012 selected instance or port.

Port to be associated *

‘Select a port

Select a port

Associate

4. From the Port to be associated drop down menu, select CentOS#2: 192.168.1.3 and
Click on Associate

Floating IP address pool

The cloud provider allocates a pool of floating IP addresses to a project, which gives the

end user the option of associating a given IP address to an instance.
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_,-'/ n Access & Security - OpenS.. %
€0
3 openstack

Project -
Compute ~
Civerview

Instances

“olurmes

Images

Access & Security

Hetwork v

Identity v

-
|+

===

10.220.0.30/dashboard/project/access_and_security/

= XY Company =

Access & Security

Security Groups Key Pairs Floating IP's

O IP Address

[&

APl Access

Mapped Fized IP Address

b 10.220.0.12 CentOS7#2 192 165.1.3

Digplaying 1 item

Search

wBa ¥ & 9

& student =

% Allocate [P To Project

Pool Status

Actions

public Diowen

5. CentOS7#2 192.168.1.3 should populate under the Mapped Fixed IP Address, Click on
the Instances tab

Network Address Translation (NAT)

NAT is a process for modifying the source and destination addresses in the headers of an
IP packet while the packet is in transit. This process enables network packets to move

from the private IP address to the public IP address, without the receiver and sender
applications being aware of the change.
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n Instances - OpenStack Das., ® +

Module 5: Import a Public key, Create a Security Group and Rules, and Allocate a Floating IP Address

€ @

10.220.0.30/dashboard /projectfinstances/

B openstack

Access & Security Displaying 1 item
Network k4

Identity @

B XYZ Company »

Instance Mame =

Image

Name

N

Project -~ Instances
Compute »
. Instance
Overvigwr
Name
Instances
volumes |5 cenosTaR
Images

192.168.1.3

Floating
IPs:

10.2200.12

IP Address  Size

1.small

Pair

student

= e ]
Seorch e 3+ a9 =
& student v
Filter & Launch Instance Ware Act
Time
HAwvailabili Power . .
Status Y Task since Actions
Zone State
created
Active  nova Mone Running 12 minutes Create Snapsho

m

6. Both IP Address, private and public, should be assigned to the CentOS7#2 instance

Continue to Grade Script
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Run the grade script

Openstack_Mitaka WS - Whdware Workstation === @
File Edit View %M Tabs Help v | & 0|0 =2 & E
Lib x
(LI @My Computer E‘W Openstack_Mitaka_Ws
Type here to search -
Cent03 Linux 7 (Core)
o deCometer Kernel 3.10.8-514.26.2.e17.xB6_64 on an xB6_64
E‘W Openstack_Mitaka WS
D e SraCh e
Shared Whis
To direct input to this WM, click inside or press Ctrl+G, = % [J

1. Return to Workstation and Click on OpenStack_Mitaka_WS VM

Note: The OpenStack_Mitaka_WS console may still be open on your desktop from when
you ran the setup script
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Openstack_Mitaka_WS—VMwareWDrkstation = || == @
File Edit ‘iew WM Tabs Help - | & O 0 = S| |FE

@ My Computer Eﬁ Openstack_Mitaka_W5s

Cent0S Linux 7 (Core)
Kernel 3.10.8-514.26.2.el17.xB6_641 on an =B6_64

openstack login: root
Password :

To direct input to this Wi, click inside ar press Ctrl+G, g % [

2. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it
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-

[B) Openstack_IMitaka WS - Vivware Workstation == @
File Edit ‘iew M Tahs Help > | & SRR I e iy, B [ =

(5] ry Computer (%} Openstack_Mitaka_ws

Cent0S Linux 7 (Core)
Kernel 3.10.8-514.726.2.el?.xB6_64 on an x86_64

openstack login: root

Password :

Last login: Wed fug 16 B4:21:31 on tiyl
[rootBopenstack ~1#t . .- conf ig- grade5.sh

To direct input to this Wk, click inside or press Ctrl +G, = Iﬁ [

3. Enter the command; ../config/grade5.sh and press Enter
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E Openstack_Mitaka WS - Whhaare Workstation = =]
4 =l |

File Edit ‘iew WM Tabs Help + | & SO I i i i, IR =

@ Iy Computer E" Openstack_Mitaka_Ws

CentDS Linux 7 (Core)
Kernel 3.18.8-514.26.2.e17.x86_64 on an xB6_64

openstack login: root

Password:

Last login: Wed Aug 16 B84:21:31 on ttyl
[root@openstack 71# . .- config-grade5.sh

PASS The student key pair is present.

PSS The XYZ Company security group is present.
PSS The Floating IP address is assigned to CentOS7HZ.
PSS The ICHMP rule is present.

PSS The SSH rule is present.

PSS The Cent0574#2 instance is present.
[rootPopenstack ~1# _

To direct input to this Wi, click inside ar press Ctrl+G,

S8 D

4. The grading script will produce an output with or FAIL for each of the categories,
similar to the screen capture above. If you receive a FAIL on one or more of the
categories, you can go back and fix the issue and run the grading script again, or you can
revert the OpenStack_Mitaka_v2 VM to the base snapshot and start over again.

This completes Module 5, continue to conclusion
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Conclusion:

You have successfully assisted the customer in uploading a key pair, creating a security
group and rules to allow both SSH and ICMP protocol traffic to the instance and associating a
public IP address to an instance. Your next field visit to XYZ Company will be to show the user
how to manage their key-pair and SSH into their CentOS 7 instance using PuTTY from a
Windows VM and the Linux command line.
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