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Module 3: Configure OpenStack Networks and Routers
Introduction

You have been hired as an intern with CLOUDTech Inc. CLOUDTech is a Cloud Computing
consulting firm and Cloud Provider supporting thousands of clients in the region. The
company provides a wide range of services to support migrating client Information
Technology infrastructure to a Private, Hybrid or Public Cloud environment. You learned
that the company has multiple departments and you will start your internship working
with the Cloud hosting department customer support team.

The Cloud hosting department provides multiple platform and vendor Cloud hosting
services for Infrastructure as a Service (IaaS), Platform as a Service (PaaS), Software as a
Service (SaaS) and many other as a service offerings. The support team is responsible for
helping customers with any issues related to their Cloud infrastructure hosted at and
provided by CLOUDTech.

You will perform hands-on exercises to learn about the OpenStack Cloud implementation
CLOUDTech uses to host customer Cloud environments.
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Lab Objectives

Learner will be able to:

e Configure OpenStack Networks and Routers

Lab 6-8

These labs will guide the student through configuring OpenStack Networks and Routers for use
by the customer’s cloud instances.

(Note: This lab is designed to be completed on an NDG NETLAB System with the
IST198_OpenStack_HXXX POD installed. The labs can also be completed on a physical
machine with the appropriate software packages installed, or a PC that has VMware
Workstation installed with the appropriate virtual machines configured).
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Prepare the OpenStack Virtual Machines

1. Launch the VMware Workstation Pro application

(B VMusare Warkstation

(E=NE=E &)
File Edit View VM Tabs Help | B = | | |j:§ |
‘l‘z:wTyPchmm search vx| vy Computer 1
o 8 e @My Computer -
31 Openstack_Mitaka W3 Harme = s
‘ga:ze\:;:(kws’(hm i3 Bpenstack_hitaka WS Bowered off
(71 Openstack_WS_client? Powered off
2. Workstation should have two virtual machines (VM) installed; Openstack_Mitaka_WS
and Openstack_WS_client2.
Openstack_Mitaka WS - Vivbware Workstation =2 SR

File Edit View UM Tabs Hep | o v | | OO O \ﬂ ‘

Library x

(5] py Computer ] () Openstack_Mitaka_ws 1 [ Openstack_ws_client2

@ Openstack_Mitaka_WS

‘ Q Type here to search v‘

o, ual machine
- he settings
Shared W
area Vvl Mark as Favorite ol machine
Rename
Remane
M Power » | BGB
Remowable Devices » |2
058
Pause
Auto detect
Send Ctrl +Alt+Del NAT
Grab Input Lmonitor
[F Snapshot b |45 Take Snapshot..
Capture Screen (5) Rewertto Snapshot: Base Snapshot

A&, Manage » | 55 Snapshot Manager

SR o 1 Base Snapshot 8/14/2017 2:40:08 PM

Settings..

3. Ensure that the Openstack_Mitaka_WS is at the correct starting point by reverting to
the base snapshot. Right Click on Openstack_Mitaka_WS then Snapshot>Base

Snapshot. Repeat for the Openstack_WS_client2 VM.
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(E) Openstack_Mitaka WS - Vidware Warkstation [E=R[m=n|
File Edit ‘iew VM Tabs Help - ICHCICRE u|N=(=/
Library

('] Openstack_Mitaka_WS ("7 Openstack_Ws_clent2

@ Openstack_Mitaka WS

QU Type here to search -

Powwer an this virtual machine
S Edit virtual rmachine settings
[ Upgrade this virtuzl machine

Shared Wis

~ Devices
. Mernory 966
[d Processors 3

{2 Hard Disk (SCS) 80 68
“JCD/DVD (DE)  Auto detect
T Network Adapter NAT

| Display Lmanitor

¥ Description
Type here to enter a description of this
wirtual machine,

4. Power on both VMs by selecting one of the two VMs and clicking on Power on this virtual
machine. Repeat for the other VM.
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Lab Scenario

Module 3: Configure OpenStack Networks and Routers

As part of CLOUDTech’s customer support team, this is your first field visit to XYZ Company.
During this visit, you will assist the customer in configuring their Private Network and Router.

Lab Settings

The information in the table below will be needed in order to complete the labs. The task
sections that follow provide details on the use of this information

Virtual Machine (VM) | IP ADDRESS Account Password VM Type

Client2 10.220.0.2 Student P@ssword CentOS 7 Client

Serverl 10.220.0.30 root P@ssword OpenStack Mitaka
OpenStack Dashboard | 10.220.0.30 Student P@ssword Web Page Login credentials

Note: In this OpenStack VMware Workstation environment, the two VMs can be reverted back
to their base snapshot at any time. This means that you can explore or experiment without fear
of permanently damaging the OpenStack environment. If you make a mistake that you can’t
recover from, then stop and revert the appropriate VM to the base snapshot and everything
will be back to a known good starting point.
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Run the lab setup script

(E) Openstack_hitaka WS - Wiviweare Warkstation =) @
File Edit ‘iew M Tahs Help > | & SO - N i A iy, B =
Eﬁ Openstack_Mitaka_Ws @ Cpenstack WS _client2

CentDS Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB6_H4

in: root

To direct input to this Wk, click inside or press Ctrl +G6. = 'ﬁ [

1. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it
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Openstack_Mitaka_WS—VMwareWDrkstation = || == @
File Edit ‘iew Wh  Tabs Help > | & SRR I i iy R =
E‘ Openstack_Mitaka_WS E Cpenstack_Ws_clientz

CentDS Linux ? (Core)
Kernel 3.18.8-514.26.2.el?.xB6_64 on an x86_64

openstack login: root
Password: _

To direct input to this WA, click inside or press Ctrl+G, = 'ﬁ D

2. After successfully logging in as root, you should see this screen. Continue to the next
page
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Openstack_Mitaka_WS—VMwareWDrkstation = || == @
File Edit ‘iew WM Tabs Help - | & S I i i B =
E‘H Openstack_Mitaka_WSs @ Openstack_‘Ws_client2

Cent0S Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB86_64

openstack login: root

Password:

Last login: Mon Aug 14 18:39:86 on ttyl
[root@openstack “1# ..-config-slab3.sh _

To direct input to this Vi, click inside or press Ctrl+G, =] % 7

3. Type the command; ../config/lab3.sh and press Enter as shown in the screen capture
above to run the Module 3 setup script
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(T) Openstack_hitaka WS - Viviare Warkstation = | @
File Edit ‘“iew M Tahs Help > | & SRR - N iy, R =
Eﬁ Openstack_Mitaka_WS ﬁ Openstack_W5_client2

CentDS Linux 7 (Core)
Kernel 3.18.8-514.26.2.e1?7 .x86_64 on an =B6_64

openstack login: root

Password:

Last login: Mon fug 14 18:39:86 on ttyl
[root@openstack “1# ..~ config-lab3.sh
Creating a new project named XYZ Company.

Creating a new user, student, for the XYZ Company.

LUpdating XYZ Company gquotas.

[rootBopenstack ~1#

To direct input to this Wk, click inside or press Ctrl +G6. o= Iﬁ [J

4. After the setup command completes, you can minimize VMware Workstation.

Note: The script is complete when the [root@openstack ~]# prompt returns
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Access the OpenStack Dashboard

‘Openstack Mitaka WS - Vhware Workstation

File Edit View VM Tabs Hep | JI v D

 Openstack Mitaka WS | [ Cpenstace WS clentz

To direct input to this VM, click inside or press Ctf +G,

1. Onyour Windows host PC, open an internet browser

Note: Openstack_WS_client2 is a CentOS 7 desktop VM that you can use as an alternate
to the host to accomplish all of the labs, unless specifically noted in the instructions.
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r X
J n Lagin - OpenStack Dashbo... % | 4

€ ) O F  10.2200.30/dzshboard/auth/login/ (] Search B + & QO =

openstack

Login

User Name

adrmin

Password
snrerees| &

This connection is not secure, Logins entered here could be
comprornised, Learn More

2. Navigate to http://10.220.0.30/dashboard. Login to the OpenStack Dashboard with the
username admin and P@ssword and press enter or click Connect

Note: User Name entries are not case sensitive, passwords are.
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Lab 6: Add and configure a Public Network

&3 openstack
Project 2
I Admin i I
Identity ~
I Projects
Users
Groups
Roles

v ™,
,n"l B Projects - OpenStack Dash... %

L+
-

== /=d

€ | 0P 10.2200.30/ dashboard/identity/

= admin =

Projects
(] Name

O  serices

(] admin

KYZ
Company

Displaying 3 items

Description

Tenant for
the
openstack
services

admin
tanant

< Q, Search

Project 1D

B2f3603159fad21 cBade? 1622005463

857 b1 edfhd164b9502 dedbldoadsa2fe

a/babedddc3d4a118565336157 1480

Q

Domain
Hame

Default

Default

Default

B ¥ A 9

& admin v
+ Create Project
Enabled  Actions
Yas Manage Members |+
Yes Manage Members | -
Yes Manage Members | -

1. Select the Admin tab in the left pane.
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/ ' ==
,-'/ B Projects - OpenStack Dash... % \'-,_ + @
€ O 10,220,030/ dashboard/ /identity/#/ sidebar-accordion-zdmin c Search ﬁ E 4+ # D =
u openstack = admin & admin
Project - Projects
Admin ~ Q + Creata Project
. . Domain .
System - 0 Hame Description Project ID Name Enabled  Actions
Clverew Tenant for
th
O  services ® " BE20603159fa421 cBaded 16220055684 Default Yes Manage Members -
Hyperisars Qparsiag

SEMICES

Host Aggregates admin

O admin tenant 387b1 edfhB164b930b2 dodbldcad932fe Default Yes Manage Memhbers -
Instances
WYT =
volumes (] G - a/Babedddc3dd511855336197 1e548c0 Default Yes Manage Memhbers | ~
Flawvars Displaying 3 items

Images

Metworks

Routers
Defaults
Wetadata Definitions

Systern Information

Identity & b

2. Select Networks

Networks

When an instance is created in OpenStack, it is automatically assigned a fixed IP address in
the network to which the instance is assigned. This IP address is permanently associated

with the instance until the instance is terminated.

However, in addition to the fixed IP address, a floating IP address can also be attached to
an instance. Unlike fixed IP addresses, floating IP addresses can have their associations
modified at any time, regardless of the state of the instances involved.

Private IP addresses (fixed IP addresses) are used for communication between instances,
and public addresses (floating IP addresses) are used for communication with networks
outside the cloud, including the Internet.
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l’/ Metwarks - OpenStack D XV\‘ +
- BB tetworks - OpenStack Das... \

[E=1 Eon 5

€ | (D 10.220.0.30/dashboardfadmindmetaorks! C || Q search

&3 openstack

Project k4

Admin ~
System ~

Overvien
Hypervizors

Host Aggregates
Instances

Yolumes

Flavors

Images

Metwarks

Routers

Defaults

Metadata Definitions
Systern Information

Identity w7

= admin =

Networks

Network Subnets DHCP

Project Name Associated Agents

Mo items to display.

Shared

B ¥ A 9

& admin v

(o} + Create Metwork

External Status Admin Actions
State

mn
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3. Select Create Network
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n Metwworks - OpenStack Das.. *

) (@ | 10.220.0.30/dashbozrd/sdmin/networks/

¢ || Q sear A 3 A

Create Network

Project *

Select a project

Provider Network Type * @

Local

Admin State *

P

O Shared

O External Network

Description:
Create a new network for any project as you need.

Frovider specified network can be created. You can
specify a physical network type (like Flat, WLAN, GRE,
and WELAM) and its segmentation_id or physical
netwark name for a new virtual network

In addition, you can create an external network or a
shared netwaork by checking the corresponding
checkbox.

17

4. The Create Network wizard should open.
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u MNetworks - OpenStack Das.., x

‘,("@ 10.220.0.30/dashboard admindnetworkss c ||Q.Search | ‘} E 3+ # =
b

Create Network

Name

public Description:

Create a new network for any project as you need.

L
Project Provider specified network can be created. You can

WYE Company specify a physical netwoark type (like Flat, WLAM, GRE,
and WHLAN) and its segmentation_id or physical

Provider Network Type ‘o netwark name for a new virtual netwark.

In addition, you can create an external network or a
shared network by checking the corresponding
checkbox

WRLAM

Segmentation ID * @

1005

Admin State *

UP

O Shared

® External Network

Cancel

5. Enter the Network Name of public, and using the dropdown menu for Project, Provider
Network Type and Segmentation ID enter the information as shown in the screen
capture and the table below. Select External Network and Click Submit

Name public
Project XYZ Company
Provider Network Type VXLAN
Segmentation ID 1005
External Network checked
18 Except where otherwise noted, this document is
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/ B Networks - OpenStack Das... - +

o o=

Host Aggregates
Instances

Yolumes

Flavars

Images

Metworks

Routers

Defaults

Ietadata Definitions
System Information

ldentity &2

Displaying 1 item

(- :: 10.220.0.30/dashboardfadmin/networks,
3 openstack &= adrin v
Projoct - Networks
Admin ~
. Netwaork
System ~ O Project N:menr
Overview RYZ .
= Company pule
Hypervisars

Subnets
Associated

DHCP
Agents

]

Shared External

Mo

wB +$ & @ =

& admin «
+ Create Network
Admin "
Status State Actions
Active  UP Edit Metwark |

n

6. The network name public and external status of Yes should be present on the same line
as XYZ Company. To add the required subnet information, Click on the public network

name hyperlink

Public Network

The Network Controller provides virtual networks to enable compute servers to interact

with each other and with the public network. All machines must have a public and private
network interface

19 Except where otherwise noted, this document is
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- N
/B Metwork Details - OpenSta.. % | =+

=1 o =5

(- (D 10.220.0.30/dashboardfadmin/networks2eedbdd3-echd-4398-9567-8a%ca2labfYa/detail c Q, Search
3 openstack = adrin
) Networks / public
Project i
Admin ~  Network Overview
Name public
Systen - D ZeeBbId3-echd-1395-9567-5a0c a2 12894
Project ID a/Gabedddc3dd511855336197 1254820
Civerview Status Active
Admin State P
Hypervisors Shared Mo
External Network fes
Host Aggregates MTU 1450
Provider Network Metwork Type: wxlan
Instances Physical Metwork: -
Segmentation [D: 1005
Wolumes
Flavars Subne‘ts
Images Hame CIDR IP Version Gateway IP
Matwarks Mo iterms to display.
Routers Ports
Diefaults Hame Fized IPs Attached Device Status Admin State
Metadata Definitions Mo items to display.
System Information DHCP Agents
Identity v Host Status Admin State Updated At

we ¥ & O
& admin v

Edit Metwork | +

= Create Subnet

Actions

= Create Port

Actions

+ 4dd DHCP Agent

Actions

m

20

7. Click on Create Subnet
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==l
/n Metuwork Details - Opensta... X\+ E’@

" () 10,220.0.30/dashbaardfadmin/netwarks/2eeBbid3-2chd-4396-9567-8a9 a2 Laffla/detail [ Q, Search ‘ﬂ' % 4+ # =

Create Subnet

Subnet Subnet Details

PN el Create a subnet associated with the netwark. Advanced

‘ | configuration is available by clicking on the "Subnet
" Details" tab.

Network Address @

IP Version

1P

Gateway IP @

O Disable Gateway

8. The Create Subnet wizard should open

Subnet

Logical subdivision of an IP network.
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n Metwork Details - OpenSta..  x

(¢

1 | 10.220.0.20/dashboard/admin/metworks/2ee BbId3-echd-4308-0567-2alca?1alfla/detail C || Q fearch ‘ﬁ B 4+ & =

Create Subnet

Subnet Details

Subnet Name Create a subnet associated with the network. Advanced

public-subnet configuration is available by clicking on the "Subnet
Details" tab.

Network Address @

102200023

IP Version

[Prd

Gateway IP @

10220.0.30

O Disable Gateway

9. Enter the Subnet Name of public-subnet and enter the information as shown in the
screen capture and the table below. Click Next

Subnet Name public-subnet
Network Address 10.220.0.0/23

IP Version IPv4 (default setting)
Gateway IP 10.220.0.30

Note: The Gateway IP address is the IP address of the OpenStack server, this is was
required to simplify the VMware Workstation networking environment, so you would
not normally see this IP addressing scheme in a production environment
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/n Wetwork Details - Open3ta... K\+

Subnet

l (' | () 10,2200.30/dashboard/admin/netwarks/2ecibidi-echd-4398-9567-8adca21abfda/detail

Create Subnet

Subnet Details

= Enable DHCP

Allocation Pools @

DNS Name Servers @

Host Routes @

[ Q, Search ﬁ B 4+ # =

Specify additional attributes for the subnet.

Create

10. The Edit Subnet

wizard should open

Dynamic Host Configuration Protocol (DHCP)

A network protocol that configures devices that are connected to a network so that they
can communicate on that network by using the Internet Protocol (IP). The protocol is

implemented in a client-server model where DHCP clients request configuration data,
such as an |IP address, a default route, and one or more DNS server addresses from a

DHCP server. A method to automatically configure networking for a host at boot time.
Provided by both Networking and Compute.
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/ﬂ Network Details - OpenSta... x\+ =S [ )

[ € ) @ 10.220.0.30/dashboard/admin/netwarks/2es 5bid3-echd-4308-056T-3adca2 1aBfla/detail c || Q search w B 3+ @
N

Create Subnet

Subnet Subnet Details

¥ _Enable DHCP Specify additional attributes for the subnet.

Allocation Pools @

10.220.0.10,10.220.0.14|

DNS Name Servers @

Host Routes @

11. Leave the Enable DHCP checked, this is the default setting. Enter the IP Addresses,
separated by a comma, as shown in the screen capture and the table below. Click
Create

Allocation Pools 10.220.0.10,10.220.0.15

Note: The Enable DHCP option allows the OpenStack server to allocate IP addresses, in
a typical production environment there would be a server or router dedicated to
allocate IP addresses. If the network environment has a dedicated DHCP server or
router, the Enable DHCP option would be deselected
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Project v
Admin ~
System ~
Orvervigwr

Hypervisors

Host Aggregates
Instances

Volumes

Flavars

Images

Metworks

Routers

Defaults

hetadata Definitions
System Information

Identity v

Networks / public

Network Overview

Name

D

Project ID

Status

Admin State
Shared

External Network
MTU

Provider Network

public
Z2eeBb9d3-echd-4355-9567-5a8ca21 adBa
a/Babedddc3dds11855336197 1254820
Active

P

Mo

Yes

1450

Metwork Type: wxlan

Physical Metwork: -

Segmentation [D: 1005

Subne‘ts = Create Subnet
O Hame CIDR IP Version Gateway IP
O | public-subnet 10.220.0.0/23 1P 10.220.0.30
Displaying 1 item
Ports
Hame Fixed IPs Attached Device Admin State

NHCP Anents

Mo iterns to display.

+ Add DHCP Agent

4 = |-G |
/ n Metwork Details - OpenSta.. x| +

€ ) O 10.220.0.30/dashboardfadmin/netnarks2eefbidi-echd-4398-9567- faldca?ladfla/detail (< Seqrch w B +$ & O =
u openstack =1 admin » & admin =

Edit Metwork | +

m

Actions

Edit Subnet | =

+ Create Port

Actions

12. Verify that the public-subnet was created with the desired CIDR, IP Version and Gateway
IP. Click Networks in the left pane to return to the Networks overview pane

The public network and public-subnet are ready for use by the XYZ Company.

Continue tolab 7.
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Lab 7: Add and configure a Private Network

€
3 openstack

Project @
Admin ~
System ~
Orvervign

Hypervisars

Host Aggregates
Instances
Wolumes
Flavars
Images
|
Routers
Defaults
Ietadata Definitions
System Information

Identity 2

v ™
B Metwork Details - OpenSta., % \ +

[=o k=

10.220.0.30/dashboardfadrmin/networks/2eelbld3-echd-4398-0567-820 ca2 Lalfla/detail c

B admin =

Networks / public

Search

Network Overview

Name

D

Project ID

Status

Admin State
Shared

External Network
MTU

Provider Network

Subnets

[m] Name
O public-subnet

Displaying 1 item

Ports

Name

NDHCP Anents

Fixed IPs

public
2eefbId3-echd-4395-9567-820ca21 alfPa
afGabed 4dc3d4511855336197 1e548¢c0
Active

Up

Mo

‘fes

1450

Metwork Type: vilan

FPhysical Metwark: -

Segmentation 10: 1005

CIDR IP Version

10.220.0.0723 1Pd

Attached Device Status

Mo itermns to display.

wBe ¥ & @ =

& admin v

Edit Metwark |

m

=+ Create Subnet

Gateway IP Actions
10.2200.30 Edit Subnet |
+ Create Port
Admin State Actions

= Add DHCP Agent 2

1. Click on Networks

Private Networks

Private Networks, also known as Self-service and internal networks primarily enable

general (non-privileged) projects to manage networks without involving administrators.

These networks are entirely virtual and require virtual routers to interact with provider

and external networks such as the Internet. Self-service networks also usually provide

DHCP and metadata services to instances.
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3 openstack

Project &
Admin »
System n
Civerview

Hyperizors

Host Aggregates
Instances

Wolumes

Flavars

Images

Metworks

Routers

Defaults

Wetadata Definitions
System Infarmation

Identity @
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r -
n Metworks - CpenStack Das.. = |+

Foiie e |

€ | (O | 10.220.0.20/dashboard/adminmetaarks/

= admin =
Networks
[m} Project :g:\::[k
KL bli
Company Pt

Dizplaying 1 item

Subnets
Associated

public-subnet
10.220.0.0:23

DHCP
Agents

Search

Shared External

Mo

Q

Yes

wB & & O =

= Create Metwaork

Admin
Status State

Active  UP

& admin v

Actions

Edit Metwork

-

m

2. Click on Create Network

Networks

OpenStack networking service, project name Neutron, allows users to create and

attach virtual interfaces and/or devices that perform the same functions that their
physical counterparts do. Typically, the OpenStack environment will include one or
more internal networks (private) and an external network (public).

27
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=l
/n Metworks - OpenStack Das... x\+ EI@

" (@) 10.220.0.30/dashboard/admin/netwarks/ [ Q, Search ﬁ E 4 =

Create Network

Name

private Description:

Create a new network for any project as you need.

Project *
roe Provider specified network can be created. You can

WYI Company specify a physical network type (like Flat, WVLAN, GRE,
and WrLAMN) and its segmentation_id or physical
Provider Network Type ta netwark narne for a new virtual network.

In addition, you can create an external network or a
shared network by checking the corresponding
checkbox.

WHLAN

Segmentation ID * @

1010

‘Admin State *

up

O Shared

O External Network

Cancel

3. Enter the Network Name of private, and using the dropdown menu for Project, Provider
Network Type and Segmentation ID enter the information as shown in the screen
capture and the table below. Click Submit

Name private
Project XYZ Company
Provider Network Type VXLAN
Segmentation ID 1010

External Network

The public network allows instances to communicate with networks that are outside of

the cloud, for example: The Internet.
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a <
/B Metworks - OpenStack Das.. % | +

oo =

€ | (D 10.2200.20/dashboard/admin/networks/

3 openstack
Project @
Admin »
System -~
Crierview
Hypervisars

Host Aggregates
Instances

Yolumes

Flawvars

Images

MWetworks

Routers

Defaults

Metadata Defintions
Systerm Information

Identity @

B admin =
Networks
O Project :zt::rk
HYZ bl
o Company pubie
HYE -

Dizplaying 2 items

Subnets
Associated

public-subnet
10.220.0.0/23

DHCP
Agents

Q, Search

Shared External

Mo

Mo

Q

Yes

Mo

wBa 3 & O

& Create Metwork

Status

Active

Active

& admin
Admin .
State Actions
UP Edit Metwark |
Up Edit Metwork

m

4. Click on private
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v 3 =2 =N
_,-‘/ n Metwark Details - OpenSta., * \'-,_ +
€ | (D 10.220.0.30/dashboard/admin/netaorks/342a87h 3-eTed-4hb3-9794-566d S d5he 409/ detail c Search T BE ¥+ A @ =
u openstack = admin v & admin v
) Networks / private Edit Netwark | ~
Project
Admin ~ Network Overview
Name private
System - ID 942587 b3-e7 ed-4bh3-9794-566d5d5bed d3
Project ID arbabed4dc3d4511855336197 1584520
Chvarew Status Arctive
Admin State Up
Hypemisors Shared Mo
External Network Mo
Host Aggregates MTU 1450
Provider Network Metwork Type: vilan
Instances Fhysical Metwaork: - £
Segrentation 10: 1010
Wolumes
Flavors Subnets + Create Subnet
Images Name CIDR IP Version Gateway IP Actions
Netwarks Mo items to display.
Routers Ports + Create Port
Defaults Name Fixed IPs Attached Device Status Admin State Actions
hetadata Definitions Mo items to display
System Information DHCP Agents & Add DHCF Agent
Identity v Host Status Admin State Updated At Actions

30

5. Click Create Subnet

Internal Network

These private networks connect directly to instances and can only be accessed by

other instances that are in the same subnet, or are connected by a router, if in a
different private subnet.
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n Metwrork Details - OpenSta.. x

(€)@ 10.220.0.30/dashboard/adrmin/metworks/142a87b3 - Ted-4bb 3-0704-566d5 dSbe 4d0/detail <] HQsemh Iﬁ B 4 & =
R

Create Subnet

Subnet Details

Subnet Name reate a subnet associated with the netwark. Advanced

private-subnet onfiguration is available by clicking on the "Subnet
[ietzils” tab.

Hetwork Address @

192.168.1.0/24

IP Yersion

1P

Gateway IP @

192.168.1.1

O Disable Gateway

6. Enter the information as shown in the screen capture and the table below. Click Next

Subnet Name private-subnet
Network Address 192.168.1.0/24
IP Version IPv4

Gateway IP 192.168.1.1

Note: The best practice is to use the first available IP address from the network, in this
case 192.168.1.1, as the gateway address. If you leave this entry blank, OpenStack will
automatically assign the 192.168.1.1 address, or the first available address from the
network you have chosen.
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/n MNetwork Details - OpenSta... x\+ IEIH

(€ ) (D 10.220.0.30/dashboard/admin/networks /94238 Th3-e Ted-4bb3-0794-566d5d She 4d0/ detail & || Q searcn wAa &+ & @
N

Create Subnet

Subnet Subnet Details

& Enable DHCP Specify additional attributes for the subnet.

Allocation Pools @

162.168.1.2,192.168.1,10]

DNS Name Servers @

Host Routes @

7. Leave the Enable DHCP checked, this is the default setting. Enter the IP Addresses,
separated by a comma, as shown in the screen capture and the table below. Click
Create

Allocation Pools 192.168.1.2,192.168.1.10

Note: The allocation pool starts at the second available IP address from the private-
subnet network address range. This is because the first IP address, 192.168.1.1, was
used as the gateway IP address on the previous create network page.

Note: The DNS Name Servers block is not used in this lab environment. If this were an
actual deployment, then you would enter your network’s DNS Name Server IP address,
even if it’s not in the same subnet as the private network. For example, you could enter
Google’s DNS server IP Address 8.8.8.8

Note: Host Routes is for any additional network route information specific to your
setup, which is not used in this lab environment
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y -
| BB Metworks - OpenStack Das.. x| +

[E=5 o )

€ ) @ 10.220.0.30/dashboard/admin/networks/ @ || Q Search B 3 & © =
nopenstack ™= admin » & admin v
Projoct - Networks
Admin A (o} & Create Metwork
. Network Subnets DHCP Admin .
System - ] Project Name Associated Agents Shared External Status State Actions
Cverview WYE . public-subnet . .
] Company public 10 290 0.0/23 1 Mo Yes Active  LIP Edit Metwork
Hyperisors v — et
. private-subne . .
(] Company private 159 1681 074 1 Mo Mo Active  LIP Edit Metwork
Host Aggregates
Displaying 2 items
Ingtances
“olumes
Flavars
Images
Metworks
Routers
Defaults

Metadata Definitions
Systemn Information

Identity @

33

8. The private network and its private-subnet should appear in the Networks pane. You
are now ready to add a Router to connect the private and public networks.

Continue to Lab 8.
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Lab 8: Add and Configure a Network Router

: : oo
j,"r n Metworks - OpenStack Das., * \‘,\ +
€ | @ 10.220.0.30/dashboard/admin/netwarks/ e || Q search w B +$ & O =
n openstack = admin » &admin v —
4 Settings
Project - Networks @ Hel
Admin ~ Q, =+ Create Metwork
Themes:
. Network Subnets DHCP Admin
System - O Project Name Associated Agents Shared External Status State Vietoral
Oiverview WYL . publicsubnet .
] e public 10.220.0.0725 1 Ma Yes Active P
Hypervisors w7 ivat bnet
. private-subne ’ .
] Company private 197 1681 024 1 Mo Mo Active UP Edit Metwirk

Host Aggregates

Displaying 2 items
Instances

m

Volumes

Flavars

Images

Metworks

Routers

Defaults

Metadata Definitions

System Information

Identity v

1. Sign out from the admin user account.
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n Login - OpenStack Dashbo.., *

(\t]@ﬁ 10.220.0.30/dashboard/auth/laging c ||QS&GM’1 |1‘,}|E 4+ @ =

openstack

DASHEOARD

Login

User Name

student

Password

cnsseens = ‘

This connection is not secure, Logins entered here could be
cornpromised, Learn More

Connect

2. Login as student
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("=

,-"/ n Instance Ouerview - OpenS., \"-, + EI-@
€« © 10.220.0.30/dashboard project#/sidebar-accardion-proje ct-netuark (& Search ﬁ E + # O =
n openstack = XYZ Company & student =
Project - Overview
Compute Lo

. Limit Summary

Network ~

Metwork Topology

Metwarks

Instances VCPUs RAM Floating IPs =
Used 0 of 2 Used0of3 Used 0of 3,072 Used0of 4
Identity v '
Security Groups Volumes
Used 1 of 2 Used 0of10

Volume Storage M

Used 0of 1,000

Usage Summary

Select a period of time to query its usage:

3. Click on Routers tab in the left pane

Routers

A physical or virtual network device that passes network traffic between different
networks. In the OpenStack environment, a router is a virtual device that is required to

allow network traffic between the private IP address (fixed IP address) and the public IP

address (floating IP address), or between private IP addresses that are in different
subnets.
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€0

Project

Compute

Hetwork

Identity

10.220.0.30/dashboard/project/routers/

3 openstack

Metwork Topology
Metworks

Routers

_,-') B FRouters - Opendtack Dash..,  x \"-._ +

===

C Search

= XY Company =

Routers

Name Status External Network Admin State

Mo iterms to display.

wBa ¥ & 9

& student =

Q + Create Router

Actions

4. Click on the Create Router
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n Routers - OpenStack Dash.,  x

) @ | 10.220.0.30/dashboard/project/rauters/ ¢ ||Q Search ‘ wBa 3+ #

Create Router

Router Name *

b Description:

Creates a router with specified parameters.
‘Admin State

up

External Network

i Select netwoark

Cancel Create Router

5. The Create Router wizard should open. Enter R1 in the Router Name block. Select the
drop down menu to see the available external networks, shown on next page
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u Routers - OpenStack Dash..  x

) O] 10,220.0.30/dashboard/project/routers/ c ||O\ Search | ﬁ | E ¥+ =

Create Router

Router Name *
I Description:

Creates a router with specified parameters
‘Admin State

up

External Network

Select netwark

public

6. Select the public network, then Click on Create Router

Router Name R1
External Network public
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I3 openstack

Project ~
Compute @
Network ~

Metwork Topology
Metwarks
Routers

Identity v

€ | (@ 10.220.030/dashboard/project/routers/

/ B FRouters - OpenStack Dash.., % o+

=3 Bl )
C Search ﬁ’ % + @ =
B XYL Company v & student v
Q + Create Router (Quota exceeded)
O Name Status External Network Admin State Actions

[m] Artive - P

Displaying 1 item

Set Gateway -~

7. Your new R1 router should appear and the Status should be Active and Admin State
should be UP. Click on R1
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P =3 EER 5
/ B R1-OpenStack Dashboard x| +
€ | @ 10.220.0.30/dashboard/project/routersf10d6193e-6e53-4cdc-a35k - 830f4a 34a5F1/ c Search %8 & 4 =
u Openstack = XYZ Company ¥ & student =
Routers / R1 Sel Galeway | ~
Project ~
Crverview Static Routes
Compute i
Name R1
Network . 1D 10d6193e-6e53-4c4 c-a35b-8359f4 2345511
Project ID arbabeddde3dd511855336197 16545800
Status Active
Metworl Topalogy  Admin State up
External Gateway Maone
MWetworks
Routers
Identity v

8. The Routers pane should appear. There are three additional tabs in the center pane;
Overview, Interfaces, and Static Routes. The Overview pane, pictured, provides
additional information about the Router. The public network was added to Router R1
when it was created with the Create Router wizard. We will add the private network
next. Click on the Interfaces tab

Interfaces

A physical or virtual device that provides connectivity to another device. In this case, you
are adding a private interface to the router.
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42

- ™
| B Rl- Openstack Dashboard x| 4

= =R X
€ | 10.220.0.30/dashboard/project/routers/ 100619 3e -f253-4cdc -2 35 k-0 39742 34a0F L/ c || Q Search B 3+ @& =
n openstacl( B XYZ Company ¥ & student -

Routers 7/ R1 Set Gataway | ~
Project
Chig i g Interfaces E Static Routes
Compute &2
+ Add Interface
Network ~
Hame Fized IPs Status Type Admin State Actions
Metwork Topology Mo items to display
Metworks
Routers
Identity v

9. Click on Add interface
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R1- OpenStack Dashboard

) (@ 10.220.0.30/dashboard/projectfrouters/10d6193e-fe53- 4cdc-a35h-830f4a34a5F1/ ¢ ||Q5&arcb \ B8 3+ @ =

Add Interface

Subnet *

Description:

You can connect a specified subnet to the router.

{Select Subnat

IP Add tional

ress (optional) @ The default IP address of the interface created 1s a
gateway of the selected subnet. You can specify
another IP address of the interface here. You must
Router Hame * select a subnet to which the specified IP address
belongs to from the above list.

R1

Router ID *

10d6193e-6e53-4c4 c-a38b-835f1 234 a5t

10. The Add Interface wizard should appear
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= e
u R1- OpenStack Dashboard  ®

} @ | 10.220.0.30/dashboard/project/rauters/10d5193e -6 53-dcdc-a35b-530F 4a 34351/ c ||Q5eamh \ wBa ¥+ @ =

Add Interface

Subnet *

Description:

You can connect a specified subnet to the router.

private: 192.168.1.0/24 (private-subnet)

!P Address (optional) @ . The default IP address of the interface created iz a
192.168.1.1

gateway of the selected subnet. You can specify
another [P address of the interface here. You must
select a subnet to which the specified IP address
belongs to from the above list.

Router Name *

R1

Router ID *

10d6193e-6e53-4 c4c-335b-B354 2344511

Cancel

11. Select the Subnet drop down menu and Click on the private: 192.168.1.0/24 (private-
subnet) network. Enter the IP address 192.168.1.1. Click Submit

Subnet Private: 192.168.1.0/24 (private-subnet)
IP address 192.168.1.1
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- OpenStack Dashboard %

) @ | 10.220.0.30/dashboard/project/rauters/10d6183e -fe53-4cdc-335b-5 30743 34a5F L/ c ||Q5&Gn’h | w B 3+ @ =

Add Interface

Subnet *

Description:

You can connect a specified subnet to the router

private: 192.168.1.0/24 (private-subnet)

_IP Address (optional) @ . The default IP address of the interface created is a
192.168.1.1| gateway of the selected subnet. You can specify
another IP address of the interface here. You must
select a subnet to which the specified IP address

belongs to fram the above list

Router Name ~

R1

Router ID *

10d6153e-beb3-dc4c-adbb-B35f4a54a5f1

Cancel

12. Enter the 192.168.1.1 network address in the IP Address (optional) block. Click on
Submit.

Note: The IP address above is the first available IP address in the private subnet and is
the same IP address that you assigned as the gateway IP address in lab 7.
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. =o|[-E- [

_,-'/ n Routers - OpenStack Dash...  x \‘-,_ +
€& O 10.220.0.30/dashboard/project/routers/ [ Search ﬁ E 4+ @ 9 =
u openstack B XY Z Company = & student =
Project - Routers
Compute v Q # Create Router (Quota exceeded)

0 HName Status External Network Admin State Actions
Hetwork »

] F1 Active P Set Gateway -

Metwork Topology

Digplaying 1 item

Metworks
Routers

Identity s

hatizon:projectroutersindex

13. Return the Router tab and Click Set Gateway.
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n Routers - OpenStack Dash... x

P
I:\‘- | @ | 10.220.0.30/dashboard/project/routers c ||Q Search | ﬁ | B 4+ @

Set Gateway

External Network ¥

Description:

You can connect a specified external network to the
router. The external network is regarded as a default
route of the router and the router acts as a gateway for
external connectivity.

iSelect network

Router ID *

10d6193e-6e53-4cdc-a35h-8394 a342511

Submit

14. From the dropdown menu, select the public network. Click Submit.
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=[5
f BB R1- Openstack Dashboard  x \+
€ | O 10.220.0.30/dashboard/projectirouters/10d6193e - 6253 dcdc-a35h-130F 4 34a5FLY a || Q Search B 3 & =
n upenstack B XYZ Company v & student -
) Routers / R1

Project

Crverview Interfaces Static Routes
Compute &2

+ Add Interface

Network ~ '

O Hame Fized IPs Status Type Admin State Actions

Metwark Topalogy O  (9e13d347-5bfc) 10220011 Build Extemal Gateway LR
Metworks O (cdSe3Zoc-e567) 192 168.1.1 Active Internal Interface Up Delete Interface
Routers Displaying 2 items

Identity v

15. Both interfaces should be listed in the center pane. Click on the Network Topology tab

in the left pane

Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License



Module 3: Configure OpenStack Networks and Routers

p =)=
| B Metwaork Topalagy - Open.. x| =+
€ o 10,220,030/ dashboard project/network_topology” C Search ﬁ @ 4+ #H D =
u Openstack B= XY Z Company ¥ & student
Project - Network Topology
Resize the canvas by scrolling up/down with your mousefrackpad on the topology, Pan around the canvas by clicking and dragging the
Compute &2 .
space hehind the topology
Network . = Togyle labels I8 Togole Metwork Collapse
& Launch Instance & Create Metwork (Quota exceeded) # Create Router {Quota exceeded)
Metwork Topology
Metwarks
Routers
Identity v

49

The Network Topology pane has a graphic representation of your network. Click on
the center icon with the four arrows.

Note: The ICON with globe is the WAN (public network) and the ICON with the Cloud is
the LAN (private network) if you click on either one, you will see the same type of
popup with additional information as you do with the Router ICON.
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_,l'/ n MNetwark Topology - Open., % \‘l,_ + @
€& O 10.220.0.30/dashboard/project/network_topology” [ Search ﬁ E 4+ @ 9 =
u openstack B XY Z Company = & student =

Project - Network Topology

Resize the canvas by scrolling up/down with your rousedrackpad on the topology. Pan around the carvas by clicking and dragging the
Compute space behind the topology.

- Iz
Network == Toggle labels I Toggle Metwork Collapse

& Launch Instance + Create Metwork (Quota exceaded) + Create Router (Quota exceaded)
Metwork Topalogy

Metworks

Routers

m

Identity s

R1
@ 10d61 93e-BeS3-4odc-a35h-330f4a34a511

o Active
Interfaces + Add Interface

| 9e13d$47-5b... 10220011 router_gateweay Build  SEEIEENGIENE

‘ cd5e32cc-e5. 19216811 router_interface Active JEBLEIEEN g0

» Wiew Router Detalls

Delete Router

17. You should see a popup with more information about your router along with options to
Add Interface, Delete Interface, Delete Router. Additionally, a link to View Router
details, which takes you back to the Routers tab.

This completes Lab 8, continue to grading script
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Run the grade script

Openstack_Mitaka_WS - Vinare Waorkstation || == @
File Edit View WM Tabs Help - | & IORN B = = W=
E‘W Openstack_Mitaka_ws Openstack_WS_client2
0 0
e 0
0 0
To direct input to this ¥M, click inside or press Crl+G, (= % 7

1. Return to Workstation and Click on OpenStack_Mitaka_WS VM

Note: The OpenStack_Mitaka_WS console may still be open on your desktop from when
you ran the setup script
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Openstack_M\taka_WS—VMwareWorkstation === @
File Edit ‘Wiew M Tabs Help - | & SRR | = iy I |
El‘ Openstack_Mitaka_Ws ﬁ Openstack_WS_client2

CentD3 Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.xB6_64 on an xB6_H4

openstack login: root
Password:

To direct input to this Wi, click inside or press Ctrl +G,

2. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it
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Openstack_Mitaka_WS—VMwareWorkstat\on == @
File Edit Wiew WM Tabs Help - | & O D =S| E
EL‘ Openstack_Mitaka_Ws Ej Openstack_WS_client2

CentD3 Linux ¥ (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an =B6_64

openstack login: root

Password:

Last login: Tue Aug 15 B7:27:43 on ttyl
[root@openstack “1t .. configsgraded.sh

To direct input to this W, click inside or press Ctrl +G, - % 7

3. Enter the command; ../config/grade3.sh and press Enter
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Openstack_M\taka_WS—VMwareWorkstation === @
File Edit ‘iew WM Tabs Help - | & 0D e E | E
El‘ Openstack_Mitaka_Ws ﬁ Openstack_WS_client2

Cent0S Linux ? (Core)
Kernel 3.18.8-514.26.2.el17.xB6_64 on an xB6_H4

openstack login: root

Password:

Last login: Tue Aug 15 @7:27:43 on ttyl

[rootBopenstack ~1# ..-configsgrade3.sh

PASS The public network is present.

PASS The provider network type is set to wvxlan.

PASS The segmentation ID is set to 1885.

PASS The public external network flag is enabled.

PASS The public-subnet is present.

PASS The public-subnet network address is 16.228.8.8-23.
PASS DCHP is emabled for public-subnet.

PASS The allocation pool is set to 18.220.8.18,18.228.8.15.
PASS The private network is present.

PASS The provider network type is set to wvxlan.

PASS The segmentation ID is set to 1818,

PASS The private external network flag is not enabled.
PASS The private-subnet network address is 192.168.1.8-24.
PASS DCHP is emabled for private-subnet.

PASS The submet gateway IP is 192.168.1.1.

PASS The allocation pool is =zet to 192.168.1.2,192.168.1.18.
PASS Rl is present.

PASS The intermal interface is present.

[rootBopenstack ~1# _

To direct input to this W, click inside or press Ctrl +G, == % =

4. The grading script will produce an output with or FAIL for each of the categories,
similar to the screen capture above. If you receive a FAIL on one or more of the
categories, you can go back and fix the issue and run the grading script again, or you can
revert the OpenStack_Mitaka_WS VM to the base snapshot and start over again.

This completes Module 3, continue to conclusion
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Conclusion:

The customer now has the minimum network requirements needed configured to
successfully launch an instance. After an instance has been launched, additional configuration
will be required, to the network management rules, to allow a connection to the server from
the public network. Your next field visit to XYZ Company will be to launch a Linux server cloud

instance.
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