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Attributions:

-"/H\ This material is based upon work supported by the National Science
Foundation under Grant No. (NSF 1601166).

= = k
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Introduction

You have been hired as an intern with CLOUDTech Inc. CLOUDTech is a Cloud Computing
consulting firm and Cloud Provider supporting thousands of clients in the region. The
company provides a wide range of services to support migrating client Information
Technology infrastructure to a Private, Hybrid or Public Cloud environment. You learned
that the company has multiple departments and you will start your internship working
with the Cloud hosting department customer support team.

The Cloud hosting department provides multiple platform and vendor Cloud hosting
services for Infrastructure as a Service (IaaS), Platform as a Service (PaaS), Software as a
Service (SaaS) and many other as a service offerings. The support team is responsible for
helping customers with any issues related to their Cloud infrastructure hosted at and
provided by CLOUDTech.

You will perform hands-on exercises to learn about the Cloud implementation CLOUDTech
uses to host customer Cloud environments.

3 Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.
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Lab Objectives

Learner will be able to:

e Create a Key Pair and Launch a CentOS 7 Instance from the Dashboard

Labs 9-10

These labs will guide the student through creating a Key Pair and launching a CentOS 7 Instance
using the Dashboard.

(Note: This lab is designed to be completed on an NDG NETLAB System with the

IST198 HXXX POD installed. The labs can also be completed on a physical machine with the
appropriate software packages installed, or a PC that has VMware Workstation installed with
the appropriate virtual machines configured).

4 Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.
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Prepare the OpenStack Virtual Machines

0.1 nt

1. Launch the VMware Workstation Pro application

(B VMusare Warkstation =8 E=R =<
File Edit View VM Tabs Help | B = | | | = |
Library x =5 My Computer
‘ Q Type here to search v| @M l
o 8 e y Computer -
31 Openstack_Mitaka W3 Harme = s
‘ga:ze\:;:(kws’(hm i3 Bpenstack_hitaka WS Bowered off
(71 Openstack_WS_client? Powered off
2. Workstation should have two virtual machines (VM) installed; Openstack_Mitaka_WS
and Openstack_WS_client2.
Openstack_Mitaka WS - Vivbware Workstation =2 SR

File Edit View UM Tabs Hep | o v | | OO O \ﬂ ‘

Library

x

‘ Q Type here to search

(5] py Computer ] () Openstack_Mitaka_ws 1 [ Openstack_ws_client2

ELL

3. Ensure that the Openstack_Mitaka_WS is at the correct starting point by reverting to
the base snapshot. Right Click on Openstack_Mitaka_WS then Snapshot>Base

@ Openstack_Mitaka_WS

My Computer
Op
1 Openstack_Ws_clies
Shared VYMs
(U]
\

S ih ual machine

he settings
Mark a5 Favorite ol rmachine
Rename
Remove
Power y | 868
Remowvable Devices » 3

068
Pause

Auta detect
Send Ctrl +Alt=Del MaT
Grab Input 1 monitor
Snapshot » |45 Take Snapshot.
Capture Screen (5) Rewertto Snapshot: Base Snapshot
Manage » | 55 Snapshot Manager
dnstall Vidware Taals... 1 Base Snapshot 8/14/2017 2:40:0 P

Settings..

Snapshot. Repeat for the Openstack_WS_client2 VM.

Except where otherwise noted, this document is
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(E) Openstack_Mitaka WS - Vidware Warkstation [E=R[m=n|
File Edit ‘iew VM Tabs Help - ICHCICRE u|N=(=/

Library

('] Openstack_Mitaka_WS ("7 Openstack_Ws_clent2

@ Openstack_Mitaka WS

QU Type here to search -

Powwer an this virtual machine
S Edit virtual rmachine settings
[ Upgrade this virtuzl machine

Shared Wis

~ Devices
. Mernory 966
[d Processors 3

{2 Hard Disk (SCS) 80 68
“JCD/DVD (DE)  Auto detect
T Network Adapter NAT

| Display Lmanitor

¥ Description
Type here to enter a description of this
wirtual machine,

4. Power on both VMs by selecting one of the two VMs and clicking on Power on this virtual
machine. Repeat for the other VM.
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Lab Scenario

As part of CLOUDTech’s customer support team, this is your second field visit to XYZ Company.
During this visit, you will assist the customer in creating a Key Pair and launching their first
cloud instance, a CentQS 7 server.

Lab Settings

The information in the table below will be needed in order to complete the labs. The task
sections that follow provide details on the use of this information

Virtual Machine (VM) | IP ADDRESS Account Password VM Type

Client2 10.220.0.2 Student P@ssword CentOS 7 Client

Serverl 10.220.0.30 root P@ssword Mitaka

Dashboard 10.220.0.30 Student P@ssword Web Page Login credentials

Note: In this OpenStack VMware Workstation environment, the two VMs can be reverted back
to their base snapshot at any time. This means that you can explore or experiment without fear
of permanently damaging the OpenStack environment. If you make a mistake that you can’t
recover from, then stop and revert the appropriate VM to the base snapshot and everything
will be back to a known good starting point.

Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.
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Run the lab setup script

E Openstack_Mitaka_Ws - Whlware Workstation = [=]
p =

IO B i= e =

File Edit  “iew WM Tabs Help hd \%l

E‘ Openstack_Mitaka_Ws ﬁ Cpenstack_WS_client2

Cent0S Linux 7 (Core)
Kernel 3.18.8-514.726.2.e17.x86_64 on an =B6_b64

openstack login: root
Password: _

To direct input to this Vi, click inside or press Ctrl +G, = % 7

1. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it

8 Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.




Module 4: Create a Key Pair and Launch a CentOS 7 Instance

Openstack_Mitaka_WS—VMwareWDrkstation = || == @
File Edit ‘iew Wh  Tabs Help > | & SRR I i iy R =
E‘ Openstack_Mitaka_WS E Cpenstack_Ws_clientz

CentDS Linux ? (Core)
Kernel 3.18.8-514.26.2.el?.xB6_64 on an x86_64

openstack login: root
Password: _

To direct input to this WA, click inside or press Ctrl+G, = 'ﬁ D

2. After successfully logging in as root, you should see this screen. Continue to the next
page

9 Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.
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Openstack_Mitaka 'S - Whdware Workstation = || = @

File Edit ‘View M Tabs Help A &l

LD NDEHD||E

@ My Computer

E“ Openstack_Mitaka_Ws

Cent0S Linux 7 (Core)d
Kernel 3.18.8-514.26.2.el7.xB6_64 on an xB6_6H4

openstack login: root

Password:

Last login: Twe Aug 15 B7:49:88 on ttyl
[rootBopenstack “I#t .., configslabd.sh _

Ta direct input to this WM, click inside or press Ctrl+G, [ Iﬁ 7

3. Type the command; ../config/lab4.sh and press Enter as shown in the screen capture

above to run the Module 4 setup script

10
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Openstack_Mitaka WS - Whiware Workstation E=R(E0 @
File Edit ‘View WM Tabs Help v | & O 0 EH | |E

@ My Computer E‘ Openstack_Mitaka_Ws

CentD3 Linux 7 (Core)
Kernel 3.18.8-514.26.2.el7.xB6_64 on an xB6_64

openstack login: root

Password:

Last login: Tue fug 15 B7:49:88 on ttyl
[rootBopenstack ~1# ..-config-labd.sh

Creating a new project named XYZ Company.
Creating a new user, student, for the XYZ Company.
Updating XYZ Company quotas.

Creating a public network.

Set R1 external to the public network.

Creating a public-submet.

Creating a router.

Creating a private network.

Creating a private-subnet.

Adding the private subnet to R1.
Setting the external gateway on R1 router.

[rootBopenstack ~1#

To direct input to this Wi, click inside ar press Ctrl+G, ] % 7

4. After the setup command completes, you can minimize VMware Workstation.

Note: The script is complete when the [root@openstack ~]# prompt returns

11 Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.
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Access the OpenStack Dashboard

‘Openstack Mitaka WS - Vhware Workstation

File Edit View VM Tabs Hep | Il v | D

-y Computer (77 Openstack_Mitaka_WS

Tolelal

1. Onyour host, open an internet browser

Note: Openstack_WS_client2 is a CentOS 7 desktop VM that you can use as an alternate
to the host to accomplish all of the labs, unless specifically noted in the instructions.

12 Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.
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[E=H | EoR =5

/ B Login - OpenStack Dashbo... % \",_ +

€ ) O & 10.2200.30/dashboard/auth/login/Tnext=/dashboard/ C Teorch wBe ¥ & 9

openstack

Login

User Name

student

Password
eeecncne @

This connection is not secure. Logins entered here could be
cornprofmised. Learn More

2. Navigate to http://10.220.0.30/dashboard. Login to the OpenStack Dashboard with the
username student and P@ssword and press enter or click Connect

Note: User Name entries are not case sensitive, passwords are.

13 Except where otherwise noted, this document is
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_,l'/ n Instance Owerdiew - Opens.. X \'\,_ + @
€ 0 10220030/ dashboard/project! < Search wBa ¥+ & @ =
u Openstacl( B= XY Z Company ¥ & student
Project ~ Overview
Compute L
Limit Summary
Overvien
Instances
Wolumes
Instances VCPUs RAM Floating IPs =
Images Used 0of2 Used 0aof3 Used 00f3,072 Used 0 of 4

Access & Security

Network @

Security Groups Volumes

Identity v Usged1of2 Used 0 of10

Volume Storage B

Usged 0of1,000

Usage Summary

Select a period of time to guery its usage:

5. This is the homepage of the OpenStack Dashboard as seen from the XYZ Companies’
customer perspective.
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Lab 9: Create an OpenStack Key Pair

= ~ -EI

/ n Instance Owerview - OpenS., % \ + EI-@
€& OF 10,220,030/ dzshboard/project, c Q, search ﬁ E 4+ @ =
n Openstack = XYZ Company = & student »
Project - Qverview

Compute

Limit Summary

Civerview
Instances
Wolumes
Instances VCPUs RAM Floating IPs L
Images Used 0of 2 Used 0of 3 Used 0of 3,072 Used 0of 4
Access & Security
Network v
Security Groups Volumes
Identity v Used 1 of 2 Used 0of10

Volume Storage M

Uged 0of1,000

Usage Summary

Select a period of time to query its usage:

1. From the Compute tab, Click on Access & Security

15 Except where otherwise noted, this document is
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’ ~ =
,"/ n Access 8 Security - OpenS.. ® \\, + EI@
€ © 10,220.0.30/ dashboard/projectfaccess_and_security, c Q, Search ﬁ’ E 3 & 9D =
n Openstack = XY7 Company = & student
Project - Access & Security
Compute » Security Groups Key Pairs Floating IPs APl Access
Crverview

Q + Create Security Group
Instances O Name Description Actions

walurmes O default Default security group Manage Rules
Irmages Displaying 1 item

Access & Security

Netwaork w

Identity w

2. Click on Key Pairs

16 Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.



Module 4: Create a Key Pair and Launch a CentOS 7 Instance

Project

Compute

Network

Identity

s

Orvervign
Instances
Wolurmes
Images

Access & Security

r h
| B Access & Security - OpenS.. % | =+

€ @ 10,220,030/ dashboard projectfaccess_and_security”

&3 openstack

[E=1 Eon 5
c Search w8 ¥ &# O =
= ¥¥Z Company = & student =
Access & Security
Security Sroups Ke;;;;rs Floating IPs APl Access
& Create Key Pair || & Import Key Pair
Key Pair Name Fingerprint Actions

Mo items to display.

3. Click on Create Key Pair

17
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n Access & Security - OpenS.. %

l: ) 0] 10.220.0.30/dashboard/project/access_and_security)

C'||O\Sear'ch |ﬁ|g + #

Create Key Pair

. *
| student

Description:

Key pairs are ssh credentials which are injected into
images when they are launched. Creating a new key pair
registers the public key and downloads the private key (a
.pem file).

Protect and use the key as you would any normal ssh
private key.

Cancel

4. Enter “student” in the Key Pair Name block. Click Create Key Pair.

18 2 Except where otherwise noted, this document is
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. [E=]r=]
J B Download Key Pair - Open... % .+
€ o 10.220.0.30/dashboard/project/access_and_securityfkeypairsstudent/download/ c Search ﬁ:{ E ¥+ & O =
u Openstack B2 R I Company ¥ & student -
Project - Download Key Pair
Compute »
The key pair "student” should download automatically. If not use the link below.
Orwervigwy
Opening student.pem @
Instances Download key pair "student” You have chosen to open:
Yalumes | student.pem
which is: pem File (1.6 KB}
Images from: hitp://10.220.0.30

Hetwork

Wéhat should Firefox do with this file?

Access & Security

19

@ Save File
[T] Do this autoratically for files like this frarm now on,
Identity @
o |

You should see a windows popup asking if you want to open or save the student.pem
(1.64KB) from: http://10.220.0.30? Click on Ok

Except where otherwise noted, this document is
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[E=8 e
@Uv‘ & » Labsup » Downloads - ‘ 6y| ‘ Search Downloods o]
Organize = Include in library = Share with = MNew folder =~ [ L@.'
ST Harme ° Date madified Tz Size
Bl Desktop I || student.pern T/21/2017 7:19 AWM PEM File 2KB I
& Downloads
5] RecentPlaces

wa Libraries

3 Documents
rJ"- Music

=] Pictures
B videos

18 Computer
& osic
o New Walurne (D)
o CD Drive (E)
o New Walume (T

o ThawSpacel (Ti)

&‘I_i Metwork

ll L 1itern

6. Check the Downloads folder on the host PC for the student.pem file

Continue to Lab 10

Except where otherwise noted, this document is
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Lab 10: Launch a CentOS 7 Instance

,-"/ B Download Key Pair - Open... # \'-,_ +

€& O 10.220.0.30/dashboard/project/access_and_securiykeypairs/student/download) c Search ﬁ @ 4+ A O =
u Openstack = XYZ Company = & student »
Project - Download Key Pair

Compute ~

The key pair "student" should download automatically. If not use the link below.

Civerview

Download key pair "student”

Wolumes
Images

I Access & Security

Network i

Identity i

1. Click on the Instances tab.

Note: Although the customer has only one Project, XYZ Company, you should always
ensure that you have selected the correct project, before you start making any changes.

Virtual Machine Image

A virtual machine image is a single file which contains a virtual disk that has a bootable
operating system installed on it. The image files come in different formats, for example:
AKI/AMI/ARI, ISO, OVF, QCOW2, RAW, VDI, VHD, VHDX, and VMDK to name a few. Most
of these disk formats are specific to an entities such as Amazon, Microsoft, VMware,
Virtual Box, and open source Linux Hypervisors.

21 Except where otherwise noted, this document is
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v . =
_,-‘/ n Instances - OpenStack Das.. \'-, +
€ | (D 10.220.0.30/dashbosrd/projectfinstances/ c Search ﬁ B ¥+ @ =
u openstack = XYZ Company & student v
Projoct - Instances
Compute a Instance Name = E‘ Filter & Launch Instance
Instance Image P . Ke: Availability Power Time since "
Civarview Name Name Address Size Pair Status Zone Task State created Actions
Instances Mo iterns to display.
Wolumes

Images

Access & Security

Network A

Identity &2

2. Click on Launch Instance

Virtual Machine Image

Virtual machine images are available from numerous sources for download, which include
open source, commercial vendors, or can even be created by the user.

For example: Open Source CentOS 7 images can be downloaded from the following URL:
http://cloud.centos.org/centos/7/images

Windows Cloud Images (Evaluation) from the following URL:
https://cloudbase.it/windows-cloud-images/

22 Except where otherwise noted, this document is
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u Instances - Opendtack Das., ®

I:\(- ) @ | 10.220.0.30/dashboard/projectfinstances/ c ||Q Search | ﬁ | B ¥ # =

Launch Instance

Flease provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance e

Details - ) .
== count. Increase the Count to create multiple instances with the same settings

Instance Name * Total Instances (2 Max)

Source *

CentDs 7

*
Flavar 50%
‘Availability Zone

Metworks ¥
nova
B O Current Usage
Metwork Ports count * 1 Added
1 Remaining

Security Groups 1
Key Pair
Canfiguration

Metadata

® Cancel & Launch

3. The Launch Instance wizard should open, Enter CentOS 7 the Instance Name block and
keep the default Availability Zone and Count. Click on the Source tab.

23 2 Except where otherwise noted, this document is
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fn Instances - OpenStack Das... x\+

(@] 10.220.0.30/ dashboardprojectfinstances/ c Q, Search ‘ﬁ @ 4 @ =

Launch Instance

Instance source is the ternplate used to create an instance. You can use a snapshot of an existing instance, an imag e

Details ) ;
or a volume (if enabled). You can also choose to use persistent storage by creating 2 new volume.

Select Boot Source Create New Volume
Image E| Yes ‘ Mo ‘

Allocated
Hame Updated Size Type Visibility

Flavor *

Metwarks *

Metwork Ports
Select & source from those listed balow

Security Groups

v Ayailable Select one

Key Pair
Q

Configuration
Hame = Updated Size Type Visibility

etadata
8117 356 P
» centos M 96294 WB QCOW2 Public

> Windows2012 ﬁfﬁ? 41ar 15.55 GB Qo2 Public

*® Cancel < Back Mext & Launch Ing

4. Accept the default Image for the Select Boot Source and click on Yes to Create New
Volume

Note: The instance can launch successfully without selecting Create New Volume, but using the
create new volume feature allows for automatically deleting the volume with the instance
whereas launching an instance without selecting create new volume requires that the
administrator manually recover the disk space, which is not shown in this series of labs.

24 2 Except where otherwise noted, this document is
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[E= ol 5

/n Instances - OpenStack Das.., X\+

(@) 10.220.0.30/dashboard/project/instances/

Launch Instance

Details

Flavor *

G | Q Search

wBa &+ & O

Instance source is the ternplate used to create an instance. You can use a snapshot of an existing instance, an imag 0
ar a volume (if enabled). You can also choose to use persistent storage by creating a new volume.

Select Boot Source

Image

Create New Volume

B ‘El Mo

Metworks *

Volume Size (GB) *

Delete Yolume on Instance Delete

Metwork Ports

Security Groups

key Pair

Configuration

Ietadata

10 B | | Yes | Mo
Allocated L
Name Updated Size Type Visibility
Select g source from those hsted below
W Ayailable Select one
Q,
Name = Updated Size Type Visibility
¥ centos i:”w S P 952,94 MB Qo2 Fublic +
¥ Windows2012 i:m? AP 15.55 GB QCOMY2 Public +
- ] 2

5. Change the default Volume Size (GB) from 1 to 10 and Click on Yes to Delete Volume

on Instance Delete

25
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===

fﬂ Instances - OpenStack Das... X\+

| (- ) @ | 10.220.0 30/ dashboard fproject/instances/ e || Q search ﬂ' B ¥+ #

Launch Instance

Instance source is the template used to create an instance. You can use a snapshot of an existing instance, an imart e
or a volume {if enabled). You can also choose to use persistent storage by creating a new volume

Details

Select Boot Source Create New Volume
Irmage E| ‘ Yes Mo
Flavar * '
Violume Size (GB) * Delete Yolume on Instance Delete
Metworks ¥ ( 1 [
10 B | ‘ Yes | Mo
Metwork Ports
Allocated A
Security Groups Name Updated Size Type Visibility
Key Pair Select @ source from those listed below
Caonfiguration
v Ayailable Select ona
Metadata
Q
Name = Updated Size Type Visibility
> centos i:”ﬁ' e 96294 MB QCOWY2 Public B

> Windows2012 i:”ﬁ H14p 15855 GB Qo2 Fublic +

6. Click on the +icon to select the centos image

Note: You can see information about when the image was updated, its size, type and
visibility. CLOUDTech set the Visibility to Public as contracted for by XYZ Company.

26 g Except where otherwise noted, this document is
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jn Instances - OpenStack Das... x\+ EIE

@ | 10.220.0.30/dashboard/projectfinstances/ C || Q Search 'ﬁ' B 4+ @ =

Launch Instance

Instance source is the ternplate used to create an instance. You can use a snapshot of an existing instance, an imag e

Details . . .
ot a volume (if enabled). You can also choose to use persistent storage by creating 2 new volurme,
Select Boot Source Create New Volume
Image | Yes Mo
Volume Size (GB) * Delete Yolume on Instance Delete

Metwarks ¥ f
10 Ny | Yes | Mo

Metwark Ports

Allocated
Security Groups Name Updated Size Type Visibility =
Key Pair
g > centos ﬁfﬂ? GBI 962.94 MB Q02 Public -

Configuration
Metadata v Auailable Select one

@, | Click here for filters.

Name = Updated Size Type Visibility

> Windows2012 3’1;’1? 4rap 16.55 GB QO Fublic +

x Cancel < Back Mext »

7. Click on the Flavor tab.
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/ n Instances - OpenStack Das., % \ +

€& O 10.220.0.30/dashboard/project/instances/ c Q search ﬁ’ ﬁ ¥+ # =

Launch Instance

Detail Flavors manage the sizing for the cormpute, memory and storage capacity of the instance.
etails
Allocated

Source Name RAM Total Disk Public

Select an term from Avatlable iterns below

Metworks ¥
v Available Select one

Metwork Ports a

Secunty Groups Name Total Disk Public

Ky Pair m tiny 1 GB

Configuration mi. small 10 GB

Wetadata
m1.medium 20 GB

mi.large 80 GB

mi.xlarge 160 GB

x Cancel < Back Mext »

8. Flavors manage the sizing for the compute, memory and storage capacity of the
instance. In this case they range from tiny to xlarge. If you hover your mouse over the
yellow triangle, you will see that the large and xlarge require more resources then XYZ
Company’s quotas permit. For this instance, Click on the + tab to move the m1.small
flavor to the Allocated block above, shown on next page.

Flavor

Flavors define the compute (VCPUS), memory (RAM), and storage capacity (Total Disk),

resources of the virtual machine, and whether the flavor is public (available to others

users). Having a variety of flavors available, allows a more efficient use the total amount
of resources contracted for with CLOUDTech.
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EE X ]
n Instances - OpenStack Das.. ®

) @ | 10.220.0.30/dashbosrd/project/instances/ ¢ ||O‘S&C"rm | wBa ¥ & O

Launch Instance

Detalls Flavars manage the sizing for the compute, memary and storage capacity of the instance

Allocated
Source Hame Total Disk Public

22 Gl Gl 1068 ‘e

Metworks *

v Ayailable Select one
Metwork Ports
Q, | Click here for filters.

Security Groups
Hame VCPUS Total Disk Public

Key Pair
mi.tiny 1 GB Yes

Configuration
m1.medium
Wetadata

m1.large

1. xlarge

X Cancel < Back Mext » & Launch In

9. You can see that the m1l.small flavor has moved to the Allocated block. Click on the
Networks tab
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fn Instances - OpenStack Das.. X\+

| (' HO] 10.220.0.30/dashboard/project/instances’ ¢ Q search ﬁ E 3+ # =

Launch Instance

Details Metworks provide the communication channels for instances in the clood

v Allocated Select netwarks from those listed below.

Source Hetwork Shared Admin State Status

Flavor Select an fem from Available ftems below

w Available Select at least one network

Metwark Ports Q

Security Groups Network = Shared Admin State Status

Key Pair > private Ma Up Active B

Configuration » public Mo Up Active +

Metadata

10. Networks provide the communication channels for instances in the cloud. Of the two
available networks, Click on the + tab to select the private network and move it up to
the Allocated block as shown in the Flavors step. Click on Network Ports

Note: The public network will be allocated in the next lab.

Networks

When launching an instance, select the private network to allocate to the instance. The

public (external) network will be allocated as a Floating IP address in a separate process

during a later lab.
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u Instances - OpenStack Das.. x

Y.,
L (- 1 ® 10.220.0.30/dashboard /projectfinstances/ ¢ | | Q, search ‘ ﬁ | E ¥ # =
N

Launch Instance

Ports provide extra communication channels to your instances. You can select ports instead of networks or & mix of 9

Details bath,

Source v Allocated Select ports from those listed below.
Name = Admin State Status
Flavar
Select an flem from Available items below

Metworks
v Ayailable Select one

o}
Security Groups
Admin State Status

Key Pair

Mo available tems

Configuration

Metadata

* Cancel < Back Mext » & Launch Instance

11. Port provide extra communication channels to your instances. You can select ports
instead of networks or a mix of both. We will not use any Network Ports in this lab.
Click on the Security Groups tab
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=[]
/n Instances - OpenStack Das... x\+ EI

RO 10.220.0.30/dashboard/project/instances, < Q search ﬁ E 3+ ®#

Launch Instance

Select the secunty groups to launch the instance in
Details yarp

w Allocated

Source Name *

Flavor » default

Metwarks

~ Ayailable Select one or rmore
Metwork Ports
Q

Description
Mo avallable items

Configuration

Metadata

% Cancel & Launch Instance

12. The Default security group is selected by default. Click on the Key Pair tab

Note: For this instance we will use the default security group, in later labs you will
create a new Security Group that is dedicated to the XYZ Company project.

Security Groups

A Security Group is a named collection of network access rules that limit network traffic

to instances. By default all outbound network traffic from an instance is allowed and all

inbound network traffic to an instance is blocked , unless specifically allowed by a rule.
You will configure several security group rules in later labs.
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fn Instances - OpenStack Das.. X\+

| (' | (0 10.220.0.30/dashboard/prajectfinstances/ [ Q Search ﬂ B 3 # =

Launch Instance

Akey pair allows you to S5H into your newly created instance. You may select an existing key pair, import a key ps e

Details .
or generate a new key pair

Source + Create Key Pair & Import Key Pair

Flavar Allocated

Name

Metwaorks
? student

Metwark Ports

Security Groups v Awailable Select one
Q

Configuration Fingerprint

Mo avallable ltems
Metadata

x Cancel < Back & Launch Instance

13. A key pair allows you to SSH into your newly created instance. You may select an
existing key pair, import a key or generate a new key pair. The student key pair is
selected by default. Click on Configuration

Key Pair

Key pairs are a more secure method to logon to a system then using the traditional user
name and password. Key pairs should be assigned to an individual user and not assigned

to a project. Each individual user needs to download or import their specific key pair.

Managing key pairs will be addressed in later labs.
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n Instances - OpenStack Das.. *

Y,
[ (' 1 ® 10.220.0.30/dashboard/project/instances/ c ||O\ Search | ﬁ E + # D =
S

Launch Instance

‘fou can customize your instance after it has launched using the options available here. "Customization Script” is e

Detail .
sl analogous to "User Data" in other systems.

Source Customization Script Script size: 0 bytes of 16.00 KB
Flavor
Metuworks

Metwark Parts

Security Groups

ey Pair Load script from a file

Mo file selected

Disk Partition

Metadata
Automatic

Configuration Drive

x Cancel < Back Mext » & Launch Instance

14. You can customize your instance as the instance is building using the Customization
Script feature. You will use this feature on a later lab. Click on the Metadata tab

Note: The “Customization Script” is analogous to “User Data” in other systems.
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]n Instances - OpenStack Das... x\+ IEIM

é 0] 10.220.0,30/dashboard/project/finstances/ c Q search ﬁ E 4+ #
\

Launch Instance

Detail This step allows you to add Metadata iterns to your instance 9
etalls

‘fou can specify resource metadata by moving items from the left column to the right column. In the left column there
Source are metadata definitions from the Glance Metadata Catalog. Use the "Custom” option to add metadata with the key of

your choice
Flawvor . e

Available Metadata Existing Metadata
Q Q

Metwarks

Custom n

Metwork Ports

Security Groups

Key Pair

Configuration

You can specify resource metadata by moving iterns from the left column to the right colurmn. In the left column <

12. This step allows you to add Metadata items to your instance. We will not use this feature.
Click on Launch Instance (not shown, scroll down for Launch Instance button).
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y 3
/@ Instances - Openstack Das... V+

o o=

€& | (O 10.220.0.20/dashboard/projectiinstancess

< Q, Search

wBa 3+ & 9

n openstack = 3YZ Company & student v
Project - Instances
Compute . Instance Mame = E| Filter &b Launch Instance More ¢
Instance Image Ke: Availabili Power Time
Overview 4 IP Address Size y Status v Task since Actions
Name Hame Pair one State
created
Ingtances
olumes et 192.168.1.3  ml.small  student  Build nova Black ho 0 minutes Associate Floating
7 Device State
Images Mapping

Access & Secunty

Network i

Identity k4

“

Displaying 1 item

m

13. The CentOS 7 Instance will indicate Networking, Block Device Mapping, and Spawning.
Continue to the next page
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/ = |
| n Instances - OpenStack Das.. » | 4+
€ O 10.220.0.30/ dashboard/projectfinstances’ C Search ﬁ’ E J & D =
u Openstack ™= XY7 Company = & student =
Projoct - Instances
Compute . Instance Mame = E| Filter & Launch Instance Wore Actions -
Instance Image Ke: Availabili Power Time
Clvariew [m] 9 IP Address Size y Status y Task since Actions
Hame Name Pair Zone State
created
Ingtances
CentdS . . .
[m] 7 = 19216813 milsmall  student  Active  nova More§ Running §1 minute Create Snapshot -
Wolumes

Displaying 1 item
Images

Access & Security

Network %7

Identity ¥

1

14. Once the Instance has finished spawning, the Power State will change to Running.
Continue to the next page

Note: You can also see the private IP Address, 192.168.1.3 that was assigned by DHCP,

which you configured in the previous lab. Also, the instances status is Active and you can
see Time since created.
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- =N =R (S
J n Instances - OpenStack Das.. % | =
€& O 10,220,030/ dashboard/projectfinstances/ [ Q, Search ﬁ’ % 4 H# =
n upenstacl( B ¥YZ Company » & student »
Project - Instances
Compute " Instance Mame = E| Filter & Launch Instance More Actions -
Instance Image Ke Availabili Power Time
Overvien 4 IP Address Size y Status v Task since Actions
Name NHame Pair Zone State
created
Instances
Cent0s . .
7 - 19216813 mil.small  student  Active  nowva Mone  Running 1 minute Create Snapshot | =
Wolumes
Displaying 1 item
Images

Access & Security

Network 2

Identity @

i

15. Click on the Instance Name CentOS 7
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,-". n CentQO3 7 - OpenStack Das.. ® - +

= o=

(' ": 10.220.0.30/dashboard/projectfinstances/28edcBad-ddel-dacl-bb3-aced2elcT2aa/ c

3 openstack

B =YZ Company »

Instances / CentOS 7

Project
Civerview Log
Compute a
NHame
Civerview 1D
Status
Instances Availahility Zone
Created
“alumes Time Since Created
Images Specs
Access & Secunty Flavor Hame
Flavor ID
Network v RAM
VCPUs
Disk
Identity v

IP Addresses

Private

Security Groups

default

Metadata

Console Action Log

CentdS 7
28edcBad-ddcl-dacl-bSb3-aced2elc? Zaa
Active

niova

Aug. 16, 2017, B:50 a.m

2 minutes

m1.small
720009M6-8512-4913-ad65-22f7 20064 255
1GB

1 %CPU

10GE

192165813

ALLOW IPvd to 0.0.0.0/0
ALLOW [Pvd from default
ALLOW IPvE from default
ALLOWY 1P to A0

Search

wB & & O =
& student «

Create Snapshot | -

m

16. On the Instances / CentOS 7 pane, you should see four tabs; Overview, Log, Console, and
Action log. The Overview tab is a quick method to see basic information about the

instance. Click on the Log tab
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===

P -
J BB Cent0S7 - OpenStack Das.,

€& ) | 10.220.0.30/dashbosrd/prajectfinstances/2iedciad-ddcl-dacl-bib3-acedzelc Traa/ c Fearch w B ¥+ # =
n Openstad( = XYZ Company & student »
_ Instances / CentOS 7 Create Bnapshet | ~
Project
Crverview Consaole Action Log
Compute »
Log Length 35 “Wiews Full Log
oeniew | INStance Console Log
Instances cloud-init[718]: ci-info: Route info
cloud-init[718]: ci-infor +------- B Rt e E LT L Fo------ +
Valumes cloud-init[718]: ci-info: | Route | Destination | Gateway | Genmask | Interface | Flags |
cloud-init[718]: ci-infor +------- B Rt T et Fo-omm-- +
cloud-init[718]: ci-info: | 2 | 2.2.2.8 | 192.168.1.1 | 2.0.2.2 | etha | ug |
Images cloud-init[718]: ci-infao: 1 | 192.168.1.2 | @.9.@.@ | 255.255.255.@ | ethe | u | =
cloud-init[718]: ci-info: +------- B Rt T et Fo-omm-- +
Access & Security [[32m QK [8m] Started Postfiz Mail Transport Agent.
Cent0S Linux 7 [Care)
v
Hetwoik Kernel 3.18.8-229.14.1.el7.x36_64 on an xB5_6d
Identity " host-192-168-1-3 login: cloud-init[3559]: Cloud-init w. @.7.5 running 'modules:config' at Wed, 16 fug 2017 @6:5

cloud-init[358@]: Cloud-init v. @.7.5 running 'modules:final' at Wed, 16 4ug 2017 @6:52:16 +@008. Up 12.37 seco
ci-info: ++++++++++futhorized keys from shomeicentos/.sshifauthorized_keys for user CERTOS+++++++t+it
ci-info! +--------- S Y Eaa ) Hosccossos foccocsosscososonsos +
ci-info: | Keytype | Fingerprint (mdS) | options | Commert |
ci-infao:
ci-infao:
ci-infao: -+

ec?: 256 4F:lb:B@:el:76:f1l:a@:b5:61:7@:fl:@b:3b:d7ibeif2 (ECDSA)
ec?: 256 93:b5:3b:d6:3d:iae:bl:11:48:49:54:d@:FE:F5:6d:dY (ED25519)
ec?: 2848 de:aBida:fciba:f2:4b:bo:83:1b:41:@8:57:1a2:e7: 3¢ (RSAY

17. The Instance Console Log provides a text log of events related to a particular instance.
You can also Click on the View Full Log to see more information.
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B CentOST - Openstack Das.. % http:ff’lﬂ‘220‘0...e0c72aafcnnsoD+

@ | 10.220.0.30/dashboard/projectfinstances/28edcbad-ddcl-dacl-bih3-aced2eDc T 2aafconsol Search

[H[J[1;1H[?251[m[H[J[1;1H[Z0;7H[wUse the " and v keys to change the selection.

Press 'e' to edit the selected item, or 'c' for a command prompt. [4:50H [Tm[4:;1H
Linux 3.10.0-229.14.1.el7.x86_64 [m[4;79H[m[m[5; 10 CentQ3 Linux 7 (Corel,
DafD4dic78ad4iaesficc2 6602375 (M 5; 790 [mm 6; 1H
[m[6;79H[m[wm[7; 1H
[m[&;79H[m[m[3; 1H
[m[10;79H[m[m[11;1H
[m[12;79H[m[m[13; 1H
[m[14;79H[m[m[15; 1H
[W[16:79H[m[m[17: 1H
[m[158:79H[m[15; 500 [4;79H[2Z;1H
The selected entry will be started automatically in 0Os.
Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup =subsys cpu
[ 0.000000] Initializing cgroup subsSys cpuacch

The selected entry will he started automatically in 1s.

ro crashkernel=auto console=tty0 console=tty30,115200n8 console=ttyd0,115200 LAMG=en U3.UTF-8

0.000000] e820: BIOS-provided physical RAM map:
.000000] BICS-e520: [mwem Ox0000000000000000-0x000000000009fhEf] ussble
.000o00] BIOS-eB2 [mwerm 0x000000000009fc00-0x000000000009E££fFf] reserved
.000000] BIOS-eS20: [mwem Ox00000000000£0000-0x00000000000££Ffff] reserved
.000000] BICS-e520: [wem Ox0000000000100000-0x000000003££dbEff] usable
.000000] BICS-e820: [mwem O0x000000003££d4c000-0x000000003££££££Ff] reserved
.000000] BIOS-eS20: [wem Ox00000000feffcO00-0x00000000feffffff] reserved
.000000] BIOS-eS20: [wem Ox00000000fffc0000-0x00000000fEfffEFEf] reserved
.000000] WX (Execute Disshle) protection: active
.000000] SMEBICS 2.8 present.
.000000] Hypervisor detected: EVH

.000000] Mo AGP bridge found

.000000] e8Z0: last_pfn = Ox3ffde mwax_arch pfn = 0x400000000

.000000] PAT not supported by CPU.

.000000] found ZMP MP-table at [mem O0x000£73d0-0x000£73df] mapped at [££££8800000£7340]

i e e e e e e R o e o e R e e e R e

.000000] init_memory mapping: [mem 0x00000000-0x000LLLLL]

.000000] init_memory mapping: [mem O0x3fc00000-0x3fdfffff]

.000000] init_mewory wapping: [wem 0x3c000000-0x3fbEffff]

.000000] init_mewory wapping: [mem 0x00100000-0x3bffffff]

.000000] init_memory mapping: [mem 0x3fe00000-0x3fLdbfff]

.000000] RAMDISK: [mem Ox33fed000-0x35fdefff]

.000000] ACPI: RSDF O000QO0OOO0£71a0 00014 (w00 BOCHS

.000000] ACPI: R3DT O00000003ffeléS9c 00030 (w01 BOCHS EBEPCRIDT 00000001 EBXPC 00000001)
.000000] ACPI: FACP 000000003ffeOcl4 00074 (w0l BOCHS BEPCFACP 00000001 EBXPC 00000001)
.000000] ACPI: DSDT O0O0O0000O03ffe0040 OOED4 (w0l BOCHS EXPCD3DT 00000001 EXPC 00000001)
.000000] ACPI: FACS 000000003 £fe0000 OO040

.000000] ACPI: 33DT 000000003ffelc88 00SSC (w01 BOCHS EBEPCIZDT 00000001 EBXPC 00000001)

Cent(03 Linux 7
with Linux O-rescue-

[4:79H[225h[H[J[1:1H[H[J[1:1H]

(Corel,

[m[7:79H[m[m[S; 1H

[m[9;79H[m[m[10; 1H
[m[11;79H [m[m[12; 1H
[m[13; 79H[m[m[ 14; 1H
[m[15; 79H[m[m[16; 1H
[m[17;79H [m[m[18; 1H

with

[4:79H[ZZ2;1H

0. 0000007

[ 0.000000]1 Linux version 3.10.0-229.14.1.e17.286_64 (builderfkhuilder.dev.centos.ory) [gee version 4.5.3 20140911 (Red Hat
4.5.3-9) (GCC) ) #1 SMP Tue Sep 15 15:05:51 UTC 2015
[ 0.000000] Command line: BOOT_IMAGE=IbDUt/vmlinuz—3.10.0—229.14.1.21?.){86_64 root=U0ID=AdS3f0afe-5a00-40ff-05535-5fa0a3Slcdba

m

18. The View Full Log tab will open a new web page to view the entire log. Review and close

the new web browser page. Continue to the next page
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Project

Compute

Network

Identity

BB CentOST - OpenStack Das...

& 10,220.0.30

3 openstack

Crverviewr
Instances
Wolumes
Images

Access & Security

o el fE
Search wB ¥§ & O =
= X¥Z Company » & student =

Instances / CentOS 7 Create Snapshot | ~

Cherview Log Consale Action Log

Instance Console

If console is not responding to keyboard input: click the grey status bar below. Click here to show only console
Tn exit the fullscreen mode, click the browser's back hutton

m

ent03 Linux 7 (Core)
[Kernel 3.10.0-229.14.1.e17.xB6_64 on an xB6_H4

jhost-192-168-1-3 login:

19. Click on the Console tab. This will open a console view of your new CentOS 7 instance.
Click on the Action Log tab

Note: For any instances that have a Key Pair allocated to it, you will not be able to login
using this console.
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a8 ™~
| B CentQST- QpenStack Das., x | +

[E= ol =)

€ | O 10.220.0.30/dashboardfprojectfinstances/2Bedcdad-ddel-4acl-bib3-acedZe De T 2ans

n Openstack = Y7 Company ¥

) Instances / CentOS 7
Project
Clverview Log Console ] Action Log
Compute ~
Request ID Action
Crverview
req-5e06fa9f-7661-40e0-b090-35d5c2e97117  Create
Ingtances
Displaying 1 item
“olurmes
Images
Access & Security
Network ®
Identity @

c Search

Start Time

Aug. 16, 2017, 6:50 a.m.

wB & & O

Create Snapshot | -

User ID

17f83efca2cB40d68beb003adciacesa

& student v

Message

43

20. The Action Log provides basic information on the instance.

End of Module 4, continue to grade script
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Run the grade script

Openstack_Mitaka WS - Whiware Workstation === @
File Edit ‘iew WM Tabs Help - | & SRR = iy I =
Lib x
(L @ MMy Camputer EL‘ Openstack_Mitaka_WS
Type here to search -
CentDS Linux 7 (Core)
ooty Kernel 3.10.8-514.26.2.e17.x86_64 on an xB6_64
E“ Openstack_Mitaka WS
PErStaCh_ S Cnen openstack login:
Shared Whis
To direct input to this Wh, click inside or press Ctrl+G, = 'ﬁ 7

1. Return to Workstation and Click on OpenStack_Mitaka_WS VM

Note: The OpenStack_Mitaka_WS console may still be open on your desktop from when
you ran the setup script
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Openstack_Mitaka s - Witware Workstation | @

File Edit ‘iew WM Tahs Help v | B SRR I iy R | 7=

[55] 1y Computer (5 Openstack_Mitaka_Ws

Cent0S Linux 7 (Core)
Kernel 3.180.8-514.26.2.el7.=86_64 on an xB6_64

openstack login: root
Password: _

To direct input to this Wk, click inside or press Ctrl+G, = % [

2. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it
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(B Openstack_Mitaka WS - Vidware Workstation || == @
File Edit ‘iew WM Tabs Help > | & SRR | I iy, R | =

@ Iy Computer E‘ Openstack_Mitaka_Ws

Cent0S Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.xB86_64 on an xB6_b4

: root

! Wed flug 16 BZ2:58:54 on ttyl
[rootRopenstack “1# ... config-graded.sh

To direct input to this W, click inside or press Ctrl+G, i E‘f‘ D

3. Enter the command; ../config/grade4.sh and press Enter
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-

[E) Openstack_Mitaka WS - Whtware Workstation | @
File Edit ‘iew WM Tabs Help > | & SO I e, B =

@ My Computer E" Openstack_Mitaka_WSs

Cent0S Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.xB6_64 on an =x86_64

: root

! Wed fiug 16 B2:58:54 on ttyl
[root@openstack “1# .. config-graded.sh
PA3S The student key pair is present.
PA3S The Cent0S 7 instance is present.
[rootBopenstack ™1

To direct input to this Wi, click inside or press Ctrl+G, 'ﬁ 7

4. The grading script will produce an output with or FAIL for each of the categories,
similar to the screen capture above. If you receive a FAIL on one or more of the
categories, you can go back and fix the issue and run the grading script again, or you can
revert the OpenStack_Mitaka_v2 VM to the base snapshot and start over again.

This completes Module 4, continue to conclusion
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Conclusion:

You have successfully assisted the customer with creating a key pair and launching their
first instance. There are more configurations that are needed before the CentOS 7 cloud server
is ready for the customer to connect to and begin their configurations. Your next field visit to
XYZ Company will be to show the user how to permit SSH traffic and how to connect to the
server using a Windows virtual machine.
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