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Introduction

You have been hired as an intern with CLOUDTech Inc. CLOUDTech is a Cloud Computing
consulting firm and Cloud Provider supporting thousands of clients in the region. The company
provides a wide range of services to support migrating client Information Technology
infrastructure to a Private, Hybrid or Public Cloud environment. You learned that the company
has multiple departments and you will start your internship working with the Cloud hosting
department customer support team.

The Cloud hosting department provides multiple platform and vendor Cloud hosting services
for Infrastructure as a Service (laaS), Platform as a Service (PaaS), Software as a Service (Saa$)
and many other as a service offerings. The support team is responsible for helping customers
with any issues related to their Cloud infrastructure hosted at and provided by CLOUDTech.

You will perform hands-on exercises to learn about the OpenStack Cloud implementation
CLOUDTech uses to host customer Cloud environments.

3 Except where otherwise noted, this document is
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Lab Objectives

Learner will be able to:

e Manage OpenStack Key Pairs, SSH to an instance using PuTTY installed on a Windows
VM and SSH to an instance using the Linux command line

Labs 14-16

This lab will guide the student through managing OpenStack Key Pairs, connecting to an
instance using PuTTY and the Linux command line.

(Note: This lab is designed to be completed on an NDG NETLAB System with the
IST198_OpenStack_HXXX POD installed. The labs can also be completed on a physical
machine with the appropriate software packages installed, or a PC that has VMware
Workstation installed with the appropriate virtual machines configured).

4 Except where otherwise noted, this document is
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Prepare the OpenStack Virtual Machines

4.0.1 nt

1. Launch the VMware Workstation Pro application

(B VMusare Warkstation =8 E=R =<
File Edit View VM Tabs Help | B = | | | = |
Library x =5 My Computer
‘ Q Type here to search v| @M l
o 8 e y Computer -
31 Openstack_Mitaka W3 Harme = s
‘ga:ze\:;:(kws’(hm {5 Spenstack_biitaka W5 Bowered ot
(71 Openstack_WS_client? Powered off
2. Workstation should have two virtual machines (VM) installed; Openstack_Mitaka_WS
and Openstack_WS_client2.
Openstack Mitaka WS - Vivware Warkstation =8 E=n[~=|

File Edit View VM Tabs Help | B~ | | 200 ‘ﬂ ‘

Library x

(58] py Computer ] () Openstack_Mitaka_ws 1 [ Openstack_ws_client2

@ Openstack_Mitaka WS

‘ Q, Type here to search -‘

B Crpemey e sl machine
Shared VM ne settings
Mark a5 Favorite ol rmachine
Rename..
Remowe
@ Fower , | 868
Remavable Devices |3
Pause 8168
Auto detect
Send Ctrl +Alt=Del MaT
Grab Input 1 monitor
(5 Snapshot » |45 Take Snapshot..
Capture Sereen (50 Rewvertto Snapshot: Base Snapshat
A Manage b |55 Snapshot Manager
St Toelk 1 Base Snapshot 8/14/2017 2:40:08 PM
Settings

3. Ensure that the Openstack_Mitaka_WS is at the correct starting point by reverting to
the base snapshot. Right Click on Openstack_Mitaka_WS then Snapshot>Base

Snapshot. Repeat for the Openstack_WS_client2 VM.
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(@) Openstack_Mitska WS - Whiware Workstation

File Edit \iew WM Tabs Help - IONONCHE n|i==4

Libra %
2/ {5 Openstack_Mitaka_ WS | (5] Openstack wS_cliertz

ﬁ Openstack_Mitaka WS

Q. Type here to search -

Power an this virtual machine
2Z1Editvirtual machine settings
[ Uparade this virtual machine

Shared WMs

~ Devices
W bemory 568
I Processors 3

(2 Hard Disk {SCS) 80 GB
)CD/OVD DE)  Auta detect

& Network Adapter MAT

I Display Lmonitor

* Description
Type here ta enter a description of this
wartual machine,

4. Power on both VMs by selecting one of the two VMs and clicking on Power on this virtual

machine. Repeat for the other VM.
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Lab Scenario

As part of CLOUDTech’s customer support team, this is your third field visit to XYZ Company.
During this visit, you will assist the customer with managing their key pairs and using the key
pair to connect to their instance using Putty and the Linux command line.

Lab Settings

The information in the table below will be needed in order to complete the labs. The task
sections that follow provide details on the use of this information

Virtual Machine (VM) | IP ADDRESS Account Password VM Type

Client2 10.220.0.2 Student P@ssword CentOS 7 Client

Serverl 10.220.0.30 root P@ssword OpenStack Mitaka
OpenStack Dashboard | 10.220.0.30 Student P@ssword Web Page Login credentials

Note: In this OpenStack VMware Workstation environment, the two VMs can be reverted back
to their base snapshot at any time. This means that you can explore or experiment without fear
of permanently damaging the OpenStack environment. If you make a mistake that you can’t
recover from, then stop and revert the appropriate VM to the base snapshot and everything
will be back to a known good starting point.

7 Except where otherwise noted, this document is
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Run the lab setup script

Openstack_Mitaka WS - Widnare Workstation =0 EE @
File Edit ‘iew WM Tabs Help - | & O 0 e = 3| |FE
Lib X
Y @My Computer E‘Dpenstack)‘litakaiws E“OpenstackﬁWSfclien&
Type here to search -
Cent05 Linux 7 (Core)
=1 = My Computer Kernel 3.18.8-514.26.2.e17.x86_64 on an xB6_64
E“ Openstack_Mitaka WS
[ Openstack_WS_client2 openstack login: root
Shared Whis Password: _

To direct input to this Wk, click inside or press Ctrl+G. g Iﬁ D

1. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it

8 Except where otherwise noted, this document is
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Openstack_Mitaka WS - Yhdware Workstation E=8|S08 @
File Edit ‘iew M Tabs Help v | & O e =S| |E
@ My Computer E“ Openstack_Mitaka_Ws Eﬁ Openstack_w'S_dlient?

Cent03 Linux 7 (Corel)
Kernel 3.18.8-514.26.2.e17.x86_64 on an xB6_64

openstack login: root

Password :

Last login: Mon fug 14 18:39:86 on tiyl
[root@openstack “14 _

To direct input to this Wi, click inside or press Ctrl+G, g % D

2. After successfully logging in as root, you should see this screen. Continue to the next
page
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Openstack_Mitaka WS - Yhdware Workstation E=8|S08 @
File Edit ‘iew M Tabs Help v | & O e =S| |E
@ My Computer E“ Openstack_Mitaka_Ws Eﬁ Openstack_w'S_dlient?

Cent03 Linux 7 (Corel)
Kernel 3.18.8-514.26.2.e17.x86_64 on an xB6_64

openstack login: root

Password :

Last login: Mon fug 14 18:39:86 on tiyl
[rootBopenstack ~1# . .- config-labb.sh

To direct input to this Wi, click inside or press Ctrl+G, g % D

3. Type the command; ../config/lab6.sh and press Enter as shown in the screen capture
above to run the Lab 6 setup script

10 Except where otherwise noted, this document is
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(O Openstack_Mitaka WS - Wivhware Workstation = || ==
P =
D0 =S| E

File Edit ‘iew ‘%M Tabs Help b il

|¥| Iy Computer Eﬁ Openstack_Mitaka_Ws Eﬁ Openstack_W5_dientz

CentDS Linux 7 (Core)
Kernel 3.18.8-514.26.2.el7.x86_64 on an xB6_64

openstack login: root

Password:

Last login: Mon Aug 14 168:39:86 on ttyl
[rootBopenstack 14 ..-/config-labb.sh

Creating a new project named XYZ Company.
Creating a new user, student, for the XYZ Company.
Updating XYZ Company gquotas.

Creating a public network.

Set R1 external to the public network.

Creating a public-subnet.

Creating a router.

Creating a private network.

Creating a private-subnet.

Adding the private subnet to R1.

Setting the external gateway on R1 router.
Creating an XYZ Company Security Group.

Adding ICMP rule to the XYZ Company Security Group.

Adding 35H rule to the XYZ Company Security Group.

[rootRopenstack ~1# _

To direct input to this Wi, click inside or press Ctrl+G, ] % 7

4. After the setup command completes, you can minimize VMware Workstation.

Note: The script is complete when the [root@openstack ~]# prompt returns
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Access the OpenStack Dashboard

Openstack_Mitaks_WS - VNhware Workstation

Fie Bt View WM Tabs Help - | & AT Al =h=a

= My Computer [ Openstack_Mitaka_WS (55" Openstack WS_dlent2

1. Onyour host, open an internet browser

Note: Openstack_WS_client2 is a CentOS 7 desktop VM that you can use as an alternate
to the Windows host PC to accomplish all of the labs, unless specifically noted in the
instructions.
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_‘-". B Login - Openstack Dashbo., % w +

€ ) O B 10.220.0.30/dashboard/auth/login/next=/dashboard/ c Search wBa 3§ A 9

[E=5 e =

openstack

Login

User Name

student

Password
cessncee &

This connection is not secure, Logins entered here could be
cornpromised. Learn More

13

2. Navigate to http://10.220.0.30/dashboard. Login to the OpenStack Dashboard with the
username student and P@ssword and press enter or click Connect

Note: User Name entries are not case sensitive, passwords are.
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-
/@ Instance Quersiew - Opens.

€& OF 10.220.0.30/dashboard/projecty

3 openstack
Project -
Compute
Civerdew
Instances
Yolumes
Images

Access & Secunty

Network i

Identity it

.
x|+

o o=

< Q, Search

B XYZ Campany =

Overview

Limit Summary

Instances VCPUs RAM

Used 0 of 2 Used 0of 3 Used 0of 3,072
Security Groups Violumes

Used 2 af2 Used 0af10

Volume Storage

Used 0of1,000

Usage Summary

Select a period of time to query its usage:

wB +$ & @ =

& student »  —

Floating IPs
Used0of 4

5. This is the homepage of the OpenStack Dashboard as seen from the XYZ Companies’
customer perspective.
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Access & Security

Network k4

Identity i

Displaying 1 iterm

T

. ) =5 ECE 5
/B Instances - OpenStack Das... % +
€ O 10.220.0.30/ dashboard/projectfinstances’ Search 1} % 43 D =
u Openstack =1 XYF Company v & student v
Projoct - Instances
Compute & Ingtance Name = E| Filter & Launch Instance More Actic
Instance Image Ke BAoailabili Power Time
Civerview 4 IP Address  Size y Status v Task since Actions
Name Name Pair Zone State
created
Instances
192.168.1.3
Wolumes O CentOSF#3 - :—;:I'osatmg ml.small  student  Active  nova Mone  Running 2 minutes Create Snapshot
Images 10.220.012

5. Using the techniques learned in previous labs, upload the student key pair first, and

then launch an instance using the information in the table below.
Instance Name CentOS74#3
Source CentOS
Flavor ml.small
Network private
Security Groups XYZ Company
Key Pair student
Floating IP Address 10.220.0.12

Note: Why didn’t we script this portion of lab 6? As a cloud user you would probably use the
same key pair to access numerous instances, so you would have to upload that key pair for any
new instances that you are spawning. Additionally, there is not an easy solution to script the
uploading of a file from one VM to another VM, and practicing your new skills is always a good
thing. Refer to previous lab instructions as needed to complete the process.

15
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Lab 14: Manage Key Pairs
LB ) ;

BRe D olela]

1. OpenStack Key Pairs will require different techniques depending on what Operating
System (OS) that you are using. To connect to a Linux instance using the PuTTY terminal
emulator on a Windows OS, the key pair must be converted to .ppk file first, this is
because PUTTY is not compatible with the .pem OpenStack key pair format. On the
Windows host open PuTTYgen

Note: PuTTY, PuTTYgen and WinSCP are all free downloads.

Key Pairs

Key pairs enable SSH access to an instance. The key pair is injected into the instance as
the instance is launched. The image used to create instance must contain the cloud-init

package.

16 Except where otherwise noted, this document is
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E PuTTY Key Generatar @
File EKey Conwersions Help
K.en
Makey.
Actions
Eenerate a public/private key pair [ Generate ]
Load an existing private key file I Load I
Save the generated key Save public key Sawve private key
Parameters
Type aof key to generate;
(71 55H-1 [R5&) @ 55H-2 RS (71 55H-2 DSA
Mumber of bitz in a generated kew: 2048

2. Once the PUTTY Key Generator opens, Click on Load

Key Pairs

Key pairs belong to an individual, not a project. To share a key pair across multiple
users, each user needs to import that key pair.

17 Except where otherwise noted, this document is
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5’ Load private key: @
@Qv| 4 v Labsup » Downloads - | 4y | | Search Downloads pe |
Organize v MNew folder =~ [ '3@'

- Favorites it Mame : Date modified Type Size
a2l
Bl Desktop || CentOS-T-x86_64-GenericCloud-1500.qc.,.  7/25/2017 1151 4k QCOWE File 986,048 KB
& Downloads ﬁl freeFTPd 87472017 T:51 P Application 479 KB
=l Recent Places a:! MNEM_Labs_FireahdPSetup 87372017 2:23 PM Application 47,087 KB
|| student.pem 72142017 119 A PEM File 2 kB
- Libraries | windows_server_2012_r2_standard_ewal_k..  11/3/2016 110 PR QOS2 File 16,306,560 ...
3 Documents L L windowes_server_2012_r2_standard_ewval_k.. 7312017 12:40 PR GZFile 6,446,222 KB
J“. Music B, WinSCP-5.9.6-Setup T2A01T 218 PM Application 8,952 KB
| Pictures
B videos

M Camputer
& osc)
ca Mew Volume (D)
0 CD Drrive (E2)
ca Mew Valume (I
= ThawsSpace) (T 7

File name: student

Dpen |v Cancel

3. Navigate to the Downloads folder, and using the dropdown menu, select All Files (*.*)
Note: This lab assumes that the Key Pair that was created in a previous lab is still in the Downloads
folder. If not, create another key pair and save it to the Downloads folder and proceed with the lab.
Key Pairs
If an instance was created with a key pair injected, then you cannot access that instance
without the that key pair.
18 Except where otherwise noted, this document is
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5’ Load private key: @
@le 4 v Labsup » Downloads A4 | s | | Search Downlogds 2 |
Organize v New folder =~ 0 @

F Favorites it Marme : Date modified Type Size
)
Bl Desktop || CentQS-T-xB6_64-GenericCloud-1509.qc,.,  7/25/2017 1151 AR QCOMZ File 986,048 KB
& Downloads ﬁl freeFTPd 8/4/2017 151 PM Application STAKE
=l Recent Places Baed Labs FirethibSetun ST ot Db Aenlication A7 a7 kB
|| student.pem T/21/2017 .19 AW PEM File 2KB I
o Libraries L wandowes_server_d014 rd_standard_ewal_k... 11737016 TI0FRA QCO'WZ File 16,3%,560
3 Documents L || windows_server_2012 r2_standard_eval k..  7/31/2017 1240 PR GZFile 6,446,222 KB
J“. Music B, WinSCP-5.9,6-Setup 24017 18 PM O Application 8,952 KB
| Pictures
B videos

M Camputer
& osicy
a Mew Wolurne (D)
") CD Drive (E:
o Mew Vaolurne ()
= ThawsSpacel (T 7

File narme: student.pem

» | Al Files (**) -

Open |v Cancel

4. Select the student.pem file and Click on Open

Note: Your host’s downloads folder will contain different items then what is shown in the

screenshot shown above.
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[ B2 puTTY Key Generatar 7 || 22
| File Key Cornwversions Help

K.ep
Public key for pasting into OpenS5SH authonzed_keys file:

zshersa -

AAMBIMzaCT po2EAbAADALDABAAABADDMHdeDt0AeUEY /R TFE awS D CdE ku33)y

185 ek ICH 10 stk M bxgB 2L jZ<HN 51U pOUEK B SLphoal deliG 7zIP2G gl O k2 uzdur
bR AVE T haFE nol NT41 2hBeyd sPbB SR il

m

W 3pOF 2w _
+LaDw2NhL Py TTY gen Matice @ Tveyi =
K.ep finaerprif 'd2:fa
K.ey commen f 0 , Successfully imported foreign key
WY (OpenzH 33H-1 private key).
Key passphr To use this key with PUTTY, ywou need to
Canfirmn pass use the "Save private key" command to
save it in PUTTY"s own format,
Actiong
Generate afg | | erate
Ok I
Load an exig ad
Save the generated key Save public key | | Save private key |
FParameters
Type of key to generate:
55H-1 [R54) @ 55H-2 RS54 S5H-2 DS
MHumber of bitz in a generated key: 2048

5. You should receive a PuTTYgen Notice that the foreign key was successfully imported.
Click OK

20 Except where otherwise noted, this document is
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r@ PuTTY Key Generatar @

File Key Cormversions Help

K.en

Public key for pasting into OpenS5SH authonized_keys file:
zzh-rza -
ApAARAN 2501 pe2E At ADALARAALBALD M deOt0AeuEY /R TIFE awS »DCHE ku23y
185tk ICHI TR st b bwmg B 2L | Z4M 51 L pOUZE B 9L phoal de0iG 7zl P2G gl Ok 2 uzdur

W 3plF2ulvubp 50 AW FChaFEngl DT 41 2bEcud PN UG D C ek
+LaDw2NhLmT ABkhmi=T 986 304 2HEID Gk boel FhGYzdy gF I0+qeM inE Dbk T &'

K.ep fingerprint: geh-rza 2048 40:bf 2590 08:5b: ac: 9o Be: b8 d3:a8: 88:b4:d2:fa

m

1

K.ey comment: imported-openssh-key
K.ey pazzphraze:;

Canfirm pazzphraze:;

Actions
Generate a public/private key pair | Generate |
Load an exizting private key file [ Load ]
Save the generated key Save public key | | Save private key |
Parameters
Type of key to generate;

S55H-1 [R54) @ 55H-Z RS54 S5H-2 DS
Mumber of bitz in a generated key: 2048

6. Click Save private key

Except where otherwise noted, this document is
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B2 puTTY Key Generatar 7| 2

File Key Cormversions Help

(=T
Public key for pasting into OpenS5SH authonzed_keys file:

zzh-rza -
AddA B3 z2aC poZE AdAADALABANABALIDM=dc0t04eusy /R 1FE awS sDCAE ku33jy
1485 ek ICH 1L st M bxgB 2L 3N 51U pOUZK B SLphoal de0iG 7 zIP2G gl O k.2 uzdur
W 3pEF 20l ubp B0 A FChgFEngLD T 41 2bEcud sFXMMUnGE D Clhwih

+LaDw2MNhLmTABkhml=T gBR] 30 k4 2HEID Gk boel FhiEY zdvaFID+qc nE DBk T e

m

1

K.ey fingerpring PUT T gen Warning X | ):d2fa
K.ey comment;
Key passphra ! .-ﬂ.re WO SUFe you want to save this key

without a passphrase to protect it?

Confirm paszp

Actions
| Yes | | W[ | —
Generate a pu erate
Load an exizting private key file | Load |
Save the generated key | Save public key | | Save private key |
Parameters
Type of key to generate;
S55H-1 [R5A) @ 55H-2 R5A S55H-2 D54
MHumber of bitz in a generated key: 2048

7. Click Yes to save the key without a passphrase to protect it

Note: You may elect to create a passphrase to for additional security of your key pair
outside of the training environment.

22 Except where otherwise noted, this document is
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R4 | 5 | | Search Downloads

5’ Save private key as:
—
=~ @

ul\:/l | 4 v Labsup » Downloads

Organize « MNew folder

- Favorites i Mame Date modified Type Size
L
Mo iterns match your search,
& Downloads
=l Recent Places

m

o Libraries
3 Documents
rJ‘? husic
| Pictures

B videos

M Camputer
& o5
o Mew Wolurme (D)

4§ CD Drive (ED

7

student

PuTTY Private Key Files (*.ppk)

File name:

Save as type:

| cancel |

e

= Hide Folders

8. Enter the File name student and leave the default, Save as Type PuTTY Private Key Files

(*.ppk) and Click Save.

Note: You can use the same file name, student, because the file extension is different

.pem vs .ppk

Except where otherwise noted, this document is

23
Licensed under Creative Commons Attribution 4.0 License.



Module 6: Manage Key Pairs and Connect to an Instance using a Key Pair

rE PuTTY Key Generatar E‘:

File Key Conwersions Help

K.en
Public key for pasting into OpenS5SH authaorized_keys file:

zzh-rza -
AdpARINzaC ve2Edst DAL ARAALBALD M deOAeuEY /R IFE awSxDCHE ku23y
1/85/t ek ICHI TG st MbwgE 2 jZ4H 51 L pOUZE B AL phoal de0iG 7zl P26 gl Ok 2 uzdur
W 3p G F 20 ubhp Q50w FCEGFE nglD T 41 2bGcudsF<MMUNRGE D Chvih

+LgDwZMhlmT ABkhmixT g36) 9wk 4ZHED Gnkdboel PhiaYzdy gF I0+qohinE DBk T e

K.ep fingerprint; zshrea 2048 40:6F 2590 08:5b: ac: 9o 8e: 58 d3:a8:88:04. d2:fa

m

14

K.ey camment: imported-openssh-key
K.ev pazzphraze:

Canfirn pazsphraze:;

Actions
Generate a public/private key pair | Generate |
Load an exizting private key file | Load |
Save the generated key Save public key | [ Save private key ]
Parameters
Type aof key to generate;

S55H-1 [R5A) @ 55H-2 RSA S5H-2 DSA
Mumber of bitz in a generated kew: 2048

24

9. Close PuTTY Key Generator and open the Downloads folder
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418 Computer
&, 050C)
* ca Mew Wolurme (D)
» 0 CD Drive (E:)
*ca Mew Wolurme (I3
* = ThawSpacel (T3

> &‘ﬂ Metwark

4 iterns
N

E=3 Bl )
@\F/nv| & v Labsup » Downloads - | #" | Search Downiogds jel [
Organize = Include in library Share with + MNew folder = O @
45 Favorites Marne : Date rmodified Type Size
Bl Desktop | CentOS-T-x86_64-GenericCloud-1508.qc.,, 77252017 1151 AWM QCOWE File 486,048 KB
& Downloads ﬁ! freeFTRd /452017 T:51 P Application 479 KB
=l Recent Places S ok i bdD et LioidT 20 Dkt kiaaticn AL
| studentpem FA21/2017 119 Ak PEM File 2 kB |
4 Libraries '@ student 08/16/2017 11:40 AM PUTTY Private Key.. 2 KB
> 3 Documents L | windows_server_2012_r2_standard_eval_k..,  11/3/2016 1:10 Phd QO File 16,306,560 ...
> J’- Music L | windows_server_2012_r2_standard_eval_k.. 773172017 12:40 PR GZFile 6,446,222 KB
> &= Pictures 2, WinSCP-5.9.6-Setup F244017 218 P Application {0,952 KB
> B videos

10. You should see that there are two student files, student.pem and student.ppk

Note: Key Pairs are private and should be kept in a secure location and not shared with
others. Normally they would kept in a file on the user’s preferred OS or on a thumb

drive in some cases.
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11. Use WinSCP to copy the student.pem file to the Client2 VM (Linux OS) in the VMware
Workstation environment, which you will later use to SSH to the instance from Client2’s

command line. Double Click on WinSCP.

Note: Your host may not have the WinSCP on the desktop.
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& Lagin

G Mew Site

Lol & ]
Session

File protocol:
SFTP v

Host name: Part number:
10.220.0.2 22 =

-

User name: Password;

student sssssens

Tools -

Save |v advanced. .. |v

[ Lu:ugin |"’]

Close ] ’ Help

12. Enter Client2’s IP Address, username and password in the lab settings section on page
6, and as shown in the screen capture above. Click Login

File protocol SFTP (default)
Host name 10.220.0.2
Port number 22 (default)
User name student
Password P@ssword
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[ Docurments - student@10.220.0.2 - WinSCP = e ==
Local Mark Files Comrands Session Options Remote Help
M 55 B3 synchronize B P | 8 B Queue - Transfer Settings Default - i@
| & student®10.2200.2 |G New Sesson]
Z| My documents = |§ E m E P . student 2 E E m E @ Find Files | T
£ [m £ [m
ChUsers\Labsuph\Dacurments fhorme/student
Marne - nge Type Changed Marne = Size  Changed Rights Criver
PEER Parent ditectory __J#/4/2017 7:36:04 P 4. 11/3/2016 121145 PM rasrexrx root
ut Ry husic File folder 1071572012 1:53:27 PA .cache #/9/201F 2:52:00 PM Fui==- === student
=] by Pictures File folder 10/15/2012 1:53:27 PM .config 871672017 11:02:39 &b student
B My Wideos File folder 10/15/2012 1:53:27 PM freerdp 8/8/201F 2:49:31 PR student
. Snagit File folder /12017 11:37:34 AN Jlocal 117372016 12:25:17 Ph student
. Solarvinds File folder 8/4/2017 T:36:04 PM . .mozilla 11/3/2016 12:57:40 PhA student
2 Wirtual Machines File folder 3792017 6:50:50 AM | Desktop 8/8/201F 2:52:31 P student
& Defaultrdp 3KB  Remote Desktop ... 8/9/2017 2:38:18 PM . Docurnents 11/3/2016 12:25:17 PM student
25| desktop.ini 1KB  Configuration sett..  7/11/2017 11:37:08 Ak . Downloads 6/13/2017 7:59:13 Ahd student
) Music 117372016 12:25:17 Ph student
J Pictures 117372016 12:25:17 Ph student
| Public 117372016 12:25:17 Ph student
. Temnplates 117372016 12:25:17 Ph student
JMideos 117372016 12:25:17 Ph student
L |.bash_histary 1KB 871672017 11:06:35 Ak student
L |.bash_logout 1KB  11/20/2015 12:02:30 &M Pug-p-=-~ student
L .bash_profile 1KB 1142072015 12:02:30 &M Pug-p-=-~ student
L |.bashrc 1KB 1142072015 12:02:30 &M student
L | esd_auth 1KB 11372016 12:25:18 PRt student
| ICEauthority 4KB  BF16/2017 11:02:05 AR Pu--—- - student
| user_datatxt 1KB  6/13/2017 8:53:07 &AM Puii=p==p== root
08 of 2,640 B in (0 of 8 0B of 5,352 Bin0of 20
& wFTR3 0:00:46

13. Once the connection is open, you should see that there are split folders. The left pane is
the Windows host PC’s C:\Users\Student1\Documents directory that you are in and in
the right pane is the Openstack_WS_client2’s /home/student directory. Starting in the
left pane navigate to the Downloads folder by double clicking on the folder icon in the
parent directory row
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[ Labsup - student@10.220.0.2 - WinSCP =) ==
Local Mark Files Comrands Session Options Remote Help
IE % _E' Synchronize | Bl @ @ 13} éﬂ Queve - Transfer Settings Default - S~
[ rudere@D222007 | NewSsion]
& cos -EE e ing--AE:S student -2 F o 2 D FindFiles | T
5 Upload » ¥ = L Properties B9 [ & &
CihUsersiLabsup fhome/student
Name : Size  Type Changed || Marne ‘ Size Changed Rights Cwvner
4. Parent directary T/11/201F 2:02:47 FM 4. 11/3/2016 12:11:45 Phd Pup-xr-x root
J AppData File folder 10/15/2012 1:53:27 PM J .rache 47872017 2:52:00 PhA Puift== === student
J Application Data File folder 10/15/2012 1:53:27 PM J .config 4/16/2017 11:02:39 Ak Putt-r- student
i Contacts File folder T/1/2017 11:37:08 Ad J freerdp 4/9/2017 2:42:21 PM Pui-== === student
J Cookies File folder 10/15/2012 1:53:27 PM £ J ocal 117372016 12:25:17 Ph Pui-=- === student
Bl Desktop File /1672017 T:38:04 AM Jmazilla 117372016 12:57:40 PR PuF-r- student
File folder /472017 T:36:04 PR . Desktop 8942017 25231 PM PuE-F- student
1 Downloads File folder 871672017 11:40:57 &p1 . Docurnents 117372016 12:25:17 Ph PuE-F- student
L Faworites File folder TAL/201T 11:37:08 Ab . Downloads 61372017 T:59:13 Akt [ e student
#Links File folder T1/2017 11:37:08 Ab M . Music 117372016 12:25:17 Ph PuE-E- student
. Local Settings File folder 1071572012 1:33:27 PR . Pictures 117372016 12:25:17 Ph PuE-E- student
o Music File folder TA11/2017 11:37:08 &M . Public 117372016 12:2%:17 PM [ e student
| My Documents File folder 1071572012 1:53:27 PR . Templates 115342016 12:25:17 PM PuE-E- student
J MetHood File folder 1071572012 1:53:27 Pr L Mideos 115342016 12:25:17 PM PusE-xp-x student
=|Pictures File folder TALA2017 113708 AM L .bash_histary 1KB  Bf16/2017 11:06:35 AR Pu--—- - student
2 PrintHood File folder 1071572012 L5327 Pr | .bash_logout LKB 1142072015 12:02:30 Ak student
ElRecent File folder 10/15/2012 1:53:27 PM Ll bash_profile 1KB  11720/2015 12:02:30 AM student
B Saved Games File falder TA1/2017 11:37:08 &AM L |.bashrc 1KB 1172072015 12:02:30 AM student
£ Searches File falder 7112017 11:37:08 Aw L |.esd_auth 1KB 11732016 12:25:18 Phd Pu-=---- student
SendTo File folder 1071572012 1:53:27 PA L | ICEautharity 4KB 81672017 11:02:05 AR Pul-==- ==~ student
Start Menu File folder 10/15/2012 1:53:27 PM | user_data. bt 1KB  6/13/2017 8:53:07 Abd root
Templates File folder 10/15/2012 1:53:27 Pr
Hivideos File folder TA172017 11:37:08 Ad
diee il o dbenl IVD 1ok S Kl THAIAT 0N AT TR A
0B of 11,586 KB in 0 of 54 0B of 5,352 B in 0 of 20
&  sFTP3 0:03:06

14. Double Click on the Downloads folder in the left pane
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BB Downloads - student@10.220.0.2 - WinSCP =] = ]
Local Mark Files Cormrmands Session Options Rernote Help
[ B2 3 synchronize Bl &F B 48 5 Queue - Transfer Settings Default - i@
(@ sudm@10:2002 | NemSesion]
& o8 -EE - HEEM& student 253 R & [EFindFiles T
£ (o
ChUsersiLabsuphDownloads fhomefstudent
MName ° Size Type Changed Marme ‘ Size Changed Rights Owerier
! Parent directory 81672017 11:40:57 Ak £ 11/3/2016 12:11:45 PM PUE-XF-X root
|| CentQ5-T-x86_64-Ge.., 986,043 KB QCOW?Z File 142572017 115104 A0 J.cache 87072017 2:52:00 P P~ student
| desktop.ini 1KB Configuration sett.,  7/11A2017 113708 Ak J.config 8/16/2017 11:02:39 Apd PuE-XE-X student
ﬁ!freeFTPd‘exe 19 KB  Application B/4/2017 TELSAPM J freerdp 802017 2:49:21 P student
hw MM _Labs_FireAMPS.., 47,097 KB &pplication 87372017 3:23:55 PM s Jocal 117372016 12:25:17 PR student
2KB  PEMFile 12172017 T:19:45 AM . mozilla 114372016 12:57:40 PM PR ==X student
& student.ppk 2KB  PuTTY Private Key... 8/16/2017 11:40:57 AM Desktap 8/8/2017 2:52:31 PM RnEr-xr-X student
L |windows_server_2012...  16,306,5... QCOMWZ File 11/3/2016 1:10:50 PhA Documents 117372016 12:25:17 PM P -Xr-X student
L |windows_server_2012...  6,446,23... GZFile T3L2017 12:40:54 P Downloads 6,/13/2017 7:59:13 AM P -Xr-X student
L2 WANSCP-5.0.6-Setup.e.,  8,052KB  Application T/24/3017 1:18:03 PM ) Music 11/372016 12:25:17 PM PR -XE-X, student
| Pictures 11/3/2016 12:25:17 PM PUF-XF-X student
| Public 11/3/2016 12:25:17 PM PUF-XF-X student
. Termnplates 11/3/2016 12:25:17 PM PUE-XF-X student
Midens 11/3/2016 12:25:17 PM PUE-XF-X student
L |.bash_histary 1KE  8/16/2017 11:06:35 Ahd Pig=-====- student
L |.bash_logaut 1KE  11/20/2015 12:02:30 Ak Pug-F--f-- student
L .bash_profile 1KE  11/20/2015 12:02:30 AR Pug-F--f-- student
| .bashrc 1KE 1172042015 12:02:30 AR Pg-r-p-- student
L | esd_auth 1KE  11/372016 12:25:18 P - -===== student
LI ICEauthority 4KB 871672017 11:02:05 Ak Fig=-===== student
| user_datatxt 1KB  6/13/2017 8:53:07 AM fig-p-pe roat
0B of 23,239 MB in 0 of 9 0B of5,352 Bin 0 of 20
&  sFTe3 0:04:00

15. Check for the student.pem file, then Double Click to open the Create directory folder
above the right pane.
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Create folder @

Mew Folder name:

Key_F‘airs|
Attributes
[] set permissions
R Wy k4 Set UID
R W ks Set GIh
R Wy k4 Sticky: bit
0755

|:| se sarne settings nexk time

| ook || cancel || Heb

16. Name the new folder Key_Pairs and double click to open the new Key Pairs folder (shown on
next page).
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&1 Key Pairs - student@10.220.0.2 - WinSCP

Local Mark Files Commands Session Options Rermote Help

[l o]

H % I_j- Synchronize | Bl @ =4 {E} gﬂ Queue ~ Transfer Settings Default - i

3 student@10.220.0.2 |G Mew Session

g0 FEE e BEEQZ | % | Key_Pairs EE e Q& & FindFils | 5y

£ (s £ (&

ChlUsers\LabsuphDowenloads Fhome/student/Key_Pairs

Name ° Size  Type Changed Mame Size  Changed Rights Cuner
. Parent directory 8/16/2017 11:40:57 AN i 87162017 1:44:35 PM Feg- === student
|| Cent0S-T-86_64-Ge.., 086,048 KB  QCOWZ File 72502017 115104 AR

| desktop.ini 1KB  Configuration sett.,  T/1L2017 11:37:08 &b

ﬁ!freeFTPd.exe 879KB  Spplication 8472017 T:5L54 PM

#NSMiLabsiFlrEAMPS‘.. 47,097 KB Application 8372017 32355 PM

| student.pem 2KB  PEMFile TF2L2017 7:19:45 Am

B student.ppk 2KB  PuTTY Private Key.. 87162017 1:42:50 PM

L windows_serser 2012, 16,306,5.,  QCOW? File 114372016 1:10:50 PM

| windows_serser 2012, 6,446,22., GZFile T/31/2017 12:40:54 PM

L WinSCP-5.9.6-Setup e, 8,952 KB Application TF24/2017 218:03 PM
080f 23,239 MBin 0 of 9 1B of 0B in0of

5 SFTP-3 00111

17. Click and hold on the student.pem file in the left pane and drag it to right pane.
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&1 Downloads - student@10.220.0.2 - WinSCP

Local Mark Files Comrmands Session Options Remote Help

o] % I_j- Synchronize | [l 1;? B4 13} E_;H Queue -

B student@10.220.0.2 | B Wew Session

Transfer Settings Default

- -

= o]E=s]

g o8 - = = - &% Key_Pairs =1 & &, FindFiles | Ty
B35 Upload ~ | [ Edit » 3¢ =5 Properties |5 [ | £ [&
Chllsers\LabsuphDownloads Fhomefstudent/Key_Pairs
Narme Size  Type Changed Marme Rights Owner
. Parent directory 8162017 1L1:40:57 AN A 2G0T Latas P A — 1y
|| CentDS-7-x86_64-Ge., 096,048 KB QCOWL File TA5F2017 115104 &AM | student.pem T/2142017 T:19:45 AN - pi- - student
| desktop.ini 1KB  Configuration sett.,  T/112017 1137:08 AM
ﬁ!freeFTPd.exe 8T9KE  &pplication 8/4/2017 AL54PM
SN refMPS,. 41007 KB Application 8302017 22355 PM
] 2KB  PEM File THE1F2017 7:19:45 ahA
B student.pplk 2KB  PuTTY Private Key..  3/16/2017 1:42:50 PM
L lwindows_server_2012.,, 16,3065, QCOWL File 114372016 L:10:50 PM
L lwindows_server_2012.,,  6,446,22.. GZFile TA3LF2017 12:40:54 P
@ WinSCP-5.9.6-Setup.e.. 952 KB Application TR2472017 21803 PM
0B of 23,239 MBin 0 of § 0Bof L687Bin0of1
& sFTP-3 0:01:33

18. Verify that the student.pem file has been copied to the Client2 VM.

Note: The file rights are rw-rw-r--
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[ Downloads - student@10.220.0.2 - WinSCP E=n Bch <=
Local Mark Files Commands Session Options Rermote Help
[ 53 £3 Synchronize Bl F [ 48 B Queue ~ Transfer Settings Default - -
[ student@10.220.0.2 | Z Mew Session
&,cos FEE e BEQZ|% | Key_Pairs CEE e B M & & FindFiles [T
B Upload = [ Edit = 3 =7 Properties | [ [@ B (A
CUsers\LabsuphDownloads Fhome/student/Key_Pairs
Narme ‘ Size Type Changed Marme ‘ Size  Changed Rights Owuner
. Parent directary 8/16/2017 11:40:57 &b I 8/16/2017 L4435 FM finf- == === student
| CentOS-7-x06_64-Ge.., 996,048 KB QCOWS? File TA25/2017 11:51:04 Abd 2KB 2152017 T:19:45 AM 1= fg- == student
| desktop.ini 1KB  Configuration sett.,  7/11/2017 1137:08 Ab
ﬁlfreeFTPd.exe 879KB  Application 87472017 F:5154 PM
SBNSM _Labs FireBMPS.,  47,08TKB  Application 87372017 32355 PM
[ 2KB  PEMFile FA21F2017 Ti19:45 AM
Bs udent.pp 2KB  PuTTY Private Key..,  8/16/2017 1:42:58 P
| windows_server 2012, 16,3065, QCOW? File 114372016 1:10:50 PM
| |windows_server 2012, 6,446,22... GZFile 743172017 12:40:54 PM
L WfinSCP-5.9.6-Setup e, 8,952 KB Application 242017 2:18:03 PM
0B of 23,238 MBin 0 of § 0B of 1,687 Bin 0 of 1

& TP 0:02:08

19. To use the student.pem file (or any *.pem file) to SSH into another machine from a Linux
0S, you must first change the properties of the file. In the right pane, right click on the
student.pem file and select Properties
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student.pem Properties @
Common | Checksum

Location:

Sizes

Group:

Owner:

Permissions:

1 file

Thome/student/Key Pairs
1,687 B

cbudent [1000 -

student [1000] -

Dwner R wo [C]x [l 5etuiD
GraUp R wo [ [C]5et GID
Others rO[Clw [Clx [ sticky bie
COckal: Deea4

(0] 4 ’ Cancel ] ’ Help

35

20. Deselect the Group Read/Write and Others Read permissions on the student.pem file.

Shown on next page

Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.



P

Module 6: Manage Key Pairs and Connect to an Instance using a Key Pair

student.pem Properties @
Commen | Checksum

Locakion:

Size!

Group:

Owner:

Permissions:

1 file

Jhome/student/Key Pairs

1,687 B
student [1000] -
student [1000] -

Dwner R wo [l [C]setuiD
aroop IR [Clw []x  [[]setcID
others  [CIR []w [T]®  [C]Sticky bit

Cckal: 0a00

ok | | cancel | | Hep
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B Key._Pairs - student@10.220.0.2 - WinSCP ol )
Local Mark Files Cormmands Session Options Remote Help
H % E Synchronize | Bl g@ = fg} gﬂ Queue - Transfer Settings Default LY
| & student®10.220.0.2 [ New Sessian |
&cos = 0| % |Key Pais - [ - 0 & | & FindFiles |
|:_{i |_—E| g Download -~ EI’ Edit ~ x D‘ Properties |:_{{ E‘ﬂ
CihlsershlabsupiDownloads ShornedstudentKey Pairs
Marne ‘ Size  Type Changed MNarne ° Size  Changed Rights Chimier
£ Parent directory 871642017 11:40:57 b £ Lia0lT L2 P O 1y
|| CentOS-T-x86_id-Ge,, 986,048 KB QCOWZ File T/25/2017 11:51:04 &pa | studentpern! 2KB  TALF201T Ti10:45 AN Pif------ student
43| desktop.ini 1KB  Configuration sett.,  T/11/2017 11:37:08 Ak
ﬁ!freeFTPd.exe 819 KE  Application 4/4/2017 15154 PM
B NSM_Labs_FirefMPS., 47,007 KB Application 87372017 32255 P
|| student.perm 2KB  PEM File T/21/2017 T:19:43 A
3 student.ppk 2KB  PUTTY Private Key.., 871672017 L:42:59 PM
L lwindows_serser 2012, 16,3065, QCOWZ File 11/3/2016 L:10:50 PM
| lwindows_serser 2012, 6,446,22.., GZFile T/31/2017 12:40:54 PM
L3 WinSCP-5.9.6-Setup.e.,  8,992KE  Application 772472017 2:18:03 PM
0B of 23,230 MB in 0 of 0 0B of LESTBin0of 1
S SFTP-3 0:03:17

21. After Deselecting the Group and Other permissions on the student.pem file, as shown in
the screen capture above. Click OK

Note: The file rights are now rw-------

Key Pairs

Changing the permissions can also be completed from the Linux terminal using the chmod
600 key_name.pem command.
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[ Key_Paits - student@10.220.0.2 - WinSCP E=nE=R ==

Local Mark Files Commands Session Options Rermote Help

H % I_j- Synchronize | Bl &' =4 {;:} gﬂ Queue ~ Transfer Settings Default - i

3 student@10.220.0.2 |G Mew Session

&,cos = 1At BEEME| % | Key_Pairs N =A e B A& [ FindFiles |G

B [& i Download ~ | [ Edit - 3¢ =5 Properties | £ [

ClserstlabsuphDouwenloads Fhome/student/Key_Pairs

Marme - Size  Type Changed Marne - Size  Changed Rights Cwiner
. Parent directory 8/16/2017 11:40:57 AR . 87162017 1:44:35 PM Feg- === student
|| CentDS-7-x86_64-Ge.. 986,048 KB QCOWZ File 772572017 115104 AM | Jtudent.pem? TKE /2172017 T:19:45 AM P student
| desktop.ini 1KB  Configuration sett.,  T/1L2017 11:37:08 &b

ﬁ!freeFTPd.exe 879KB  Spplication 8472017 T:5L54 PM

#NSMiLabsiFlrEAMPS‘.. 47,097 KB Application 8372017 32355 PM

| student.pem 2KB  PEMFile TF2L2017 7:19:45 Am

B student.ppk 2KB  PuTTY Private Key.. 87162017 1:42:50 PM

L windows_serser 2012, 16,306,5.,  QCOW? File 114372016 1:10:50 PM

| windows_serser 2012, 6,446,22., GZFile T/31/2017 12:40:54 PM

L WinSCP-5.9.6-Setup e, 8,952 KB Application TF24/2017 218:03 PM
080f 23,239 MBin 0 of 9 1B of L687 Bin0of L

5 SFTP-3 00356

22. The student.pem and student.ppk files are ready for use. Next you will connect to an
instance using PUuTTY on a Windows host and SSH from the command line on a Linux
VM. Close WinSCP.

Continue to Lab 15.
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Lab 15: Connect to an Instance using PuTTY on Windows

2] [InsEaion
ole[@]

1. Open the console to Clientl and double click on the PuTTY icon on the desktop

Security Groups

Remember, by default all inbound network traffic is blocked for both IPv4 and IPv6. You must add a rule to open any port or protocol
For example: SSH, HTTP, HTTPS, ICMP, port number (1-65535), or even a custom rule.

that you want available to an instance.
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ﬁ PuTTY Configuration @

Cateqony:

- Keyboard - B azic options for pour PuT T session
- Bell
- Features
= Wird o

- Appearance

Specify the destination you want ta connect ta
Hogzt Mame [or I[P addresz] Pt
centoz@l 0220012 22

- Behaviour Connection type:

- Tranglation OV Raw () Telnet ) Rlogin @) 55H () Senal

- Selection

- Colours

. Cannechion Saved Sessions

- Data

- Pramy

- Telnet

- Rlogin

[555H]
e Delete

- Cipher

+- Ath

S TTY

1

- Tunnelz

- Bugs -

Load, zave or delete a stored seszion

m

Default Settings Load

Save

it

Cloze window on exit:
1 Always T Mewver @ Only on clean exit

Ahout | | Help Open ] | Cancel

2. Enter the username centos and public IP address of the Instance that you are
connecting to in the following format centos@10.220.0.12 and Click on the + adjacent
to SSH in the left pane. Leave Port 22 and Connection type SSH at the default settings.

Note: You can view the OpenStack instance IP address information from the OpenStack
dashboard

Note: Instances can use different usernames for example; centos, cloud-user,
administrator and others, so be sure to check what username is valid for the image that
you are using to build an instance. The usernames are often referred to as “baked in
usernames”

40 Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.



41

Module 6: Manage Key Pairs and Connect to an Instance using a Key Pair

ﬁ PuTTY Configuration @
Categony:
- K.evboard - B asic options for wour PuT T session
- Bell Specify the destination you want ko connect ba
- Fealures Hast N IP add Port
S indow ozt Mame [or IP address] ar
- Appearance centog@l 0220012 22
- Behaviour Connection bype;
- Translation (1 Raw () Telnet ) Rlogin @ SSH () Serial
B .
= e Load, zave or delete a stored zeszion
- Colours
- Connection Saved Seszions
. Data
- Progy = Default Settin
= gS
- Telnet ﬂ]
- Rilogin @ zpe
gy
i)
[ .-“-‘-.ut:al
- 1T Cloze window on exit:
Sl (0 Alwaps () Mever @ Only on clean exit
- Tunnels
- Bugs -
[ Ahout ] [ Help Open ] [ Cancel

3. Click on Auth
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ﬁ PuTTY Canfiguration @
Cateqgary:
- Keyboard - Optiong contraling S5H authentication
- Bell
. Featues [7] Bypass authentication entirely [S5H-2 only]
= AWindiow Dizplay pre-authentication banner [SSH-2 anly]
.-'f-.ppea.ran-:e Authentication methods
- Behaviour o ]
- Tramslation Attempt authentication using Pageant
. Galection [] Atternpt TIS ar CroptoCard auth [S5H-1)
- Colours Attempt "kepboard-interactive’ auth [SSH-2)
= Connection L.
D Authentication parameters
.. Data
- Pray - [T &llows agent forwarding
- Telnet [ &llows attempted changes of usemame in S5H-2
- Rlogin Frivate key file for authentication:
- 55H Browsze...
- Cipher
+ B
- TTY
- ¥
- Tunnelz
- Bugs -
I Ahout J I Help Open ] I Cancel

3. Click on Browse
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@ Select private key file @

——

L | 4+ Labsup » Downloads v|¢'~,|| Learch Downlogds p'
Organize « Mew folder =~ 0 @

o~ . .
‘v Favorites Mame Date modified Type Size

B Desktop 8/16/2017 11:40 &8 PUTTY Private Key.., 1KB
& Dowenloads

=l Recent Places

il Libraries
3 Documents
rJ’- husic
=] Pictures

B videos

1M Computer
& o5
a Mew Wolurne (D)
) CD Drive (B
w Mew Wolurne (I
= ThawSpacel (T 7

File narne: - ’F’u'l_l'\'r Private Key Files (*.ppk) v]

Open |v Cancel

4. Select the student.ppk and click Open
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ﬁ PuTTY Configuration @

Categony:

- K.evboard - Options controlling 55H authentication
o Bl
.. Features ["| Bypass authentication entirely [SSH-2 anly]
= window Dizplay pre-authentication banner [SSH-2 only)
.-’-'-.ppea.rance Authentication methods
- Behaviour o ]
. Translation Attempt authentication using Pageant
- Selection [ Attempt TIS or CryptoCard auth [S5H-1)
- Colours Attempt "kevboard-interactive auth [S5H-2)
3.0 t'
= DHBED on Authentication parameters
ata
- Prosy - [T Allows agent fonwarding
- Telnet [] &llows attempted changes of usemmame in S5H-2
- Rilogin Private key file for authentication:
= 55H C:hUzerg\LabsuphDownloadshstudent. pp
o K
- Cipher
[ Aath
TTY
et
- Tunnels
- Bugs -
Ahout ] [ Help Open Cancel
5. Click Open
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PUTTY Security &lert ==

WAARMNIMG - POTENTIAL SECURITY BREACH!

The server's host key does not match the one PuTTY has
cached in the registny, This means that either the

server administrator has changed the host key, oryou
hawve actually connected to another computer pretending
to be the server,

The new rsa2 key fingerprint is:

ssh-rsa 2048 34:19:89:0e:14:3b:05:34:0d:f2: 9 00: 2223 4:F6:b A
If wou wwere expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting,
If wou weant to carry on connecting butwithout updating
the cache, kit Ma,

If wou want to abandon the connection completely, hit
Cancel, Hitting Cancel is the OMLY guaranteed safe
choice,

Wes ||| Mo | | Cancel | | Help

6. If you see this PuUTTY Security Alert, Click on Yes
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centos@centos T3~

Moentaos'™.,

1 public key "imported-openssh-key™

~1%

[=] 5 s
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7. You are now connected to the CentOS7 instance console via SSH using PUTTY installed
on a Windows VM.

Note: The Instance name centos73 doesn’t match the CentOS7#3 name you
assigned. This is because the BASH shell treats the # symbol as a special

character.
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centos@centos T3~

[=] O]

T ETIOTT

1o
rred 1ft forever

ethi:

en 1000
link/eth :7f:fd:el brd £f£
24 hr
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8. Type ip address and press Enter. You should see the private IP address of 192.168.1.3
was assigned by DHCP by the OpenStack neutron service when the instance was
launched. We used the IP address 10.220.0.12 in PuTTY to connect from the Windows
VM, why don’t we see the IP address 10.220.0.12 now? Close the SSH session to
CentOS7#3 and return to VMware Workstation NETLAB for Lab 6.3
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Lab 16: Connect to an Instance using the command line in Linux
=3 =R 5 |

H‘File Bt View WM Tobs Hep [ 1~ | @[ 0 0 0|02 | [E

Library. X

I@Mycwputev x IB‘Opsnstxk_md@_WS % | (5 Openstack_ws_client2 >

| Q Type here to search - |

= [ My Computer
) Qrepstack Mitaka Y/S
[ Shared WMs

To directinput tothis VM, move the mouse pointerinside or press Ctl+G. 2080 4/

1. Click on Openstack_WS_client2
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@Openstack_WS_cIient2-VMware Waorkstation | = |
File Edit View WM Tabs Help | Il v | @ | O O 0O |0 = 2 & ||[E
@MyComputer E;‘Openstack_Mitaka_WS | @Dpenstack_WS_clientZ

o o~

& student

Password:

Unlock

To direct input to this \FM,;ov;the rmouse p;inter inside ojp?ess CtileG. B 7_@ ﬁ Tji

2. Login as student with P@ssword

Note: If the CentOS VM screen doesn’t show the login prompt, tap the spacebar
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File Edit View WM Tabs He|p|||v||£.|{9[:),®|l]§3:r,lg|
[@MvComputer X ‘ @Opmstack_lvltaka_ws X] B‘Openstack_ws_clientz X]
Applicatio Places v Wed13:09 O ) O ~
Favorites ‘ Firefox Web Browser
Accessories —
@ Files
Documentation
Graphics Application Installer
Internet @ Help
Office
i Terminal
Sound & Video
Sundry
System Tools
Utilities
Other
Activities Overview
y
34|
‘To direct input to this WM, move the mouse pointer inside or press Ctrl +G, = ,E| Y

3. From the Applications dropdown menu, select Favorites and Click on Terminal

50 Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.



Module 6: Manage Key Pairs and Connect to an Instance using a Key Pair

@ Openstack_WS_client2 - Whware Workstation EI@
File Edit ‘iew WM Tabs Help | @ | 000 D= S| E
@ My Computer E‘ Openstack_Mitaka_Ws E—L‘ Openstack_WS_client2
+* Applications * Places ~ :" ferminal ~ Wed13:11 O #) O ~
student@linuxclient:~ - a x
File Edit View Search Terminal Help
[student@linuxclient ~1% cd Key_Pair‘S;’I
| student @linuxclient:~ 1/4
To direct input to this Wk, move the mouse pointer inside or press Ctrl +G, = ﬁ =

4. After the terminal is open; you will check that the student.pem key pair is present. Type
cd Key_Pairs and press Enter

Note: cd is the change directory command
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@ Openstack_WS_client2 - Whiware Workstation EI@

File Edit ‘iew WM Tabs Help S == I B R A I e i, R | =

@ My Computer E—L‘ Openstack_Mitaka_ WS E“ Openstack_WS_client2

s* Applications ¥ Places ~ e minal ~ Wed13:12 O ) O ~
student@linuxclient:~/Key_Pairs - a x

File Edit View Search Terminal Help

[student@linuxclient ~]4$ cd Key_Pairs/

[student@Linuxclient Key Pairs]$ 1s -la |grep student.pem I

| student @linuxclient:~/Key_Pairs 1/4

To direct input to this Whi, move the mouse pointer inside or press Ctrl+G, = % =

5. From the Downloads folder, type Is —I | grep student.pem and press Enter

Note: Is -l is the command to list the files, in long form (-l), in the working director, and
the | (pipe) symbol is the command to direct the standard output of one command into
the input of another command, and the grep command is used to search for a string of
characters that matches the specific pattern.
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@ Openstack_WS_client? - Whwrare Workstation

Fil:  Edit View WM Tabs Help > @O0 0| keI

=

[F=5(En =3

@ My Computer Eﬁ Openstack_Mitaka_Ws Eﬁ Openstack_W5_client2

+* Applications ¥ Places ¥

Wed13:13 O ) O ~

File Edit View Search Terminal Help

[student@linuxclient ~]$ cd Key Pairs/

[student@linuxclient Key Pairs]$ 1s -la |grep student.pem
-rW------- 1 student student 1687 Jul 21 07:19 student.pem
[student@linuxclient Key Pairs]$ ]

student@linuxclient:~/Key_Pairs

- a x

l student@linuxclient:~/Key_Pairs

1/4

To direct input to this Vi, move the mouse pointer inside or press Crl +G,

Q0B D

6. The result should be as pictured in the screen capture above. This is key pair that you

moved with WinSCP in lab 6-1. Verify that the student.pem permissions are —rw-------

the key pair will not function if the permissions are not exactly as shown.

Note: If the permissions are not as shown above, you can fix this using the chmod 600
student.pem command from the Downloads working directory (not shown)

Note: The chmod is short for change file access permissions, and 600 is octal number
string needed to change the student.pem file to read and write for the file owner only
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@ Openstack_WS_client? - Whhware Waorkstation

Fil:  Edit View WM Tabs Help ~ | & 000 | D=AE=E3|E

@ My Computer E‘ Openstack_Mitaka_Ws E‘ Openstack_WS_client2
= minal ~ Wed13:14 0O ) O ~

+* Applications ¥ Places ¥

student@linuxclient:~/Key_Pairs o o x

File Edit View Search Terminal Help

[student@linuxclient ~]$ cd Key Pairs/
[student@linuxclient Key Pairs]$ 1s -la |grep student.pem

1 student student 1687 Jul 21 07:19 student.pem
[student@linuxclient Key Pairs]$ ssh -1 student.pem centos@l0.220.08.12
The authenticity of host '10.220.0.12 (10.220.0.12)' can't be established.
ECDSA key fingerprint is bd:b3:dc:ff:fl:bc:14:5a:91:2e:d5:27:64:bd:b2:ad.
Are you sure you want to continue connecting (yes/no)?

| student@linuxclient:~/Key_Pairs 1/4
S0% D

To direct input to this Vi, move the mouse pointer inside or press Crl +G,

7. Enter the command ssh -i student.pem centos@10.220.0.12 and press enter.

Note: ssh is the command for secure remote login, -i is the identity file option, centos is
the username for the remote machine, and the @ symbol combines the username and

IP address
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Openstack_WS_client? - Whiware Workstation

File Edit View WM Tabs Help | v | @000 0D |

@ My Computer ] 5‘ Openstack_Mitaka_ WS ] 5‘ Openstack_Ws_client2 ]

+* Applications ¥ Places ~ rminal ~

Wed13:14 O ) O ~

student@linuxclient:~/Key_Pairs

File Edit View Search Terminal Help

[student@linuxclient ~1$ cd Key_Pairs/
[student@linuxclient Key Pairs]$ 1s -la |grep student.pem
1 student student 1687 Jul 21 07:19 student.pem

The authenticity of host

Are you sure you want to continue connecting (yes/no)? yes

[student@linuxclient Key Pairs]$ ssh -i student.pem centos@l0.220.0.12
'10.220.0.12 (10.220.0.12)"' can't be established.

ECDSA key fingerprint is bd:b3:dc:ff:fl:bc:14:5a:91:2e:d5:27:64:bd:b2:ad.

o x

I student @linuxclient:~/Key _Pairs

1/4
QR wID

To direct input to this W, move the mouse pointer inside or press Ctrl+G,

8. Indicate that you want to continue connecting by typing yes
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@ Openstack_WS_client2 - Yhlware Workstation EI@

File Edit Wiew WM Tabs Help | & | 000 | D=AE=E S| |E

@ Iy Computer 5‘ Openstack_Mitaka_Ws E;‘ Openstack_WS_client2

+* Applications ¥ Places ~ :" li=rminal ~ Wed13:15 O #) O ~
centos@centos7 3:~ - o x

File Edit View Search Terminal Help

[student@linuxclient ~1$ cd Key Pairs/

[student@linuxclient Key Pairs]$ 1s -la |grep student.pem

SrW------- 1 student student 1687 Jul 21 G7:19 student.pem

[student@linuxclient Key Pairs]$ ssh -i student.pem centos@l®.220.0.12

The authenticity of host '10.220.0.12 (10.220.0.12)' can't be established.

ECDSA key fingerprint is bd:b3:dc:ff:fl:bc:14:58:91:2e:d5:27:64:bd:b2:ad.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.220.0.12' (ECDSA) to the 1list of known hosts.

Last login: Wed Aug 16 13:00:22 2017 from 10.220.0.1

[centos@centos?3 ~-1%

| centos@centos7 3:~ 1/4

To direct input to this Wi, move the mouse pointer inside or press Ctrl +G. = E =

9. If you see something similar to the above screen capture, you have successfully
“remoted” into the CentOS7#3 instance.

Note: You may have noticed the Last login: information is displayed and that the
username and hostname changed from “student@Ilinuxclient” to “centos@centos73”
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@ Openstack_WS_client2 - Whware Workstation

File Edit View WM Tabs Help s | & | 000 DI S| E

@ My Computer ] 5‘ Openstack_Mitaka_Ws ] E—;‘ Openstack_WS_client2 ]

=* Applications ¥ Places ~ rminal >

Wed13:16 [ ) O ~

centos@centos7 3:~

File Edit View Search Terminal Help

[student@linuxclient ~]14% cd Key Pairs/
[student@linuxclient Key Pairs]$ 1s -la |grep student.pem
SrW------- 1 student student 1687 Jul 21 07:19 student.pem
[student@linuxclient Key Pairs]$ ssh -i student.pem centos@l®.220.0.12
The authenticity of host '10.220.0.12 (10.220.0.12)' can't be established.
ECDSA key fingerprint is bd:b3:dc:ff:fl:bc:14:558:91:2e:d5:27:64:bd:b2:ad.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '10.220.0.12' (ECDSA) to the list of known hosts.
Last login: Wed Aug 16 13:00:22 2017 from 10.220.0.1
[centos@centos73 ~]$ ip address
1: lo: <LOOPBACK,UP,LOWER_UP= mtu 65536 gdisc nogueues state UNKNOWN
link/loopback 00:00:00:00:00:00 brd G0:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid _1ft forever preferred_Lft forever
2: ethO: <BROADCAST,MULTICAST,URP,LOWER_UP= mtu 1450 gdisc pfifo_fast state UP glen 1060
link/ether fa:l6:3e:7f:f4:el brd ff:ff:ff:ff:ff:ff
inet 192.168.1.3/24 brd 192.168.1.255 scope global dynamic eth@
valid Lft BO103sec preferred Lft B80103sec
inet6 feBO::f8l6:3eff:fe7f:fdel/64 scope link
valid 1ft forever preferred_Lft forever
[centos@centos?3 ~1%

= a »x

| centos@centos? 3:~

1/4

To direct input to this Wk, move the mouse pointer inside or press Ctrl +3,

RURD

10. Type ip address press Enter. You should see the same output as you did when the
running the command from the PuTTY terminal window from the Windows VM
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Openstack_WS_client? - Whhware Waorkstation

File Edit ‘iew WM Tabs Help

ln- |2 P0P | NEam|E

+* Applications ¥ Places ¥ ‘

@ My Computer ] E;‘ Openstack_Mitaka_Ws ] E;‘ Openstack_WS_client2 w

rminal ¥

Wed13:16 O &) O ~

File Edit View Search Term

The authenticity of host

Are you sure you want to
Warning: Permanently adde
Last login: Wed Aug 16 13
[centos@centos?3 ~1% ip a

link/loopback G0:00:0
inet 127.0.08.1/8 scop
valid 1ft forever
inet6 ::1/128 scope h
valid 1ft forever

2: eth®: =BROADCAST,MULTI
link/ether fa:l6:3e:7
inet 192.168.1.3/24 b
valid Lft B8@103sec

inet6 feBO::fBl6:3eff
valid 1ft forever
[centos@centos?3 ~1% exit

centos@centos7 3:~

inal  Help

[student@linuxclient ~]$ cd Key Pairs/

[student@linuxclient Key Pairs]$ 1s -la |grep student.pem

B AEEEEEE 1 student student 1687 Jul 21 07:19 student.pem
[student@linuxclient Key Pairs]$ ssh -1 student.pem centos@l0.220.08.12

'19.220.0.12 (10.220.0.12)"' can't be established.

ECDSA key fingerprint is bd:b3:dc:ff:fl:bc:14:5a:91:2e:d5:27:64:bd:b2:ad.

continue connecting (yes/no)? yes

d '10.220.0.12' (ECDSA) to the list of known hosts.
(00:22 2017 from 10.220.0.1

ddress

1: lo: <LOOPBACK,UP,LOWER_UP= mtu 65536 gdisc nogueue state UNKNOWN

0:00:00:00 brd 00:00:00:00:00:00

e host lo

preferred_1ft forever

ost

preferred_1ft forever

CAST,UP,LOWER_UP= mtu 1450 gdisc pfifo_fast state UP glen 1000
f:fd:el brd ff:ffiff:ff:ff:ff

rd 192.168.1.255 scope global dynamic eth@
preferred_1ft 80103sec

:fe7f:f4el/64 scope link

preferred_1ft forever

- a x

I centos@centos7 3:~

1/4

To direct input to this Vi, move the mous

e pointer inside or press Ctrl +G,

Q08B D

11. Type exit and press enter to end the connection to the remote machine centos7

Continue to grade script
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Run the grade script

Openstack_Mitaka W3 - Vidware Warkstation || =) @
File Edit View WM Tabs Help - | & SORRT == i W =
Library x
|¥| I¥ly Computer E“ Openstack_Mitaka_Wws E‘ Openstack_WS_client2
Type here to search -

CentDS Linux ¥ (Core)
= :;éélcu”m“&r Kernel 3.18.8-514.26.2.el1?.x86_64 on an =xB6_61
Openstack_Mitaka_\M/S

openstack login: _

Shared Whs

To direct input to this Wi, click inside or press Ctrl +G, =g Iﬁ 7

1. Return to Workstation and Click on OpenStack_Mitaka_WS VM.

Note: The OpenStack Mitaka WS console may still be open on your desktop from when
you ran the setup script
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Openstack_Mitaka_W'S - Wilnare Workstation =0 E= @
File Edit View WM  Tabs Help - | & TORE = = i I |
@ My Computer E‘ Openstack_Mitaka_Ws E‘ Openstack_WS_client2

CentD3 Linux ? (Core)
Kernel 3.18.8-514.26.2.el?.xB6_641 on an xB6_641

openstack login: root
Password: _

To direct input to this WM, click inside or press Ctrl+G, L] @ 7

2. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it
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Openstack_Mitaka_WS - Whlware Waorkstation = [==) @
File Edit ‘View WM Tabs Help - | & FORN N == I =
@ My Computer E’l‘ Openstack_Mitaka_Ws E“ Openstack_'S_clientz

Cent03 Linux 7 (Core)
Kernel 3.18.8-514.26.2.e17.xB6_64 on an xB86_64

openstack login: root

Password:

Last login: Wed fiug 16 B9:268:18 on ttyl
[rootBopenstack “1# ../config-/gradeb.sh _

To direct input to this WM, click inside or press Ctrl +G. = % D

3. Enter the command; ../config/grade6.sh and press Enter
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To direct input to this VM, click inside or press Ctrl+G,

Openstack_hitaka WS - Whdweare Workstation =] @
File Edit ‘iew %M Tabs Help v | & 00 = E
|§| Iy Computer E‘ Openstack_Mitaka_WS E“ Openstack _WS_clientz

CentDS Linux 7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB6_64

openstack login: root

Password:

Last login: Wed Aug 16 B9:28:18 on tiyl
[rootB@openstack “1# ..~ configrgradet.sh
PASS The student key pair is present.
PASS The CentOS74#3 instance is present.
[rootPopenstack ~1# _

=10 T
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The grading script will produce an output with or FAIL for each of the categories,
similar to the screen capture above. If you receive a FAIL on one or more of the
categories, you can go back and fix the issue and run the grading script again, or you can
revert the OpenStack_Mitaka_WS VM to the base snapshot and start over again.

This completes Module 6, continue to conclusion
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Conclusion:

You have successfully assisted the customer in using various techniques to manager
their private key pair, how to use PuTTY to connect to their CentOS 7instance from a Windows
machine, and using the Linux command line to SSH into their CentOS 7 instance. During your
next field visit you will assist the customer in launching a Windows instance and use remote
desktop to connect to their Windows instance.
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