Lesson 5.1.1 End User System Security
USER SECURITY AWARENESS

A
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User Security Awareness

= |n Cybersecurity, the weakest link is
normally the end user.

"Chain link" by nccmrm97 is licensed under CC

BY-SA 2.0

= User education is incredibly important
as end-users are the first line of
defense against cybersecurity attacks

— “The Human Factor”

= |n this lesson we will explore end-user
security principles, types of attacks,
and how to prevent and recover from
them
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Unauthorized Access

= Administrative Access
— Alevel of access above that of a normal user

— Should be used sparingly

= Dumpster Diving

— Atechnique used to retrieve information that could be used
to Carry Out an a.tFaCk (?n a CompUter network Or |earn "A Picture Share!”byiustindoub is licensed under@
personally identifiable information (PII). BY20

» Code
» Passwords
» Sticky Notes

= Shoulder Surfing

— Atechnique used to obtain PIl by looking over the victim’s
shoulder

» Passwords
» Personal Identification Numbers (PIN)
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Social Engineering

= Telephone Scam

— The use of telecommunications products or services to
try to get money or personal identification to commit

identity theft.

= Phishing Scam

"Phishing" by orse is licensed under CC
BY-SA 2.0
Account Management Inbox

Account Information <accommageoile.com>» 0457 (@ howrs 3g0)  Fitor Assistant [ Reply | ~

\We recertly have determined that ddferent computers have logged onto your Online Banking account, and multiple password fadures were
preséck bafoce the logons. We now need you to re-confirm your account information 10 us

¥this 1 ot completed by September 23, 2007, we will be forced 10 suspend your accourd indefinitely, 88 it may have been used for

faudulent purposes. We thank you for your cooperalion in this manmer

To confern your Online Banking records click on the following link
hitp 0313 027447 202/ fonknafsslencrypn 2 188t/onling banking/

Thank you for your patience in thes matter
Bank of America Customer Senvice

Please do not reply 10 this e-madl a5 this is only 3 notification. Mail sent to 1his address cannot be answered

— Atechnique where a social engineer sends an email that =@ e st

appears to come from a fellow employee asking the

recipient to download an attachment or click on a link.
= Examples of scams

Imposter scams

Debt relief/credit repair scams
Business and investment scams
Charity Scams

Extended warranties

“Free” trials

Prizes/ lotteries

Time shares

Arrest Warrants

ONLINE LOTTERY WINNING NOTIFICATION Posteingang

DEBBIE WALKER <debbwalk26@gmail.com> 08:51 (1 Stunden) £ > Antworten | ~

PLEASE VIEW ATTACHMENT REGARDING YOUR WINNINGS WITH THE UNITED KINGDOM NATIONAL
ONLINE LOTTERIES

@) NATIONAL LOTTERIES 1.doc
29K HTML-Ansicht Als Google-Dokument offnen Download

4 Antworten 5 Allen antworten =+ Weiterleten C2 DEBBIE zum Chat einladen

"Uk Lottery Debbie Walker" by mike hcq is licensed under CC BY-ND 2.0
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"Destroyed hard disk drive" by nudelbach is licensed under CC

Data Destruction e

= 48 percent of second-hand hard drives contained data
leftover from the previous year

= 75 percent of those drives already had a deletion attempt
made on them

= When you delete a file, drag it to the Recycle Bin, or
reformat a drive the information is still there!

— Pointers to files are deleted, but not the actual files
themselves

— The most effective way to delete data is to physically
destroy the drive with a hard drive shredder

This ensures the data could never be recovered

"Shredding_Hard_Drives" by Montgomery County Planning Commission is
licensed under CC BY-SA 2.0
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Hardware Failure

"Windows painting" by aj82 is licensed under CC
BY-SA 2.0
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The term “crash” is often uttered in frustration by end users
when a variety of issues occurs

Failures related to hardware are especially frustrating as they
seem to come on suddenly

If a hard drive fails, all of the information contained on it may be
at risk of being lost

— Windows Operating System and license key
— User documents, music, videos, pictures

— Software Installations and licenses

— Settings

Repairing a component like a hard drive means the entire
system basically needs to be recreated from scratch. To the end
user, it's as though the computer was just taken out of the box
for the first time and needs to be setup all over again.
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Physical Theft

= Especially for mobile devices, it's very easy to leave a laptop or phone
behind in a public place and they are also very easy to steal. Anyone who
can access these devices has a wealth of information about it's users

= Best practices to lock down your personal computer
— Minimum Password Length
» The longer and more complex password, the better
— Account Lockout Threshold
» Disable the ability to continue trying to login after x number of bad

attempts
— Disable Windows Installer
» Prevent any users from installing .msi packages via the registry -
— i i "Password Day" by Worlds Direction is li d
Printer Browsing o S Rl (e

» Disable the ability to look for network printers via the registry
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Virus and Threat Protection Software

= |nstall Anti-malware software
— Ensure Anti-malware/anti-virus updating definition files, and scanning actively
— Ensure any new files that are downloaded are scanned before they are executed and checked

against the known virus database (checksum)

= Careful clicking
— User awareness goes a long way in keeping yourself safe online
— Hover over links before you click them

— Watch for typos like “Micros0Oft.com” aq.g.?

— Learn to recognize ads and spam '.'.

0

- Re m ed |ate h a I’m d O n e "Virus Red" by Infosec Images is licensed under CC

BY 2.0
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— EXxercise healthy suspicion

= Recovery

— Recognize and Quarantine virus '
/ H

— Search and Destroy threat
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Summary — User Security Awareness

= User Security Awareness
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Administrative Access

Dumpster Diving

Shoulder Surfing

Telephone Scam

Phishing Scam

Data Destruction

Hardware Failure

Physical Threat

Virus and Threat Protection Software
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"Secure" by cogdogblog is licensed under CCO

1.0
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