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ABSTRACT
A valuable document for anybody seeking information about funding and implementation of security measures at seaports in the states of Washington and Oregon. Relying on the results of a survey and publicly available information, this report sheds some light on experiences and actual disruptions since 2002. 
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AN ENQUIRY INTO EXPERIENCES, FUNDING, AND BEST PRACTICES IN PORT SECURITY IN WASHINGTON AND OREGON
A Study by Andreas Udbye, Tacoma Community College, July 2013

Introduction
Tacoma Community College received a National Science Foundation grant[footnoteRef:1] to develop educational materials in support of logistics and port security. Part of the funding was used to develop a new and unique course in logistics security and risk management, while another piece of the deliverables was a study on port security best practices at ports in the states of Washington and Oregon. As specified in the grant application, “A secondary focus of the curriculum development will be the identification of those existing practices which are most effective and practical in terms of thwarting security threats, as well as those which are promising, but yet untested. …. Dissemination of these results and findings will provide further general training materials, but will also be the basis for continuing education modules for port and logistics activity management and security officers.” [1:  NSF ATE 1003597] 

At the conclusion of this project, we believe the following report is a valuable document that accomplishes the following:
· It provides some perspective on the current maritime security infrastructure in the Puget Sound and Columbia River basin.
· It summarizes the background and regulatory framework for the security related physical and organizational enhancements.
· It uses the federal grant programs since 2002 as a basis for mapping investments and projects.
· It describes actual risks (an “all-threats” perspective) experienced by regional ports over the past decade.
· It shares the results of a survey that was distributed to the fourteen members of the Northwest Marine Terminal Association, whose members are the largest commercial seaports in the two states. 
This report should be of interest and relevance to students and practitioners of maritime security enforcement and management in the Pacific Northwest. Any errors or misinterpretations are the sole responsibility of the author, Andreas Udbye, who is teaching logistics and supply chain management at colleges in the Tacoma area.  The author thanks staff members of the Port of Tacoma and the Marine Exchange of Puget Sound for their input and support. 
[bookmark: _Toc361042136]Main findings of the Survey
A questionnaire was sent out to the fourteen members of the Northwest Marine Terminal Association (see Appendix A). The survey was structured somewhat in a traditional risk management format, asking respondents to identify security risks, assess their probability and impact, and list mitigation technologies and systems installed or used. We also asked about the usefulness of collaborative relationships, as well as constraints and challenges faced. Respondents were asked to name ports they thought demonstrated best practices in security implementation and management. 
Appendix A shows the distribution of the results from the four ports that responded to our survey. The respondents were the Port of Olympia, Port of Tacoma, Port of Seattle and an anonymous port. We labeled the four ports A, B, C and D to mask their identities, and in a random order (so “Port A” is not Port of Olympia, etc.)  We would have liked a higher response rate, but suspect several factors limited the willingness to complete the questionnaire. Port security is a sensitive subject. Nevertheless, the sample includes our two largest ports in terms of total activity and export & import volume, constituting a good representation of the types of practices overall. So extra thanks to the four port security officers who took the time to complete and return our survey.  The low response rate precludes making sweeping generalizations, but the results are interesting in any case:
1. [bookmark: _Toc361042137]Actual Security Risks Experienced
Both the survey and literature search (see the section on Port Security Incidents Experienced over the past few years) confirmed that the security threats that ports actually run into mostly fall into one of three categories: 
1) The time-tested crimes of vandalism, mischief, theft or similar
2) The more rage-related crimes of rioting, disorderly conduct, or bodily assaults
3) The more studied crimes of smuggling and trade law violations
What characterizes such crimes is that they are mostly high probability, but relatively low impact.  As serious as it may be, the looting of 100 pounds of copper wire from a port area will not paralyze a city.  Only one of the risk listed – terrorism – would have a definite high negative operational and financial impact on a port, and it is somewhat surprising that two of the respondents put this into the low and medium impact categories. Then again, “terrorism” covers a huge range of events, from exploding nuclear bombs to receiving threatening letters in the mail. We prepare for the worst, of course, but day-to-day port security management implies dealing with petty thieves, graffiti, and unruly trouble makers. This is part of the “all threats” philosophy and reality of security preparedness. 
2. [bookmark: _Toc361042138]Technologies and Systems Installed
The fences, cameras, lighting, and guard stations are all standard fare for all the ports.  More exotic mechanisms, such as sensors and sonars, are found less frequently. The container ports, of course, have to stock scanning and detection equipment.  The same goes for the Transportation Workers Identification Credential (TWIC), which is obligatory under the SAFE Port Act. Most ports assigned their technologies or systems high importance, which makes logical sense. Why invest in something if it has low importance?  The type of port tends to dictate what security systems are most needed and appropriate. A bulk grain terminal does not need container scanning equipment, obviously. Neither does it need equipment and personnel to check passengers and their documentation, as the ports of Seattle, Port Angeles and Astoria do, for example. 
3. [bookmark: _Toc361042139]Organizational Measures
Question 3 asks several elements that are mandated by law and enforced by the Coast Guard. All ports need to have a FSP (Facilities Security Plan) and a FSO (Facilities Security Officer). Vulnerability assessments and regular training exercises are also required under prevailing legislation. Only one of the four responding ports has its own police department. 
4. [bookmark: _Toc361042140]Collaborations and Partnerships
Generally, the relationships with DHS (Department of Homeland Security) agencies are deemed very useful or useful (in most cases, ports don’t have a choice but to cooperate with them). Overall, the “very useful” category gets the most check points. The existence of the Area Maritime Security Committees is a concrete example of regional cooperation, while additional dyadic collaboration is pervasive and important, as well. The author’s impression is that both Customs and the Coast Guard are very well liked and respected for their efforts at ensuring port security. 
5. [bookmark: _Toc361042141]Satisfaction with Progress
All four ports were satisfied with the progress made so far regarding security projects and investments.
6. [bookmark: _Toc361042142]Impediments and Constraints
Earlier work (GAO, 2011) has indicated that challenges for implementing proper security have included lack of standards, lack of funding and lack of inter-agency or inter-organizational collaboration (cooperation and coordination). Our survey indicated that two impediments were particularly noteworthy: budget constraints (lack of funding) and lack of leadership agreement or direction. One port noted that the lack of leadership came from FEMA, and not its own management or commission. Specifically, Round 9 under the PSGP was touted as problematic. 

7. [bookmark: _Toc361042143]Best Practices Shown
When asked which ports the respondents felt exercised best practices, the four respondents listed a total of seven seaports, three of which were in Washington State. The Port of Seattle is suggested as one of the Best Practices ports.  This is a compliment to the most complex seaport in the Pacific Northwest, with a huge variety of responsibilities (cargo, air, cruise, ferries, fishing, marine, real estate, etc.) During spring quarter of 2013, the author’s students were given the task of researching security practices at major national container ports and trying to identify best practices. Some of the findings are listed in this report under the heading “Comparison with Some of the Nation’s Largest Seaports”. 
8. [bookmark: _Toc361042144]Further Comments or Observations
The reader is encouraged to read the comments under Question 8 in Appendix A. 
[bookmark: _Toc361042145]Background Information
Twelve years have passed since the attacks on the World Trade Center twin towers in lower Manhattan and the Pentagon building in Washington, D.C.  These attacks were unique in that passenger jets were hijacked and taken over by terrorists on a suicide mission. The targets were high profile buildings that in the terrorists’ minds represented something sinister: American commerce, military might and imperialism. As often is the case with high profile terrorism, public transportation was again targeted.  This time, the airplanes became both targets and weapons, with tragic, costly and wide-ranging outcomes. 
Cargo transportation has largely escaped the wrath and attention of global and home grown terrorists. Statistically, they tend to go after soft targets and particularly crowds of people gathered on public transportation (planes, trains, and buses) or in crowded places (market places and theaters). Many terrorists, especially in overseas hot spots, target military assets, such as bases, barracks or navy vessels. Despite this apparent preference for killing people where they are gathered, a common fear among security experts and officials is that it is only a matter of time before supply chain assets will also be attacked. This includes actions that will hurt the crucial transportation networks that we are all so dependent on. 
This fear has so far caused the federal, state and local governments to spend billions of dollars on security measures, and much planning and organizing have taken place since 2001. In January of 2012, the White House issued the “National Strategy for Global Supply Chain Security”, which articulated in general terms the U.S. government’s policies to strengthen and protect the global supply chain, consisting of the network of transportation, postal, and shipping pathways, assets and infrastructure, including communications systems. The document is mindful of the need to balance efficiency of trade with the need for security. It maintains that “the supply chain and its components continue to be attractive targets for terrorist attacks and criminal exploitation” (The_White_House, 2012).
TSA’s well written 346-page “Transportation Systems Sector-Specific Plan: An Annex to the National Infrastructure Protection Plan” gives perhaps the best summarized specification of the most serious threats the authorities think the various transportation modes are subject to (TSA, 2010). The plan consist of a base plan and six modal annexes: mass transit, maritime, freight rail, aviation, highway and pipeline. And it is not hard to think of several ways people with malevolent intentions could cause harm. For each of the modes, the plan lists what is considered to be the most likely methods. Under maritime and port security – the emphasis of our study – the general threats include: 
1. Physical threats:
a. Natural disasters
b. Aging infrastructure (bridges, etc.)
c. Malicious actions: “The worst-case threat scenario is the introduction of nuclear, biological, or chemical weapons or radiological dispersal devices, while the use of improvised explosive devices (IEDs) remains the most likely tactic for terrorist attacks against transportation systems worldwide. Another area of great concern is the misuse of cargo containers for human and weapons trafficking, transporting counterfeit goods, and improper labeling of hazardous materials and other goods. Cruise ships and supertankers continue to increase in size, and this poses a global challenge for safety and security, including environmental and other impacts.” (TSA, 2010)
2. Cyber attacks 
3. The human risk element:  This threat stems from either human error or criminal behavior. 
Because “security” mostly deals with crime control, while “safety” deals with accident avoidance, it is clear from the above that the two risk areas overlap in terms of resources needed to prevent and mitigate either. This is what is often referred to as an all-risk (or all-threats) approach. Although the causes and prevention methods differ, resources needed to respond to natural disasters and safety violations are usually the same needed for security risks and disruptions. 
The plan lists TSA and the US Coast Guard, in collaboration with the Department of Transportation (DOT), as the coordinators of the preparedness activities among the sector’s partners to prevent, protect against, respond to, and recover from all hazards that could have a debilitating effect on homeland security, public health and safety, or economic well-being, but there are many more federal agencies involved than that. In maritime port security, federal agencies such as FEMA, the FBI and U.S. Customs & Border Protection are heavily involved, too. 

A classic risk assessment tool that puts risks in perspective is to plot potential disruptions on a two-dimensional probability versus impact chart. The high probability but low impact risks are the ones that port authorities deal with on a frequent basis, and with good management procedures and systems, such risks normally are unproblematic and to be expected. Vandalism, like tagging of buildings and equipment, would be such a risk. Another typical category within such a chart is the medium probability, medium impact disruptions. These are less frequent, less predictable, and have more serious operational and financial consequences. Still, the ports are usually prepared for them and can recover from them in just hours or days. An example of such a midgrade disruption would be a fire in a storage facility, whether accidental or arson. 

The low probability, high impact risks are the tricky ones that cost the ports and the government a lot of money and resources to prevent and prepare for. Not only is the probability of such major risks low, but you never know when they might happen. There have been no major (foreign originated) terrorist attacks on U.S. or U.S. maritime installations since 9-11, but that does not mean that the nation can sleep well and let its defenses down. Low probability, high impact risks are like “black swans” that can surprise us at any time.  Although it seems plausible that somebody might try to sneak a bomb into a cargo container, the actual disaster – if and when it happens – would likely be different than we and the experts can anticipate. TSA’s Transportation Systems Plan referred to above lists the following complications with respect to trying to time and assess such rare events (TSA, 2010):

· “Uncertainty as to the types of threats;
· Difficulties of predicting the likelihood and consequences of known risks;
· Inestimable nature of unknown risks;
· Unique differences between risk assessments for manmade incidents (including terrorism) versus natural disasters;
· Creative and adaptive nature of terrorists; and
· Widely varying preparedness and response capabilities and countermeasures within the groups and subgroups of modal infrastructure.”

This forces the system of port authorities, law enforcement, military branches and emergency response agencies to adopt an economically sensible all-risk approach that balances several concerns and priorities. Over the past ten years, the focus has broadened, and most of the investments in assets and personnel are now multi-purpose and not just concentrated on stopping shipping containers before they explode. Scanning systems, for example, are just as effective at detecting a weapon of mass destruction as spotting human trafficking. Fences are useful for preventing both terrorists and partying teenagers from accessing sensitive and potentially dangerous port facilities. 

Tight maritime security is crucial because the ports, waterways, and shores of the maritime mode are lined with military facilities, nuclear power plants, locks, offshore oil and natural gas drilling and production platforms, oil refineries, levees, passenger terminals, fuel tanks, pipelines, chemical plants, tunnels, cargo terminals, underwater cable, and bridges. Collocated business infrastructure may also include restaurants, stadiums, or conference centers and create a publicly dense environment that poses numerous security and safety challenges that span the border between land and maritime jurisdictions (TSA, 2010). Passenger transportation presents an additional challenge and security risk, where in Washington State there are multiple ferry routes and a growing cruise ship industry. 

The government has split the various Risk Mitigation Activities (RMA’s), from which programs and activities cascade, into four categories. Information-sharing programs and activities cascade across all four categories:
1) Risk Reduction Tools and Methods
2) Maritime Security and Response Operations
3) Maritime Domain Awareness, and 
4) Effective Maritime Security Regimes

	KEY RISK MITIGATION ACTIVITY:
	PROTECTIVE PROGRAMS:

	Security vetting of workers, travelers, and shippers
	Transportation Worker Identification Credential (TWIC)

	Secure critical physical infrastructure
	National Tunnel Security Initiative, Area Maritime, Facility, and Vessel Security Plans (MTSA)

	Risk mitigating operational practices
	Container Security Initiative (CSI), International Port Security (IPS) Program

	Implement unpredictable operational deterrence
	Visible Intermodal Prevention and Response (VIPR) Program


	Screening workers, travelers, and cargo
	Certified Cargo Standard Security Program (CCSP) and Standard Security Program updates

	Preparedness and response exercises
	Intermodal Security Training Exercise Program (I-STEP), Area Maritime Security Training and Exercise Program (AMSTEP)

	Awareness and preparedness
	Security Training, Operational Readiness, and Maritime Community Awareness Program (STORMCAP)


[bookmark: _Toc361042776]Table 1: Transportation System Sector Risk Mitigation Activities (TSA, 2010)
The five maritime security function elements are as follows (TSA, 2010):
1. Awareness: Identify and understand threats, assess vulnerabilities, determine potential impacts, and disseminate timely information to security partners and the American public.
2. Prevention: Detect, deter, and mitigate threats to the United States.
3. Protection: Safeguard the American people and their freedoms, critical infrastructure, property, and the U.S. economy from acts of terrorism, natural disasters, or other emergencies.
4. Response: Lead, manage, and coordinate the national response to all hazards.
5. Recovery: Facilitate short-term national, State, local, and private sector efforts to restore basic functions and services and Maritime Transportation System infrastructure after a transportation disruption during the response phase of incident management and help set the stage for long-term recovery.

[bookmark: _Toc361042146]The Regulatory Framework for Maritime Port Security
The current framework builds on older acts and regulations, and was broadly expanded over a ten-year period of new legislation and regulations since 2001. It now builds on a mishmash of laws. Information about the following regulations, notably as they pertain to port security, is borrowed from several official sources, incl. (Christopher, 2009; Kapperman, 2012; TSA, 2010):
a) Magnuson Act of 1950 (50 United States Codes (USC) 190 et. Seq.) enables the President to institute rules and regulations pertaining to the anchorage and movement of foreign-flag vessels in U.S. territorial waters, to inspection, and, if necessary, securing of such vessels, and to guarding against sabotage, accidents, or other acts against vessels, harbors, ports, and waterfront facilities. It provides the basis for issuance of security zones and COTP (USCG Captain of the Port) orders to control vessel movement and security of waterfront facilities. It contains broad authority to create security zones or issue COTP orders to regulate vessels or waterfront facilities within the territorial sea.

b) Executive Order (EO) 10173, Regulations relating to the safeguarding of vessels, harbors, ports and waterfront facilities of the U.S. (1950), as amended by subsequent EO’s (10277 in 1951, 10352 in 1952, 13143 in 1999 and 13273 in 2002), promulgates implementation authority for port security activities in the form of regulations at 33 CFR 6 under the discretionary authority of the Magnuson Act of 1950. 33 CFR 6 remains one of the principal authorities that is available to each Coast Guard Captain of the Port (COTP) for port security and provides authority that can be used to rectify non-compliance with 33 CFR 101 and further sections. 

c) Ports and Waterways Safety Act of 1972 (22 USC 1221 et. Seq.) provides USCG with broad basic authority for the creation of safety and security zones, regulated navigation areas, and COTP orders all of which can be used to control the movement of vessels as well as advance notice of arrival requirements for vessels. It also provides for the establishment, operation, and maintenance of vessel traffic services. In most instances, this authority applies within the territorial sea. In addition, 33 U.S.C. §1226 contains specific authority to prevent or respond to acts of terrorism against individuals, vessels, or public or commercial structures within or adjacent to the marine environment. The statute provides civil penalties for regulatory enforcement, facilitating administration of port safety measures. The statute, as amended, provides authority that supports port safety and security measures needed for Maritime Security regimes and regulations and Marine Transportation System recovery following an incident.

d) EO 12656, Assignment of emergency preparedness responsibilities (1988), issued under various authorities, includes requirements for development of plans and procedures for maritime and port safety, law enforcement and security, and for emergency operation of U.S. ports and facilities.

e) Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (USA PATRIOT Act) is a broad mandate to enhance domestic security against terrorism. Government surveillance capabilities are increased, and a Counterterrorism Fund is established within the Treasury.

f) Homeland Security Act (HSA) of 2002 established DHS under a broad mandate. The primary mission of DHS is to prevent terrorist attacks within the United States. DHS is tasked to reduce the vulnerability of the United States to terrorism, and to minimize the damage, and assist in the recovery from terrorist attacks that do occur within the United States. As detailed in the HSA, these objectives are to be accomplished through coordination with non-Federal entities including State, local, and tribal government officials, as well as a wide range of private sector partners. The HSA established TSA as a distinct entity within DHS under the Under Secretary for Border and Transportation Security.  The 2002 SAFETY Act (Support Anti-Terrorism by Fostering Effective Technology) was a component of the HSA. 

g) National Maritime Transportation Security Act of 2002 (MTSA) provides a framework for ensuring the security of maritime commerce and our Nation’s domestic ports. MTSA’s key requirement is to prevent a Transportation Security Incident, which has been a core mission of the USCG since its inception, and it broadens the USCG’s authorities in this area. It is complimentary to the International Ship and Port Facility Security (ISPS) Code. The USCG’s International Port Security Program engages in bilateral and multilateral discussion with maritime trading nations worldwide in order to exchange information and share best practices regarding the implementation of the International Ship and Port Facility Security code and other international maritime security standards. The MTSA requires U.S. seaports to conduct vulnerability assessments (necessary to determine the nature and type of threat or risk for each port). Based on these assessments, each port must develop Facility Security Plans (FSP’s) to mitigate the threats. The Area Maritime Security Committees (AMSC’s) were established under this Act (33CFR 103), to provide a link for contingency planning, development, review, and update of Area Maritime Security Plans (AMSP), and to enhance communication between port stakeholders within federal, state and local agencies, and industry to address maritime security issues (U.S.C.G., 2013).

h) Homeland Security Presidential Directive 13: Maritime Security Policy (“HSPS-13”, 2004) establishes U.S. policy, guidelines, and implementation actions to enhance U.S. national security and homeland security by protecting U.S. maritime interests. It directs the coordination of U.S. Government maritime security programs and initiatives to achieve a comprehensive and cohesive national effort involving appropriate Federal, State, local, and private sector entities. This directive also establishes a Maritime Security Policy Coordinating Committee to coordinate interagency maritime security policy efforts. The objective of HSPD-13 is to prevent terrorist attacks, criminal acts, or hostile acts in, or the unlawful exploitation of, the Maritime Domain, and reducing the vulnerability of the Maritime Domain to such acts and exploitation. It seeks to enhance U.S. national security and homeland security by protecting U.S. population centers, critical infrastructure, borders, harbors, ports, and coastal approaches. HSPD-13 aims to maximize recovery and response from attacks within the Maritime Domain, and maximizing awareness of security issues in the Maritime Domain in order to support U.S. forces and improve U.S. Government actions in response to identified threats.

i) The National Strategy for Maritime Security (NSMS), 2005.  This was developed with the DHS and issued by The White House under George W. Bush. The goal was that the following five strategic actions achieve the objectives of this strategy (The_White_House, 2005):
· Enhance International Cooperation 
· Maximize Domain Awareness 
· Embed Security into Commercial Practices 
· Deploy Layered Security 
· Assure Continuity of the Marine Transportation System
j) Security and Accountability for Every Port Act of 2006 (“SAFE Port Act”) is a comprehensive maritime and cargo security bill intended to strengthen port security across the Nation by establishing improved cargo screening standards, providing incentives to importers to enhance security measures, and implementing a framework to ensure the successful resumption of shipping in the event of a terrorist attack, while preserving the flow of commerce. The SAFE Port Act established programs such as TWIC, the Container Security Initiative, and the C-TPAT. In addition, the Act created the Domestic Nuclear Detection Office within DHS and appropriated funds toward the Integrated Deep-water System Program, a long-term USCG modernization program.


The IMO (International Maritime Organization), an offshoot of the United Nations, critically reviewed its agenda concerning vessel and port facility security after September 11, 2001. This resulted in the adoption of the ISPS (International Ship and Port Facility Security) Code (Christopher, 2009). The U.S.  MTSA of 2002 was in great part designed and modeled to implement the ISPS Code within this country. 

North of the border: On July 1, 2004, the Canadian Marine Transportation Security Regulations (MTSR) came into force under the authority of Section 5 of the Marine Transportation Security Act. This Act is the Government of Canada’s legal framework for regulating the marine industry (ports, marine facilities and vessels).  The MTSR’s risk-based approach will enhance Canadian marine security and help Canada meet its international obligations under the ISPS Code. In Canada, the responsibility for maritime security is shared among three federal Departments: Transport Canada, Public Safety, and Fisheries & Oceans (under which the Canadian Coast Guard sorts).  
It is interesting to note that Transport Canada and the USCG chose WA State and British Columbia to serve as the first phase of the multi-year U.S.-Canada Maritime Resilience Project, which is part of the ambitious U.S.-Canada Beyond the Border Action Plan. The project kicked off in 2012 with the development of draft “Guidelines for Communication and Information-sharing between Stakeholders in Canada and the United States to Enhance Maritime Commerce Recovery after an Emergency or Disaster”. The lead coordinator for the project is The Pacific Northwest Economic Region (PNWER), headquartered in Seattle. This organization is hosting the Center for Regional Disaster Resilience[footnoteRef:2] [2:  See www.regionalresilience.org] 

[bookmark: _Toc361042147]Crucial Federal Agencies Involved in Port Security

1. [bookmark: _Toc361042148]The U.S. Coast Guard (USCG)

The USCG is the SSA (“Sector Specific Agency”) for the maritime mode and in a lead Federal agency role with respect to critical infrastructure and key resources for port security. As such, the USCG has the primary legal responsibility to ensure the security of the nation’s ports, and is the statutorily authorized federal agency enforcing port security regulations (Christopher, 2009). The USCG facilitates and coordinates Combating Maritime Terrorism operations with other Federal, State, local, and tribal agencies to prevent, disrupt, protect, respond to, and recover from terrorism-related risks in the maritime domain.

Washington and Oregon are part of Coast Guard District 13, which also includes the states of Montana and Idaho. They keep as many as 72 cutters (longer than 65 ft.) and 11 aircraft in the two coastal states. The total active and civilian personnel in WA and OR are about 1,300 people, plus more than 400 reservists and almost 1,900 auxiliary (volunteer) personnel. 
The Coast Guard is visible in the following contexts:
· Provides subject matter expertise to FEMA on the maritime industry to inform grant ward decisions (e.g. the annual rounds under the Port Security Grant Program, PSGP) (GAO, 2011). 
· Ensures the ports have adequate and reliable Port FSP’s as part of the NSMS (National Strategy for Maritime Security) (The_White_House, 2005). The FSP’s are subject to review and oversight by the USCG. 
· Cooperates with and advices ports when they develop their port-specific emergency operations and response plans (Christopher, 2009)
· Runs (or plans to run) the Interagency Operations Centers (IOC’s) in its 35 sectors[footnoteRef:3]. Their “WatchKeeper” system supports these centers.   [3:  The SAFE Port At of 2006 mandated that the DHS establish IOC’s for security in key ports. The main purpose is to improve multi-agency maritime security operations and enhance cooperation among partner agencies at the 35 ports. ] 

· Operates the Vessel Traffic Service (VTS) Puget Sound, tracking 250,000 vessel movements every year. Vessel Traffic Services (VTS) provide the mariner with information related to the safe navigation of a waterway. This information contributes to the safe routing of vessels through congested waterways or waterways that contain a particular hazard. VTS Puget Sound is unique among the 12 VTS’s operated by the USCG. It is the only U.S. VTS that operates a cooperative international VTS with Canada. The Victoria, Tofino, and Seattle Traffic Centers coordinate shipping traffic between Puget Sound, the Straits of Georgia, Juan de Fuca, Rosario, Haro, and the west coast of Vancouver Island and northern Washington State out to 60 miles offshore (TSA, 2010).
· A leading member of the two Area Maritime Security Committees[footnoteRef:4], corresponding to the COTP (Captain of the Port) zones ( Portland and the Puget Sound AMSC’s) [4:  The Coast Guard administers the Puget Sound AMSC, with the Marine Exchange of Puget Sound taking the minutes. ] 

· A leading member of the two Harbor Safety Committees (Lower Columbia Region Harbor Safety Committee, and Puget Sound Harbor Safety Committee[footnoteRef:5]) [5:  The Puget Sound Harbor Safety Committee is administered by the Marine Exchange of Puget Sound. Their vessel tracking system, PACTRACS, is unique and very valuable for the traffic safety in the Puget Sound and the Strait. ] 

· The Commandant of the USCG sets MARSEC levels commensurate with the HSAS (Homeland Security Advisory System). The HSAS threat conditions and MARSEC levels will align closely. 

2. [bookmark: _Toc361042149]Customs and Border Protection (CBP)
While the USCG is primarily concerned with the security and safety of port facilities and vessels, the CBP ensures that the cargoes imported are safe and legal. Preventing illegal entry is their specialty. Major programs under their administration include (Harrell, 2010):
· Customs-Trade Partnership Against Terrorism (C-TPAT)
· Container Security Initiative (CSI)
· The 24 hours advance vessel manifest rule (i.e. “10+2” or “Importer Security Filing”)
· Protecting the U.S. from Weapons of Mass Effect, as exemplified with various scanning and detection technologies used at local ports, especially for containers. 
In the states of Oregon and Washington, CBP has two main “Service Ports”, Portland and Seattle. However, there are Customs branch offices with officers at the following additional seaports:
Oregon:	Astoria			Washington:	Blaine 
		Coos Bay				Longview (handling Kalama, Vancouver)
		Newport				Sumas (handling Anacortes, Bellingham)
							Tacoma

The ports of Everett, Grays Harbor, Olympia, and Port Angeles are primarily handled out of the Seattle Service Port. The Longview office is serviced from the Portland Service Port. 

3. [bookmark: _Toc361042150]Federal Emergency Management Agency (FEMA)
This DHS agency is responsible for distributing grant funds under the Port Security Grant Program (PSGP) and similar annual programs. FEMA is designing and operating the administrative mechanisms needed to implement and manage the grant program. The USCG provides subject matter expertise for the maritime industry and participates in project award decisions (GAO, 2011). More than $2.5 billion has been allocated to the PSGP since 2002. 
[bookmark: _Toc361042151]Port Security Grant Program Funding and Allocations, 2002-2013

	Year and Round
	Funding
	Managed by
	Local allocation
	% to WA and OR

	2002 Round 1
	$93 mill
	TSA (DOT)
	Direct
	7.5%

	2003 Round 2
	$244 mill
	TSA (DHS)
	Direct
	7.1%

	2003 OSC
	$30 mill
	TSA (DHS)
	All to POS and POT
	44.3%

	2003 UASI
	$75 mill
	ODP (DHS)
	Direct
	9.0%

	2003 Round 3
	$179 mill
	TSA (DHS)
	Direct
	4.5%

	2004 Round 4
	$49 mill
	TSA (DHS)
	Via Fiduciary Agent
	6.0%

	2005 Round 5
	$150 mill
	OSLGCP(DHS)
	Via Fiduciary Agent
	6.9%

	2006 Round 6
	$168 mill
	OGT (DHS)
	Direct
	5.9%

	2007 Round 7
	$202 mill
	OGT (DHS)
	Direct
	9.2%

	2007 Supplement
	$110 mill
	OGT (DHS)
	Via Fiduciary Agent
	7.4%

	2008 Round 8
	$389 mill
	FEMA (DHS)
	Via F.A. (POT & MerEx)
	7.5%

	2009 Round 9
	$389 mill
	FEMA (DHS)
	Via F.A. (MarEx & MerEx)
	7.8%

	2009 ARRA
	$150 mill
	FEMA (DHS)
	Direct
	5.3%

	2010 Round 10
	$288 mill
	FEMA (DHS)
	Via F.A. (MarEx & MerEx)
	7.6%

	2011 Round 11
	$235 mill
	FEMA (DHS)
	Via F.A. (MarEx & MerEx)
	7.1%

	2012 Round 12
	$97 mill
	FEMA (DHS)
	Direct
	5.4%

	2013 Round 13
	$93 mill
	FEMA (DHS)
	Direct
	-

	Total:
2002 - 2012
	
$2,858 m.
	
	
	Average:
7.5%


POS = Port of Seattle; POT = Port of Tacoma; F.A. = Fiduciary Agent; MerEx = Merchants Exchange (Portland); MarEx = Marine Exchange (Seattle)
[bookmark: _Toc361042777]Table 2: PSGP Allocations 2002-2012 and WA, OR share
For the Puget Sound area, FEMA has been using Seattle-based Marine Exchange of Puget Sound as its intermediary, or Fiduciary Agent (FA), for the application and award processes for the years 2009, 2010 and 2011. According to the Marine Exchange’s website, the following are the general responsibilities of FA’s (Marexps, 2013):
[bookmark: _Toc361042152]Fiduciary Agent (FA) Role:
· FA facilitates submission of PSGP applications, otherwise known as Investment Justifications (IJs), by stakeholders in the Puget Sound region.
· FA distributes the award to sub-recipients according to Puget Sound Area Maritime Security Committee guidance and Captain of the Port decisions, and in compliance with all applicable Federal law, policy, and regulations.
· FA operates under MOUs with sub-recipients.
· FA does programmatic and financial monitoring.
· FA serves as liaison between FEMA and sub-recipients.
DHS uses a risk analysis model to assess the relative risk posed to ports throughout the nation and to help determine PSGP eligibility and funding levels (GAO, 2011). 
[image: ]
[bookmark: _Toc361042769]Figure 1: Fiscal Year 2011 PSGP Risk Model 
The ports of Portland, Seattle and Tacoma are all diverse and crucial for the national economy, so they score relatively high. This weighs heavily in the funds allocation process. The Puget Sound area is also one of the seven included in Group 1, deemed at highest risk for terrorist attacks (the other six are the San Francisco Bay Area, Los Angeles/Long Beach, Houston/Galveston, New Orleans, Delaware Bay, and New York/New Jersey). Other ways to assess whether 7.5% of the nationwide allocations is a fair share for Oregon and Washington can be found by comparing this to several relevant measures:
OR and WA population as a percentage of nation’s population:  				3.4%
OR and WA land mass as a percentage of nation’s land mass:				4.5%
OR and WA imports customs value as a percentage of nation’s customs value:		6.7%[footnoteRef:6] [6:  Source: AAPA Advisory, February 19, 2013 (their source is the U.S. Census Bureau)] 

OR and WA imports volume (tons) as a percentage of nation’s imported tons:		6.7%
OR & WA container vessel calls as a percentage of nation’s container vessel calls:		7.8%
By comparing 7.5% to the above five measures it seems the two states are receiving a reasonable share of the grants. 
Alaska, Idaho, Washington and Oregon are part of FEMA’s Region 10.  Their regional office is located in Bothell, WA. 

4. [bookmark: _Toc361042153]Transportation Safety Administration (TSA)
This agency’s primary responsibility with respect to port security has to do with background checks and credentialing. They administer and issue the TWIC cards and hazardous materials endorsements on truckers’ commercial driving licenses (CDL’s).  
[bookmark: _Toc361042154]2007 Nationwide Best Practices Study (“Protecting America’s Ports”)
In 2007 the National Institute of Justice published a research report named “Protecting America’s Ports: Promising Practices”, which was in essence an analysis and comparison of port security best practices nationwide (Pate, Taylor, & Kubu, 2007). Their study attempted to identify the best and most promising local practices in port security. They conducted descriptive case studies of exemplary and innovative security practices in seventeen American seaports, including Seattle and Tacoma. They focused in particular on inter-governmental and public-private partnerships and elements of success of those.  With respect to what they observed at the ports of Seattle and Tacoma, they highlighted the following desirable practices (note that this study was done in 2006-7, so several practices may have changed since then):

[bookmark: _Toc361042155]Both ports of Seattle and Tacoma:
· The ports are part of the South Puget Sound Port Security Committee (SPSPSC), which with its many stakeholders helps coordinate planning, information sharing, and other necessary activities to enhance port security (p.8)[footnoteRef:7]. “The committee provides a Steering Committee and a General Port Security Committee with workgroups, open to all port security stakeholders. The mission of this committee is to help coordinate planning, information sharing, and other necessary activities to enhance the security of the marine transportation system (MTS) within its area of responsibility. In support of this mission, the committee is developing a Port Security Plan which outlines scalable security procedures to be taken by MTS stakeholders to ensure the continued safety and security of the South Puget Sound port facilities and MTS.”  [7:  This body has become the Puget Sound Area Maritime Security Committee, which regularly meets bi-monthly. ] 

· In the ports of Seattle and Tacoma, the port authorities have demonstrated high levels of interagency cooperation with the U.S. military. POS is a West Coast Army seaport and POT is a strategic military transport site. “Having a military operation connected to a seaport presents a special set of security concerns. The Coast Guard is responsible for security at the port, but the military is responsible for security on its vessels, and the lines of jurisdiction can become blurred. One side benefit of a port that serves as a military seaport is that port personnel grow accustomed to heightened security practices, as required by their ongoing participation in military shipments and exercises”. 
· A PortSTEP exercise occurred in the Puget Sound in 2005[footnoteRef:8]. [8:  This was a DHS-developed Port Security Exercise Training Program.] 

[bookmark: _Toc361042156]Seattle:
· Seattle’s MPS/ATLAS system provides total supply chain visibility, with early loss and damage detection (using tracking devices) and a means of mitigating potential security threats to the port. 
· Other port-specific security measures for enhancing awareness include a variety of committees and councils, such as the Seattle-Washington State Ferry Security Committee [footnoteRef:9] [9:  This committee does not seem to exist currently] 

· With respect to exercises and training programs, they identified a number of promising practices, including Seattle’s Marine Terrorism Response (MTR) project. This extensive exercise and training program was done with DHS funding and included a preparedness plan, a response plan, and a field operations guide for emergency responders. The MTR plan includes web-based training, classroom/vessel training, and field exercises. With DHS/Office for Domestic Preparedness funding, the port was awarded $2 million to operate a national seaport security exercise and training pilot program. MTR involves several local public agencies (emergency management, law enforcement, fire service, and EMS providers), county public agencies (county emergency management and public health), regional partners (State Homeland Security Regions; Ports in Everett, Seattle, and Tacoma; and the Puget Sound Marine Firefighting Commission), state government partners (state emergency management, Department of Transportation, and Department of Ecology), federal government partners (DHS/OG&T, U.S. Coast Guard, FBI, EPA, Department of Defense, FEMA, CDC, Department of State, CBP, ICE, MARAD, and NOAA), international partners (Transport Canada), and private-sector partners (Washington State Hospital Association, cruise vessels, private ambulances and EMS, Washington State Maritime Cooperative, and Marine Response Alliance).
· They learned about promising practices in establishing recovery implementation plans in Seattle. 
· In Seattle the port authority has developed a business continuity plan that spells out how to decide which operations go back in business and in which order. 
· The researchers observed a layered approach to security that incorporated many elements.
· The first port in the nation to get an MSST stationed at its port. This is a USCG Maritime Safety and Security Team, consisting of 75 active duty personnel. This team has served as an important force multiplier that enhanced the port’s security capabilities during major marine events, contingencies, and other port-level operations. 
· “Operation Drydock” helped federal law enforcement in understanding port complexities. 
· The STAR program (Secure Trade in the APEC Region) is an international cooperative program.
· The Bangkok/Laem Chabang Efficient and Secure Trade project in 2003, which demonstrated end-to-end supply chain security between Thailand and the U.S. (Thailand is a military “sister state” of Washington State).
· Seattle is the first port in the nation to enter into formal partnerships with Thailand and the Ports of Singapore and Hong Kong to demonstrate container security practices. 
[bookmark: _Toc361042157]Tacoma:
· Awareness: Tacoma has a Maritime Intelligence Support Team led by the Port Security Service. The team produces three types of intelligence reports concerning port security: 1) a situation analysis report for agency supervisors, 2) an information bulletin for intelligence officers, and 3) a biweekly activity analysis sent to federal, state, and local law enforcement agencies. 
· Tacoma’s Central Point of Coordination Rail Management System links security data and serves as a safety and security support tool in the event of either a natural disaster or an act of terrorism. In 2002, the Port of Tacoma invested in a series of Automated Equipment Identification (AEI) sensors and other infrastructure to collect rail-car and container data. These data are displayed and analyzed via proprietary application software called “Signal AEI Manager.”
· Designated a “research site”, the port received major Operation Safe Commerce (OSC) funding in 2003, totaling $13.3 million. OSC has provided three pilot port sites (Los Angeles/Long Beach, New York/New Jersey, and Seattle/Tacoma) with funding to test new security techniques and technologies designed to improve containerized shipping security. They identified promising practices associated with OSC.
More details on the various systems and procedures the researchers found at the ports of Seattle and Tacoma can be found by reading their report: www.ncjrs.gov/pdffiles1/nij/grants/221075.pdf
[bookmark: _Toc361042158]Port Risk Mitigation and Trade Resumption/Resiliency Planning:  5-year Update in 2013
Each of the nation’s 35 AMSC’s has to develop and maintain security plans. From the Marine Exchange’s website we find that “the Marine Exchange of Puget Sound (Marine Exchange), acting as Fiduciary Agent for the Sector Puget Sound (Seattle) Area Maritime Security Committee (AMSC) for Fiscal Year 2009 Port Security Grants and the recipient of a Fiscal Year 2012 Port Security Grant for the purpose of updating the Port-Wide Risk Management/ Mitigation and Port-Wide Trade Resumption/Resiliency Plans (PRMP), contracted the firm of Moffatt & Nichol services for this project.  There are two phases to this update: (1) prepare an inventory that captures what has already been accomplished in the region, with and without port security grants, since 11 September 2001 and confirm the viability of these efforts; (2) prepare an updated PRMP and conduct an AMS Assessment.” [footnoteRef:10]  A letter from the USCG explaining the basis for this update is attached as Appendix B.  [10:  http://www.marexps.com/supporting/port_security_program/port_wide_risk_management_mitigation_plan_prmp ] 

Subsequently, In June of 2013, the Marine Exchange of Puget Sound distributed a survey to the stakeholders of the Puget Sound Area Maritime Security Committee (PSAMSC). This multi-part survey (see Appendix C) was designed to solicit information to enable the Marine Exchange and Coast Guard to update the Puget Sound Port-Wide Risk Management/Mitigation and Trade Resumption/Resiliency Plans (PRMP) and Area Maritime Security Assessment, as requested by Congress and managed by FEMA and the USCG. The hope is that the survey will shed new light on the threats faced and the security related programs completed so far. Ports and agencies that decide to respond to the survey may benefit from their participation next time they submit a PSGP grant proposal. By the end of 2013, the Marine Exchange should have the results and a summary report ready. 

The Seaports in this Study
The author chose fifteen ports that represent a great majority of the ocean cargoes in and out of OR and WA. All but one are members of the Northwest Marine Terminal Association. In addition, the table below (Table 3) contains some data on the Port of Newport, which is currently a fishing port. Columbia River ports such as Rainier and St. Helens were considered for inclusion, but ultimately dropped from the study. 

[image: Marine Ports Map]
[bookmark: _Toc361042770]Figure 2: Washington State Ports Map (Source: WA DOT)

[image: http://www.oregonports.com/images/oregonports.jpg]
[bookmark: _Toc361042771]Figure 3: Oregon State Ports Map (Source: Oregon Public Ports Assoc.)
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[bookmark: _Toc361042159]The 14 Members of the Northwest Marine Terminal Association and the Port of Newport (Information from published sources):
	Port & Website
	Size
	Modes
	Main Cargoes, Ship Types and Trade
	Security Practices and Issues

	Anacortes
www.portofanacortes.com

	392,000 tons (2012)
0 TEU’s
	Marine terminal
Airport
Marina

	Bulk cargo (100%): Petroleum coke
Ships: Bulk and neo-bulk
Trade: Mostly exports

	Charges $230 minimum port security fee for 8 hour shift

	Astoria
www.portofastoria.com

	95,000 tons (2012)
0 TEU’s
	Marine terminal, incl. cruise
Airport
Marina
Property

	Lumber & logs (100%)
Ships: Neo-bulk and cruise
Trade: Mostly exports
	3 port security staff, incl. Facility Security Officer (FSO).
Minimum Port Security fee: $540 per vessel per day. Coast Guard cutters Alert and Steadfast stationed here. Another CG station at the mouth of the river by Ilwaco. 

See 2 articles.


	Bellingham
www.portofbellingham.com

	102 tons (2012)
0 TEU’s
	Marine terminal, incl. cruise
Airport
Marina
Property

	General cargo (100%)
Ships: Bulk, neo-bulk and ferries
Trade: Mostly exports
	Has Emergency Management and Security Officer. Coast Guard cutters Sea Lion and Terrapin stationed here.

	Coos Bay
www.portofcoosbay.com

	1.5 million tons (2012)
0 TEU’s
	Marine terminal
Airport
Marina
Rail
Property

	Bulk cargo (91%); 
Lumber & logs
Ships: Bulk and neo-bulk
Trade: Mostly exports
	Coast Guard Cutter Orcas stationed here. 

	Everett
www.portofeverett.com

	239,000 tons (2012)
7,776 TEU’s
7,000 cars

	Marine terminal
Marina
Property
	General cargo (27%); 
Lumber & logs
Ships: Bulk, neo-bulk, ro/ro, heavy lift and container
Trade: Imports and exports

	Has Security Director + 13 security FTE’s. Spent $2.5 mill past 5 years on security improvements (cameras, fencing). Coast Guard cutters Blue Shark and Henry Blake stationed here. 

	Grays Harbor
www.portgrays.org

	2.7 million tons (2012)
0 TEU’s
941,000 cars

	Marine terminal
Marina
Airport
Property
	Bulk cargo (57%);
Automobiles & trucks (35%)
Ships: Bulk, neo-bulk, ro/ro, heavy lift
Trade: Exports and imports
	Coast Guard station located here. 

	Kalama
www.portofkalama.com

	10.2 million tons (2012)
0 TEU’s
	Marine terminal
Property
	Bulk cargo (96%): grains
Ships: Bulk and neo-bulk
Trade: Exports
	

	Longview
www.portoflongview.com

	2.3 million tons (2012)
256 TEU’s
	Marine terminal
Property
	Bulk cargo (50%);
Lumber & logs (42%)
Ships: Bulk, neo-bulk, heavy lift
Trade: Exports and imports
	Security section on website. Port security provided by a third-party contractor under the direct supervision of a Facility Security Officer.


	Newport
www.portofnewport.com
(not a NMTA member)
	
	Marine terminal
Storage yard
	Fish and forest products
	Coast Guard stations at Yaquina Bay and Depoe Bay. 

	Olympia
www.portolympia.com

	231,000 tons (2012)
0 TEU’s
	Marine terminal
Marina
Airport
Property

	Lumber & logs (79%);
General cargo
Ships: Bulk, neo-bulk, ro/ro, container
Trade: Exports

	

	Port Angeles
www.portofpa.com

	107,000 tons (2012)
0 TEU’s
	Marine terminal
Marina
Airport
Property

	Lumber & logs (100%)
Ships: Bulk, tankers, neo-bulk, ferries
Trade: Exports
	Have at least two marine terminal security officers. Coast Guard cutters Active, Adelie, Cuttyhunk, Swordfish and Wahoo stationed here. USCGC Osprey stationed in Port Townsend. 

	Portland
www.portofportlandor.com

	17.9 million tons (2012)
152,961 TEU’s
3.21 million cars
	Marine terminal
Airport
Property
	Bulk cargo (62%): grains & minerals (soda ash & potash)
Automobiles & trucks 
Containers
Ships: Bulk, neo-bulk, container
Trade: Exports and imports
	Governance: Limited Operating[footnoteRef:11] [11:  The three types of port governance are Landlord, Operating and Limited Operating. ] 

Coast Guard cutter Bluebell stationed here. 

	Seattle
www.portseattle.org

	25.5 million tons (2012)
1,285,858 TEU’s
96,000 cars

	Marine terminal, incl. cruise
Marina
Airport
Property
Conference facilities

	Containers;
Bulk cargo (14%)
Ships: Bulk, neo-bulk, container, tug/barge, ro/ro, heavy lift, cruise ships, large fishing vessels
Trade: Exports and imports; Hawaii, Alaska

	Governance: Ltd. Operating.
RFID tags are required on all drayage trucks beginning April 1, 2013. Police dept.: 108 commissioned police officers and 33 non-commissioned personnel.
USCG Critical Port. Coast Guard cutters Fir, Healy, Mellon, Midgett, Polar Sea and Polar Star stationed here. 

	Tacoma
www.portoftacoma.com

	31 million tons (2012)
1,307,395 TEU’s
2.19 million cars

	Marine terminal
Property
	Containers; 
Bulk cargo (18%); 
Automobiles & trucks
Ships: Bulk, new-bulk, ro/ro, container, military, heavy lift
Trade: Exports and imports; Alaska

	Governance: Ltd. Operating. 
Security page on website. Partnership with Port of Seattle. Has Sr. Director of Security & Labor Relations. At least 15 security employees. 
USCG Critical Port.
Military “Strategic Port”.

	Vancouver
www.portvanusa.com

	4.9 million tons (2012)
488 TEU’s
523,000 cars
	Marine terminal
Property
	Bulk cargo (83%): grains; minerals, scrap metals, liquid
Automobiles & trucks
Ships: Bulk and neo-bulk, tankers, ro/ro, heavy lift
Trade: Exports and imports
	All traffic channeled through one security gate only. Have security page on website.


[bookmark: _Toc361042778]Table 3: Information about the Northwest Marine Terminal Association Members
[bookmark: _Toc361042160]The Port Security Grant Program (PSGP)
Since 2002, the Federal government has awarded close to $3 billion in security related grants to seaports, local agencies and maritime companies. The allocation for 2013 is $93 million, which is considerably lower than the annual level of 2008 and 2009, where it reached more than $388 million. In addition to the PSGP, the government, represented by FEMA, has dished out billions of dollars through other grants programs related to national safety and security[footnoteRef:12]. In 2012 FEMA awarded $97.5 million through PSGP, but close to an additional $1.3 billion were given to local governments and agencies for measures ranging from preparation for “all hazards” to security for passenger transit providers.  [12:  In 2011 alone, the DHS awarded more than $1.28 billion under its umbrella Homeland Security Grant Program. The Port Security Grant Program was $235 million of this, or about 18%. ] 

The PSGP divides ports into four groups. Seven port areas have been selected as Group I (highest risk), 48 port areas have been selected as Group II, and 35 port areas have been selected as Group III. Ports not included here are put in the category of “All Other Port Areas”. Even ports in this last category have been allotted smaller grants in previous years. Puget Sound and the Columbia-Snake River Systems are considered separate “port areas”. In the states of WA and OR, only the Puget Sound area qualifies under Group 1.  This group typically receives the bulk of the annual allotment. The Columbia-Snake River System falls under Group 2, and some smaller ports are included in Group 3. To summarize the placement of our focal fourteen ports:

Group I	Puget Sound	Anacortes
				Bellingham
				Everett
				Olympia
				Port Angeles
				Seattle
				Tacoma
----------------------------------------------------------------------
Group II	Columbia	Astoria
				Kalama
				Longview
				Portland
				Vancouver
				+ 13 additional river ports, reaching all the way to Lewiston, ID
-----------------------------------------------------------------------
Group III			Coos Bay
-----------------------------------------------------------------------
All Other Port Areas		Grays Harbor
				Newport

In 2013, only Groups I and II will be eligible to apply for PSGP grants. 
As mentioned, over the eleven year period from 2002 to 2012, the states of Oregon and Washington received about 7.5%, or $213 million in grants through the Port Security Grant Program, including one-time allocations under Operation Safe Commerce and the Urban Area Security Initiative in 2003, the Emergency Supplemental in 2007, and the American Recovery and Reinvestment Act in 2009. 

It has been difficult to piece together the actual grants received by local ports and agencies, particularly the years when the grants were channeled through local “Fiduciary Agents”. Several of the rounds (rounds 4, 5, 8, 9, 10 and 11) were routed through these intermediaries, and listings of the specific distribution of the funds are not publicly available.  For the other rounds, including the latest in 2012, FEMA has posted the distribution lists on its website.  It would be useful if the local Fiduciary Agents (The Marine Exchange in Seattle, the Merchant Exchange in Portland, and the ports of Seattle and Tacoma) divulged the distribution lists on their websites. After all, we are talking Puget Sound and Columbia distributions of more than $20 million for some of the years. 

The two tables that follow (Tables 4 and 5) list what we have been able to find on the annual grant distributions since 2002, and what the grants were used for.  
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[bookmark: _Toc361042779]Table 4: WA and OR recipients of Federal port grants since 2002
	
	GRANTS RECEIVED  BY THE FOCAL NW PORTS (the list is not exhaustive):

	Port:
	Year:
	Grantor:
	Amount:
	Used for:

	Anacortes
	2003
	PSGP, Round 3
	$102,000
	“Physical enhancements”

	
	2009
	ARRA
	$575,155
	New camera surveillance system, improved lighting, and security personnel.

	
	2012
	PSGP, Round 12
	$475,000
	Surveillance equipment, security vehicles and security lighting

	Astoria
	2011
	PSGP/MerEx, Round 11
	$200,000
	Security cameras

	
	2012
	PSGP, Round 12
	$2,700,000 shared with Vancouver
	Purchase a “Regional Response Vessel” with firefighting capability

	Bellingham
	2003
	PDGP, Round 3
	$135,000
	Access control (key cards, camera identification, etc.) and a video surveillance system to monitor remote parts of the cruise terminal 24-hours a day

	Everett
	2002
	PSGP, Round 1
	$145,940
	Detailed security assessments and mitigation strategies

	
	2003
	PSGP, Round 3
	$61,000
	Back-up electrical power (generators)

	
	2004
	PSGP, Round 4
	$1,300,000
$220,000
	Security surveillance system.
Access control gates for marine terminals

	
	2009
	ARRA
	$1,501,617
	Perimeter/Waterside Security Intrusion Lighting with Central Command Control

	Grays Harbor
	2007
	PSGP, Round 7
	$313,342
	“Homeland security improvements”

	
	2009
	PSGP, Round 9
	$208,424
	“Homeland security improvements”

	Kalama
	2003
	PSGP, Round 3
	$935,400
	Improved fencing and surveillance

	Longview
	2007
	PSGP, Round 7
	$262,500
	Lighting, security cameras and a small security boat.

	Olympia
	2006
	PSGP, Round 6
	$327,010
	Security cameras, access control gates, fence alarm and portable lighting

	
	2009
	ARRA
	$488,630
	Data Network Enhancements,
Video Surveillance and Motion Detection System Enhancements, Extension of Automated Access Control and Alarm Systems

	
	2012
	PSGP, Round 12
	$299,028
	IT maintenance and repairs, Marine Terminal secure access control upgrades 

	Puget Sound 
	2007-2010
	DHS’s DNDO
	$3,500,000
	“West Coast Maritime Pilot Exercise”; equipment and training in radiological detection

	Port Angeles
	2003
	PSGP, Round 2
	$100,000
	To assess homeland security needs

	
	2003
	PSGP, Round 3
	$387,795
	“Physical enhancements”

	
	2010
	PSGP/MarEx, Round 10
	$388,104
	New boat, trailer and training for Clallam County Sheriff’s Office Marine Patrol Unit

	Portland
	2003
	PSGP, Round 2
	$510,000
	Gate upgrades, monitoring and surveillance equipment and new sensor alarms at Terminal 6.

	
	2005
	PSGP, Round 5
	$2,744,494
	Improve security at terminal entrances and enhance terminal surveillance

	
	2007
	PSGP, Round 7
	$92,765
	

	Seattle
	2002
	PSGP, Round 1
	$3,014,385
	Detailed security assessments and mitigation strategies; surveillance systems; access controls

	
	2003
	PSGP, Round 2
	$5,302,436
	Unknown (F.A. role?)

	
	2003
	UASI
	$2,132,146
	Securing passenger terminals (waterside) and security force equipment upgrades

	
	2003
	PSGP, Round 3
	$284,000
	“Physical enhancements”

	Tacoma
	2002
	PSGP, Round 1
	$1,609,399
	Detailed security assessments and mitigation strategies; surveillance systems; access controls; portable gatehouses

	
	2003
	PSGP, Round 2
	$611,000
	Perimeter security enhancements and lighting and warning sign improvements

	
	2003
	UASI
	$1,991,925
	Network infrastructure upgrade and security force equipment upgrades

	
	2004
	PSGP, Round 4
	$803,814
	Perimeter lighting/physical enhancements at Blair Terminal; perimeter fencing & gate enhancements at WUT

	Seattle and Tacoma
	2003
	OSC
	$13,302,791 

	Supply chain tests for the Seattle/Tacoma Load Center: Project team funding and project management, analysis and evaluation

	
	2007
	DHS’s DNDO
	$5,000,000
	Funding radiation testing (Rail Test Center)

	
	2011
	DHS’s DNDO
	$10,000,000
	Continued funding of the Intermodal Radiation Test Center

	Vancouver
	2002
	PSPG, Round 1
	$30,000 (or $90,000)
	Complete fencing of boundary and security training

	
	2003
	PSGP, Round 3
	$119,000
	Upgrade security measures at liquid bulk loading facilities

	
	2009
	ARRA
	$480,735
	2nd phase of “maritime domain awareness” program; cameras, monitoring of cameras, wireless network, TWIC card readers.

	
	2012
	PSPG, Round 12
	$2,700,000 shared with Astoria
	Purchase two “Regional Response Vessels” with firefighting capability


[bookmark: _Toc361042780]Table 5: Grants received by WA and OR ports and what they were used for
It is clear from the last table (Table 5) that the grants have mostly been used to invest in surveillance, access control, lighting, alarm systems, I.T. and training.  After $223 million plus the ports’ own matching funds (the required matching contribution is usually 25%), the fourteen ports are now much better prepared, both physically and procedurally, to fend off and respond to security threats. The investments are useful in defending against an array of potential disruptions, fulfilling a hope among many practitioners and subject matter experts that “the subject of port security must shift from the current agenda of port-facility security to the wider context of port supply chain security, with a view to ensuring superior security standards and practices in ports and across the supply chain networks” (Bichou, 2004). As pointed out by MARAD, the PSGP has seen an evolution in emphasis from individual terminals toward port-wide and regional risk management and mitigation planning and coordination (MARAD, 2013). 
[bookmark: _Toc361042161]Comparison with Some of the Nation’s Largest Seaports
We appreciate the research and input done by business and logistics students at Tacoma Community College. The nine students in the inaugural class of the new Logistics Security course were each assigned a large U.S. port and asked to investigate some of the security practices at these ports[footnoteRef:13]. Each student did web based and literature searches and came up with some useful information on viable practices at the ports of New York/New Jersey, Virginia, Charleston, Savannah, Miami, Houston, Los Angeles, Long Beach, and Oakland.  Summaries of such practices include: [13:  We thank the following students for their input: James Akoi, Sarah Bell, Adrian Candaux, Aaron Lee George, Allan Hoyt, Irina Kruchinina, Louis Lamonte, Wade Miller and Earl Scales.] 

a) The Port of New York/New Jersey (PANYNJ) has a Committee on Security, with oversight responsibilities relating to the reform and continuing development of the port authority’s policies and practices related to security and the implementation and ongoing performance. The port has a standing port security task force, as well as a Port Authority Security Department, created in 2012. This port is also working to obtain designation and certification of various qualifying items under the 2002 SAFETY Act (Support Anti-Terrorism by Fostering Effective Technology). The Neptune System is developed for fighting fires of bulk flammable liquids. The student summarized the information about PANYNJ in the following table:
	Best Practices                                                                           Best Practices Confirmed                                                                     

	1. enhancing awareness 

	· Stakeholder coordination and collaboration initiatives        Port Authority Port Security Task Force

	· Protocols and systems for detecting and monitoring

	             port-related security risks/intelligence sharing.

	2. Prevention

	· Physical security/infrastructure at seaports

	· Protocols and processes limiting entry to seaports

	· Technology detection/inspection systems

	· Law enforcement-related activities

	· Interagency operational centers

	3. Preparedness

	· Training

	· Field Exercises                                                                                       The Neptune System

	· Models, Simulations, and Games

	

	4. Response After an Attack

	· Exercise and Training

	· Maritime Incident Resources Training Partnership

	· The Port Security Exercise Training Program

	· Team Responses

	

	5. Recovery after an attack

	· Recovery Plans                                                                     Response and Recovery plans    

	· Consequence Management

	

	6. Law enforcement coverage                                                              Have their own police department

	7. Type of Port Governance                                                                                                                Landlord

	8. Layer approach to security

	9. Coast Guard’s Maritime Safety and Security Teams (MSSTs)

	10. Operation Safe Commerce (OSC)

	11. Port Authority Security Department                                                                        Created in April 2012

	12. Surveillance System

	13. Access Control

	14. Port Security Plan                                                                                         Security Inspections Program

	15. Maritime Regional Security Committee

	16. Training                                                                            Port Authority Information Security Handbook

	17. Port Truck Pass                                                                                                                                    SeaLink

	18. Transportation Worker Identification Credential                                                                                Yes

	19. Physical examinations of cargo                                                            Centralized Examination Stations



b) The Virginia Port Authority (VPA) manages several marine and intermodal facilities, many miles apart: Norfolk, Portsmouth, Newport News, and Front Royal. This is what the student found about the Security Command Center and the communications and information security at the Ports of Virginia (it is likely that the information originally comes from the port’s website): 
“Early threat detection has become an absolute requirement for effective security. Under this project an intelligent video system will be built to detect and track intruders, determining security violations and notifying local first responders. Upon completion of this project, VPA will have the ability to view a “common operating picture” of all three facilities from one location (Port Security Command & Control Center at NIT). This will include the visual display of all perimeter monitoring systems, radiation portals, access controls and VPA police communications. The system will also be able to be used as a local “command post” for other Federal, state and local agencies involved in any incidents at a VPA facility. The system will be designed with an open architecture that will allow for seamless transmission to CG Sector Hampton Roads (or future Maritime Security Center in Hampton Roads) and will significantly increase their vigilant monitoring of the harbor and surrounding waterways.
Communications & Information Security:  This project provides the VPA Port Police with an enhanced communications suite, which uses digital trucking technology and dedicated frequencies. This will ensure that the Port Authority Police can effectively coordinate with Federal, state and local law enforcement and emergency response agencies in the event of an emergency. In conjunction with this project, VPA is now part of the Virginia Statewide Agencies Radio System (STARS). Through STARS, VPA’s communication dispatcher will be linked to a statewide system with voice and data communications (this data communication is limited to short data streams such as license and vehicle checks). Although STARS provides increased capabilities, there are enhancements that are needed now to “fill the gaps” for VPA’s unique and immediate police communication needs such as, video and robust data transmission to the vehicle and interoperability with federal and local response organizations.” 
c) The Port of Charleston, S.C., is another large port trying to capitalize on the growth in the container and cruise businesses. One of our students found the following:
“Export containers are allowed into the gates only if they are booked to vessels arriving in a specific window of time. This report indicates the vessels for which they are accepting containers. Once a vessel goes on this list it is not removed if the vessel’s arrival is delayed for any reason. ORION web connect is a web interface for ORION mainframe computer access for subscribers. For vessel scheduling; documentation is required of vessel operators prior to arrival.” 
d) Regarding the Port of Savannah, Georgia, a student quoted the following paragraph which describes collaboration in developing a new system: 
“The first couple of years, it was all about the basics – lighting and fencing in handling security issue, but as the issue become sophisticated, a committee made up of port-related businesses - from Georgia Ports Authority to Southern LNG - as well as the U.S. Coast Guard, police, fire and other first responders has been looking at such things as the geography of the port, the financial aspect, who's involved when something happens, how the various entities communicate, where the gaps are and what common safety applications can be utilized. In such effort a Waterborne IED detection, which allows ports' security agents to see what is going on underwater, as well as along the shoreline, interoperable communications, which allow the various port players and first responders to talk to one another was put in place.” 
e) For the Port of Miami, a port quite similar to Seattle because of its mixture of cargo ships, cruise ships and recreational vessels, a student found the following information:
“Every cruise ship, which is entering the Port of Miami, now gets an escort with Coast Guards. When the cruise or liner ship approaches in the port, the security officers provide investigation of each ship to prevent potential danger. Also, a specially trained team of divers from the Miami – Dade Country Police Department, search under the ships for explosives.”  Also, “The new implements in the safety field for the long–term project is the Cargo Gate Vehicle Processing System Controls. This type of pass will be used for the port vehicles and will be allowed to enter restricted areas. Also, a created electronic ID system which will be scanned by an automated system, this process will not take more than 20 seconds; the major effect of this innovation is the electronic ID security system for the port employment and traffic reduction.”
f) The Port of Houston strongly believes in ISO certifications, which one of our students found when researching its website:
· In 2002, became the first U.S. port authority with an Environmental Management System that meets ISO 14001 standards for environmental excellence.
· In 2004, became the first U.S. port authority recertified to the new ISO 14001:2004 standard for its environmental management system.
· In 2008, became the world's first port authority to receive ISO 28000:2007 certification for its security management system.
This port has also won a substantial number of other excellence awards. The student found the following interesting 2007 article: 
“The Houston Chronicle reports that the Port of Houston is close to creating its own free market security district that could be a model for the rest of the country. Yesterday, Governor Rick Perry signed legislation allowing the creation of the Ship Channel Security District, a public-private partnership to create a system-wide, layered security approach to better protect Houston's ports. Perry noted that 40 percent of the United States' petrochemical capacity is located in the Houston region.  The paper reports:
The district is designed to serve as a mechanism for Harris County, the Port of Houston Authority and others in the public and private sectors to share the local cost of security grants, according to port officials. It also will help with the operation and maintenance of new security projects, they said. About $31 million in security grants has been acquired to benefit public and private groups in and around the port in recent years, said Jim Edmonds, chairman of the Port of Houston Authority. Chad Sweet, chief of staff for Department of Homeland Security Secretary Michael Chertoff, praised the security district idea, saying the free-market solution could be a national model.” 
It is unclear what the “free-market model” entails in practical terms. 

g) The Port of Los Angeles has listed many strategic security improvements, according to one student: 
“According to their website there are 19 strategic plans focusing on the areas of “public safety, homeland security, and emergency preparedness.”
Public safety: “Enhance the Safety of the Port Community”:
1. Expand Port Police personnel and operations
a. Establish a 24 hour two-vessel presence
b. Establish a vehicle and cargo inspection team
c. Establish substation in Wilmington 
2. Enhance recruiting and retention of Port Police personnel
3. Expand port police communications capabilities to include addition of dedicated tactical frequencies
4. Enhance security at POLA facilities
5. Implement a “Green Marina” Program
Home land security: “Enhance Our Capability to Prevent or Detect”:
6. Upgrade security at the cruise terminal 
7. Expand the Port’s waterside camera system
8. Establish restricted areas for non-commercial vehicles and vessels
9. Install additional shore-side cameras at critical locations
10. Work with TSA to implement the TWIC program
11. Promote increased scanning at overseas ports
12. Update our long range security plans
13. Develop a security awareness training program
14. Enhance outreach to constituents
Emergency Preparedness: “Enhance Our Capability to Respond and Mitigate”:
15. Complete upgrades to the Department Operations Center
16. Begin installation of a port-wide emergency public notification system
17. Continue development of our business continuity plan
18. Update Emergency Procedure and Port recovery plans
19. Conduct a Real-Time Evacuation Exercise Involving the Port and the Community”

h) The neighboring Port of Long Beach is known for extensive and well communicated security practices. Our student found quite a bit of information, including these snippets:
· Virtual Port System – The Port is implementing a comprehensive geographic information system that will gather surveillance data and provide a complete and detailed picture of the Port domain. Real-time data – collected by a state-of-the-art system that includes more than 130 high-resolution cameras throughout the harbor – will be shared with partner law enforcement agencies to support daily operations and quick response to incidents.
· First Responder Preparedness – Training and rescue-and-recovery exercises are routine for Port personnel and partner agencies, and the Port continues to add more. In recent months, Harbor Patrol officers have been learning how to inspect infrastructure – including roads, bridges and wharves – to quickly determine what structures are safe in the event of a major earthquake or other disaster. The Harbor Patrol Commercial Dive Unit and the Long Beach Police Department’s Dive Team conduct training exercises on a regular basis to sharpen their skills and strengthen emergency response. Port divers recently participated in a multiagency simulation at Universal Studios, and LBPD divers recently practiced search-and-rescue maneuvers that involved jumping from a helicopter into Port waters.
· Maritime Domain Awareness Enhancement Project – In collaboration with the Port of Los Angeles and the Marine Exchange of Southern California, the Port of Long Beach is investing in new vessel traffic management equipment with cutting-edge radar and tracking systems. The system will improve small boat detection, harbor navigation and operations throughout the harbor complex.
· New Fire Stations and Fireboats – The Port is modernizing two fire stations and acquiring two high-tech fireboats. The Port has secured an $18 million grant from the Department of Homeland Security for the design and purchase of one of the fireboats.
· Enhanced Underwater Inspection Technology – In August, the Long Beach Police Department acquired new 3-D sonar technology for underwater inspection of the Port’s 10 piers, 80 berths and other infrastructure. This security tool also will be used for preventive maintenance and keeping shipping channels clear of dangerous debris and objects.
· Port-wide Security and Safety Capital Projects – For the fiscal year beginning October 1, the Port has budgeted nearly $34 million for security and safety infrastructure projects. The list includes expansion of the Port’s fiber optic network, bridge and rail cameras, and improved fencing, lighting and barriers.
i) Lastly, the Port of Oakland was studied by one student, and he found that this port is under heavy financial pressures because of large debts and the urgent need to expand and upgrade its facilities to remain competitive. 

[bookmark: _Toc361042162]Port Security Incidents Experienced over the past few years
Question 1 of our questionnaire lists fourteen different categories of security risks (see Appendix A).  We asked the ports whether they had experienced any of these risks over the past five years, the probability that these risks might happen to their ports over the next five years, and what the operational and financial impact would be if these risks happened. Independent of the responses to this questionnaire, we undertook a web search to look for actual publicized incidents over the past few years, for each of the fourteen categories. In the section below, each of these risks are defined and discussed, and under each category there is a selection of actual incidents recorded. We find that this collection of incidents is quite representative of the day-to-day life of in port crime control and the restoration of law and order. These are all relatively high probability, low impact risks that can be handled in a largely routine matter by law enforcement and the criminal justice system. We find that this cross-section of real life risks may be useful in gauging the daily reality faced by port security staff. Only one of the events listed below can be characterized as truly terrorism related: the Port Angeles Customs’ nabbing of a would-be bomber. Appendix lists the accompanying news stories about all 47 incidents, most of which is enjoyable (or perhaps sad) reading by itself. 


[bookmark: _Toc361042163]Security Risks

1. [bookmark: _Toc361042164]Vandalism or trespassing
Merriam-Webster’s definition of vandalism: “Willful or malicious destruction or defacement of public or private property”.
Merriam-Webster’s definition of trespassing: “An unlawful act committed on the person, property, or rights of another; especially: a wrongful entry on real property”.
The perpetrators may range from taggers to drunks to people bearing grudges to political activists, but the results are often the same: costly repairs and replacements of assets. Politically, the police authority’s reaction to the vandalism can cause damage to a port’s reputation, so being conscious of the underlying motive for the vandalism is important. For example, the general public will accept a fairly harsh reaction against simple burglars cutting through a fence to gain access to something they can steal, while an equally harsh reaction to peace activists cutting through fences around military nuclear bases can be met with public indignation. 
Recent local examples include:
· May 2013: Vandals cut mooring lines to cruise ship in Port Townsend (see Article 1)
· April 2013: A potential security threat is created by actions at the Port of Astoria by Sea Shepherd, protesting the capture, branding and potential killing of sea lions (see Article 2). Sea Shepherd is known for not shying away from criminal actions, such as sabotage and vandalism.  
· October 2011: Port of Coos Bay is hurt by ATV riders trespassing and kicking sand up on rail tracks, causing possible delays and hazards (see Article 3)
· September 2011: Nineteen union activists arrested for misdemeanor criminal trespass at Port of Longview (see Article 4, illustrating how closely related vandalism and trespassing can be to rioting and disorderly conduct)
· October 2010: A motion activated video camera helps explain the accidental drowning death of a college student at the Port of Bellingham (see Article 5)
· [bookmark: answer2][bookmark: response_id_62395772]October 2009: Five mostly elderly protesters were arrested for breaking into the Navy Base at Bangor (see Article 6) 
· March 2007: Anti-war demonstrators arrested for trespassing at the Port of Tacoma (see Article 7)

2. [bookmark: _Toc361042165]Sabotage, incl. malicious mischief
Merriam-Webster’s definition of sabotage: “An act or process (destructive or obstructive action) tending to hamper or hurt; deliberate subversion”. 
Merriam-Webster’s definition of malicious mischief: “Willful, wanton, or reckless damage to or destruction of another's property”. 
As the first example under the Vandalism section shows, there are also fuzzy lines between this and sabotage or malicious mischief. The police and legal system have to sort out the exact formalities and what to charge the perpetrators with. Sabotage is often committed by disgruntled stakeholders, for example workers in an industrial conflict, or by enemies in a military or war effort. Some acts of serious sabotage can be construed as terrorist acts, as they endanger people’s lives and health.  
Recent local examples include:
· May 2013: At Port of Everett, a suicidal man sets fire to a boat following a domestic dispute (see Article 8)
· February 2013: A private Vancouver grain terminal declares a labor lockout and accuses union leader of sabotage to equipment (see Article 9)
· [bookmark: _Toc361038022][bookmark: _Toc361038104]September 2011: Longshore workers attack Longview grain terminal and are accused of sabotaging a grain shipment (related to the 4th incident under Vandalism) (see Article 10)
· May 2011: Bellingham man arrested for 22 cases of graffiti on Port of Bellingham and City of Bellingham properties (see Article 11)


3. [bookmark: _Toc361042166]Theft or looting
Merriam-Webster’s definition of theft: “The act of stealing; specifically: the felonious taking (incl. burglary) and removing of personal property with intent to deprive the rightful owner of it”.
Merriam-Webster’s definition of looting: “Something appropriated illegally often by force or violence”; synonyms are pillage or plunder”. 
Of any crimes, cargo theft is the largest financial drain on the supply chain. Because ports have become such secure and heavily monitored areas and because small and valuable items are carried in sealed containers, the incidents of cargo theft at port facilities are low. Within ports, it is likely that the risk of equipment theft is just as high as the risk of cargo theft. The proportion of insider thefts versus thefts committed by outsiders is unclear. Ports offering marinas have to deal with the risk of theft or break-ins of pleasure craft. It is usually the tenants of ports offering warehousing facilities that have to deal with anti-theft measures for their inventory and equipment, although frequent, outsider incidences can reflect poorly on the port authority. 
Recent local examples include:
· October 2012: Port of Bellingham’s newsletter reports instances of theft from its harbors (see article 12)
· March 2008: Metal thieves suspected of shooting Port of Portland security guard (see Article 13)
· February 2007: In a case demonstrating insider risk, two Sea-Tac Airport luggage handlers were arrested for theft (see Article 14)
· 1995: In what has become a classic story, a Port of Grays Harbor marketing manager was charged with theft for using a port credit card to charge thousands of dollars on bar tabs and topless dancers. Security personnel can be called upon to perform internal investigations of misconduct accusations (see Article 15)

4. [bookmark: _Toc361042167]Rioting or disorderly conduct
TheFreeDictionary.com’s definition of rioting: “A violent disturbance of the public peace by three or more persons assembled for a common purpose”.
TheFreeDictionary.com’s definition of disorderly conduct: “A broad term describing conduct that disturbs the peace or endangers the morals, health, or safety of a community”. 
These security issues often go hand-in-hand with vandalism, trespassing, malicious mischief and assault. Many of these crimes are intertwined. Demonstrations can be incited by strong and often legitimate passions, but often get out of hand and become destructive and dangerous riots. It is often a few violent people who will turn what should be a peaceful demonstration into a wild riot. Sometimes riots are made worse by overreacting police or security forces. Recent examples of demonstrations that have gone bad are some of the “Occupy” disturbances in 2011, and the May Day demonstrations in Seattle that often get infiltrated by violent anarchists. Ports have had trouble with labor demonstrations that have turned violent, or anti-war protesters. 
Recent local examples include:
· May 2013: Port of Kalama experienced a union blockage of an arriving grain ship, where small boats with protestors got inside the 200 yard safety zone (see Article 16)
· December 2011: About 400 Occupy demonstrators forced the closure of two Port of Portland terminals, and arrests were made (see Article 17)
· November 2011: Occupy Oakland called for a west coast ports shutdown in December of 2011. The threat was worth taking seriously (see Article 18, which is a biased opinion piece)
· September 2011: Another report on the longshoremen storming Port of Longview (see Articles 19 and 20). Article 20 (really an opinion piece) is a bit of a cautionary tale for security workers.  
· June, 2006: Anti-war protests and scuffles at Port of Olympia (see Article 21)

5. [bookmark: _Toc361042168]Assaults on port workers
Dictionary.com’s definition of assault: “An unlawful physical attack upon another”.
Some of the examples above involve physical attacks on port security workers, including the guard shot in the leg in Portland and the security worker attacked by longshoremen in Longview.  Port workers are probably most at risk if they try to prevent or surprise someone committing another crime, or if they get caught up in a riot situation. People on both sides of the conflict can be hurt. In general, law enforcement and security are exposed and dangerous occupations. 
· May 2013: Longshoreman hit by truck at Port of Portland. This happened during an argument and it is likely that the semi-driver is in legal trouble (see Article 22)
· June 2011: Port police officers often have to intervene in crimes taking place on port property, as this case from the Portland (PDX) airport illustrates (see Article 23)
· March 2008: Three incidents in 90 days where intruders confronted security officers at the Port of Portland: one got shot in the thigh, one got stabbed, and a third was assaulted with rocks (see Article 24)
· February 1998: A car-jacking at Sea-Tac Airport and the ensuing chase by Port of Seattle police officers. Although this case did not involve direct assaults on port workers, it is illustrative of one of the risks that can take place within port properties (see Article 25)

6. [bookmark: _Toc361042169]Terrorism related incident

Dictionary.com’s definition of terrorism: “The use of violence and threats to intimidate or coerce, especially for political purposes”. 
Terrorist attacks are of course everyone’s big fear, as they are often well planned and organized, extremely violent and can involve weapons of mass destruction. In terms of overall risk, they fall into the low probability/high impact category. Attacks might happen only once in a hundred years, but when they happen they can be catastrophic. Terrorism is usually affiliated with some geopolitical or religious grievance, and acts are committed in support of a perceived cause, not for personal economic gain. 
· March 2013: Because terrorist incidents are few and far between, it may be instructive to study this recent training exercise at the Port of Tacoma  (see Article 26)
· December 1999: The much publicized case of the would-be Algerian terrorist who got caught in Port Angeles after arriving on the Ferry from Victoria with a car full of explosives (see Article 27)

7. [bookmark: _Toc361042170]Smuggling of weapons or explosives
Wikipedia’s definition of smuggling: “Smuggling is the illegal transportation of goods or persons, … across an international border, in violation of applicable laws or other regulations.”
Although there is no lack of weapons or bomb-building materials within the United States, the need to smuggle them in arises in connection with planned terrorist acts, in particular by foreign entities. The fear is that a nuclear device, a dirty bomb or a bomb containing chemical or biological material may be snuck through into the country. Numerous homeland security and customs programs have been implemented to try to prevent such occurrences (ISPS and the MTSA, CSI, C-TPAT, FAST, etc.).  Here in the Pacific Northwest we are far away from hotspots such as can be found in Africa and the Middle East (or even the Mexican border), and weapons smuggling is almost non-existent. 
· February 2010: Although there is controversy around whether these particular seized items were toys or real guns, the CBP at Port of Tacoma did their job (see Article 28)

8. [bookmark: _Toc361042171]Illegal transportation or handling of hazardous materials
According to the Office of Inspector General, most criminal violations of hazardous materials regulations involve falsification and misrepresentation of documentation used to identify products being shipped. Of about 150 cases prosecuted by Federal courts over the past ten years, only one took place in WA State and on in OR. In the Seattle case, transporting fuel illegally may have been the least of the conspirators’ problem, as the main problem was that they stole a million and a half gallons of fuel. If papers are expertly falsified, there is not much port authorities can detect or do, and these crimes are typically investigated as joint efforts between federal and local agencies. 
· April 2011: Although more of a safety issue, the case of the container ship Hyundai Oakland at the Port of Tacoma is interesting, as this particular ship was also involved in a radiation detection incident the previous month (see Article 29)
· March 2011: This story about the traces of radiation found on a ship in Tacoma gives an indication that the detection systems work (see Article 30)
· July 2006: Two former employees of a Port of Seattle tenant plead guilty to stealing and transporting $3.9 million of motor fuel (see Article 31)

9. [bookmark: _Toc361042172]Human trafficking or stowaways
The United Nations define human trafficking as “the recruitment, transportation, transfer, harbouring or receipt of persons, by means of the threat or use of force or other forms of coercion, of abduction, of fraud, of deception, of the abuse of power or of a position of vulnerability or of the giving or receiving of payments or benefits to achieve the consent of a person having control over another person, for the purpose of exploitation.”  Examples are forced labor, slavery and prostitution. 
Wikipedia defines a stowaway as “a person who secretly boards a vehicle, such as an aircraft, bus, ship, cargo truck or train, to travel without paying and without being detected”.  Recently we have heard of elaborately equipped shipping containers used by optimistic stowaways. 
Stowaways are often voluntarily hiding themselves on a means of transportation or paying a broker to facilitate this illegal and dangerous transportation for them.  The demand for this is borne out of desperation. The victims of human trafficking often try to escape bad personal situations and are being exploited. 
· April 2006: A Port of Seattle security guard discovered 22 Chinese stowaways coming out of a shipping container (see Article 32) 
· Sept. 2003: Two Egyptian sailors jumped ship in Kalama, but were captured in Portland (see Article 33)
· May 2000: One almost cannot help but admire the tenacity and luck of the “intermodal” stowaway described in this Seattle Times article (see Article 34)
· January 2000: This article from CNN contains three related stories about using cargo containers to smuggle Chinese nationals into the United States (see Article 35) 

10. [bookmark: _Toc361042173]Smuggling of controlled or banned substances[footnoteRef:14] [14:  CBP calls them prohibited and restricted articles] 

Controlled or banned substances include a wide variety of articles, from drugs to protected animals. In this link, http://www.cbp.gov/xp/cgov/travel/id_visa/kbyg/prohibited_restricted.xml, CBP has lumped prohibited and restricted items into 27 distinct categories, each containing items that various federal agencies deem unsafe for importation into this country. 
· May 2013: This drug smuggling case is of interest because the smugglers used hidden compartments in a 40-foot semi-trailer. The case also illustrates the great value in collaboration among several agencies (see Article 36)
· March 2013: Many law enforcement agencies, including Port of Seattle Police, were involved in dismantling this major drug trafficking ring (see Article 37)
· August 2009:  In addition to describing a recent seizure of 132 pounds of marijuana, this is an interesting article that summarizes the difficulty of patrolling the North Puget Sound for drug smuggling pleasure boats (see Article 38) 

11. [bookmark: _Toc361042174]Industrial espionage or suspicious surveillance
Investopedia defines industrial espionage as “the theft of trade secrets by the removal, copying or recording of confidential or valuable information in a company for use by a competitor.” Suspicious surveillance is usually a scouting out of the facilities, surroundings, routines and procedures preceding a terrorist attack or robbery. Both espionage and surveillance may involve breaking into facilities or computers to gain information, but mostly it is done quietly without traces of physical evidence. 
Maritime ports are unlikely targets of industrial espionage, but various forms of surveillance are more likely threats. Unless they are stopped and apprehended, it is difficult to know whether suspicious characters snooping around the perimeter of port properties are potential terrorists or perhaps thieves of metals, equipment or cargoes. It might also be that such individuals are street people looking for a suitable place to hide and sleep. 
· August 2006: Although this evacuation incident doesn’t involve shady characters sneaking around the perimeter of the port, one theory is that these two containers might have been a “test shipment” to see if they would be caught by our security systems (see Article 39)

12. [bookmark: _Toc361042175]Trade law violations (e.g. counterfeit goods)
The World Trade Organization defines intellectual property rights as “the rights given to persons over the creations of their minds. They usually give the creator an exclusive right over the use of his/her creation for a certain period of time.”  Copyrights, patents and trademarks are meant to protect I.P. rights. A huge problem in global trade today is the trading of fake or counterfeit goods. Consumer goods are particularly exposed, and billions of dollars’ worth of knock-offs arrive in U.S. ports every year. 
· January 2013: Port of Seattle was part of a team that uncovered a major case of the importation of counterfeit Cisco Systems network equipment (see Article 40)
· January 2012: A case from the Port of Portland where joint agency effort resulted in the seizure of fake rifle scopes (see Article 41)
· October 2010: A Seattle woman imported fake exercise equipment through the Port of Seattle (see Article 42)
· August 2009: In a major case involving the importation of more than 70 containers of counterfeit goods through ports including the Port of Tacoma, a man pleads guilty and is sentenced to 3 years in prison (see Article 43)

13. [bookmark: _Toc361042176]Invasive species
Wikipedia defines this as “introduced species (also called "non-indigenous" or "non-native") that adversely affect the habitats and bioregions they invade economically, environmentally, and/or ecologically.” 
Various non-native insects and pests are a major problem for U.S. fauna, flora and farming. They are often introduced through cargo, or they come attached to shipping vessels, vehicles, containers or packaging materials. Bilge water can even contain harmful species. 
· January 2013: A cargo ship containing as many as 275 egg masses of Asian gypsy moths was ordered by the Coast Guard to sail back to international waters for cleaning before coming back in to Tacoma to load (see Article 44)
· October 2010: At the Port of Seattle, crop-destroying snails were found attached to the underside of shipping containers (see Article 45)
· August 2008: Port of Portland’s “Asian Toad Incident” triggered a massive follow-up process, including a 220-page “Gap Analysis Report” that only a complex bureaucracy can be proud of (see Article 46)

14. [bookmark: _Toc361042177]Other Security Violations
· October 2011: At the Columbia River bar, an Egyptian cargo ship is detained by the USCG for failure to comply with international and domestic regulations regarding safety, security and environmental protection (see article 47)




[bookmark: _Toc361042178]APPENDIX A

[image: https://encrypted-tbn2.gstatic.com/images?q=tbn:ANd9GcTBGqDbY2hMLJg8GVH_ZfCWjElMNQXk2zv08NgeBMh-qHQF_7z_]

April, 2013
REGIONAL PORT SECURITY STUDY QUESTIONNAIRE (Seaports only)
Supported by National Science Foundation grant NSF ATE# 1003507
For more information about the TCC/NSF Logistics Resources: http://www.tacomacc.edu/logisticsresources/
This questionnaire consists of eight questions, including the last one where you can write in additional comments or concerns.  If you would like to remain anonymous, leave the information below blank, and we will not identify your port in neither the internal nor public versions of the report. As mentioned in the introductory letter, the public version (to be published on the TCC website) will not identify any of the ports by name (only “Port A”, “Port B”, etc.)    Thank you for your help with this project!
Completed surveys can be e-mailed back to AUdbye@tacomacc.edu  or in the enclosed envelope. or mailed to Erika Bowles, Tacoma Community College, 6501 South 19th St, Bldg. 16, Tacoma, WA  98466-6100

Name of Port (optional): _________________________________________________________________

Your name and title (optional): ____________________________________________________________
Size of your port (check one): 
____ “Small” (less than 5 mill tons/yr)	____“Medium” (5  – 10 mill tons/yr)		____“Large” (more than 10 mill tons/yr)

	QUESTION 1




SECURITY RISK:
	Check which risks your port has experienced the past 5 years:
	What is the probability that these risks will happen at your port the next five years?
	What operational and financial impact on your port would these incidents have?

	
	
	Low
	Medium
	High
	Low
	Medium
	High

	Vandalism or trespassing
	  B C
	
	A   C D
	  B
	A B   D
	     C
	

	Sabotage, incl. malicious mischief
	  B C
	A      D
	     C
	  B
	A B
	     C
	       D

	Theft or looting
	  B
	     C D
	A
	  B
	A B
	        D
	

	Rioting or disorderly conduct
	  B C
	A      D
	
	  B C
	   B   D
	A   C
	

	Assaults on port workers
	  B
	A   C D
	
	  B
	A B C
	        D
	

	Terrorism related incident
	
	A      D
	     C
	
	A 
	     C
	       D

	Smuggling of weapons or explosives
	
	A   C
	        D
	
	A   C
	        D
	

	Illegal transportation or handling of hazardous materials
	
	A   C D
	
	
	A   C D
	
	

	Human trafficking or stow-aways
	
	A   C D
	
	
	A   C D
	
	

	Smuggling of controlled or banned substances
	
	A   C
	       D
	
	A   C
	        D
	

	Industrial espionage or suspicious surveillance
	  B
	A   C D
	
	  B
	A B C D
	
	

	Trade law violations (e.g. counterfeit goods arriving)
	
	A   C D
	
	
	A   C D
	
	

	Invasive species (pests, weeds, etc.)
	
	     C D
	A
	
	A   C D
	
	

	Other (write in):
	
	
	
	
	
	
	



	QUESTION 2
	Check which technologies or systems your port has (or its tenants or government agencies)  to protect against security risks:
	Rate the importance of these technologies or systems:

	
	
	Low
	Medium
	High

	BARRIERS AND DETECTORS:
	
	
	
	A B

	Fences
	A B C D
	
	        D
	A B C

	Surveillance cameras
	A B C D
	
	
	A B C D

	Lighting
	A B C D
	
	
	A B C D

	Guard stations
	A B C D
	
	
	A B C D

	Motion sensors
	A B
	        D
	A
	   B C

	Infrared sensors
	A
	        D
	
	A    C

	Tire spikes
	A
	     C D
	A
	

	ACCESS CONTROL SYSTEMS (credentialing):
	
	
	
	

	Passwords
	   B   D
	
	        D
	   B C

	I.D. checks and cards (e.g. TWIC) 
	A B   D
	
	        D
	A B C

	RFID 
	A
	
	     C
	A

	Barcodes
	A
	
	     C
	A

	Biometric scanners
	A B
	    C
	
	A B

	INSPECTION SYSTEMS (for cargo, vehicles, vessels and infrastructure):
	
	
	
	

	X-ray (gamma ray) scanning equipment (e.g. VACIS)
	A B
	    C
	   B
	A

	Radiation Portal Monitors (RPM’s such as Advanced Spectroscopic Portal, ASP)
	A B
	    C
	   B
	A

	Radar and tracking systems
	
	    C
	
	

	Sonar equipment for underwater inspections
	   B
	    C
	   B
	

	Underwater cameras
	   B
	    C
	
	

	Patrols by security officers
	A B    D
	
	        D
	A B C

	EMERGENCY RESPONSE SYSTEMS:
	 
	
	
	

	First responder vehicles and equipment
	A      D
	
	        D
	A B C

	Fire trucks
	
	
	
	       C

	Hazardous spill equipment and vehicles
	        D
	
	
	       C D

	Fire boats
	A
	
	
	A     C

	Emergency notification systems (web or phone based)
	A B
	
	
	A B C

	Electronic sign boards
	A
	A
	
	

	


	
	
	
	

	QUESTION 3

	Your port has or does the following (check all that apply):


	A dedicated director of security
	A B   D

	A security department
	A B   D

	Your own police department
	   B

	Certification and training requirements
	A B C D

	Regular training exercises
	A B C D

	Simulated emergency exercises
	A B C D

	Formalized confidentiality procedures (Need to Know)
	A B C D

	Conducts regular port vulnerability assessments
	A B C D

	A long term strategic plan for port security
	A    C D









	QUESTION 4
	Which collaborations or partnerships are useful in enhancing your port’s security:

	
	Not applicable
	Not useful
	Useful
	Very useful

	Dept. of Homeland Security agencies:
	

	   CBP 
	
	
	
	A B C D

	   USCG
	
	
	
	A B C D

	   TSA
	
	
	     C D
	A

	   FEMA
	
	        D
	     C
	A B

	   ICE
	        D
	
	     C
	A

	Other Federal or International agencies:
	

	   MARAD (DOT)
	        D
	     C
	   B
	A

	   Military branches (DoD)
	        D
	     C
	   B
	A

	   FBI (Justice dept.)
	        D
	
	A B
	     C

	   IMO (ISPS)
	        D
	     C
	A B
	

	Other jurisdictions:
	

	   Local law enforcement
	
	
	        D
	A B C

	   City
	
	
	        D
	A B C

	   County 
	        D
	
	   B 
	A     C

	   State
	        D
	
	   B   
	A     C

	Stakeholders or associations:
	

	   Other ports
	
	        D
	   B
	A     C

	   Tenants  (terminal operators, stevedores, storage facilities)
	
	
	        D
	A B C

	   Carriers (ocean, rail or road)
	
	        D
	
	A B C

	   Shippers (e.g. exporters or importers)
	
	        D
	
	A B C

	   The Marine Exchange
	
	        D
	A B
	       C

	   Ports Associations
	
	        D
	   B
	A     C






	QUESTION 5

	Yes
	Unsure
	No

	Is your port on track or satisfied with the progress made so far regarding security projects and investments?
	A B C D
	
	



	QUESTION 6
	Regardless of your response to question 5, if your port has plans or a wish list for security projects and investments, what are impediments or constraints for realizing these (check all that apply):


	Budget constraints
	A B C

	Space limitations
	

	Staff or management constraints
	A    C

	Stakeholder resistance
	A B

	Technological constraints
	         D

	Lack of regulatory clarity or coordination
	   B C            C: “Example Round 9”

	Lack of leadership (board or commission) agreement or direction
	A    C D        C: “FEMA again, Round 9.”                               

	Other (write in):


	A: Lack of future grant funding




	QUESTION 7

	Best practice ports:

	Please name one or two U.S. ports you think show “best practices” in security implementation and management:  

	A: Port of L.A. & Port of Savannah, GA
B: Massport (Boston) & Miami, FL
C: Olympia and Vancouver, WA
D: Seattle




	QUESTION 8


	This space is left open if you have further comments or observations pertaining to what may be port security “best practices”:

Port A: “Port security in the future needs to show a business value to the organization and to the cargo chain. Technology and staffing need to balance the need for security and allowing the commerce to flow effectively”. 

Port C: “Largest impediment has been the managing of the grant funding.  Once you find out you’ve been awarded the grant the big question is when it can be used and when the funding comes.  Many times it’s hurry up and wait.  Then when the funds are released the pressure is on to get your project done on time when most of the time was used just to get the funding to you.  Round 9 was an example of what has gone on amplified.

On the other hand, the funding is vital to smaller ports.  We do not have the revenues to support the projects that are really meant to meet the requirements put on us by Homeland Security.  So the funding is vital to keep up with it.  We would not have the funding to accomplish these security projects unless the funding was available.  Even trying to leverage our contributions has been helpful but also difficult to do at times.

Kudos to our Marine Exchange for doing an excellent job and as well as our Coast Guard sector.

Lastly, as many port projects are completed for security, it would be helpful to have some funding for maintenance of the systems going into the future to keep the levels up.”
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Date: 	June 26, 2013 
To: 	Puget Sound Maritime Stakeholders 
From: 	Marine Exchange of Puget Sound 
on behalf of the Puget Sound Area Maritime Security Committee 
Subj: 	Puget Sound Port-Wide Risk Management/ Mitigation and Trade Resumption/Resiliency Plans (PRMP) and Area Maritime Security Assessment 
Information Surveys – Overview and Instructions 

Dear Stakeholder, 

The attached surveys are designed to solicit information from the region’s numerous maritime stakeholders in our effort to update the PRMP on behalf of the Puget Sound Area Maritime Security Committee. Your participation is essential and will greatly influence the value and overall success of this project. 
More specific information about this endeavor may be found on the Marine Exchange website (www.marexps.com) including the project’s kickoff letter by the Captain of the Port, Captain Scott Ferguson. The following four information survey forms are located on the website: 
• Project Inventory Survey – This survey attempts to capture historical security and all-hazards improvements of waterfront and port facilities in Puget Sound implemented since September 11, 2001. It is being conducted to ascertain the effectiveness of investments made to date, including a review of operations and sustainment attributes. It was prepared to solicit such information from the region’s project participants including MTSA-regulated and non-MTSA-regulated facilities. 
• Risk Assessment Survey – This survey provides valuable stakeholder input for determining risk based solutions to Transportation Security Incidents (TSI). The survey data will be analyzed to address regional maritime security/all-hazard, prevention, preparedness, and mitigation efforts. 
• Business Continuity Survey – This survey will provide valuable information related to current, planned, and desired end-state required resiliency and resumption of trade efforts. It will also provide an understanding of how well prepared the Puget Sound region is to recover from a Transportation Security Incident (TSI). 
• PRMP Benchmarking Survey - This survey is intended for other U.S. Coast Guard Sectors around the country who have implemented PRMP projects in their respective regions. The intent is to gather lessons learned and to establish relationships to benefit the project goals and objectives. 

Information gathered will be used for the sole purpose of updating the PRMP. Each member of the project team including the Marine Exchange and our consultant team Moffatt and Nichol with subconsultants Cosmo Perrone and Associates, Richard Softye Consultants, and Project Management Support Inc. has an executed USCG Non-Disclosure Agreement in place associated with work on this project. If you believe information you are providing is Security Sensitive Information (SSI), please identify as such per federal guidelines prior to submitting to our attention. 

If you have any questions regarding this survey, please feel free to contact either Margaret Schwertner at Moffatt & Nichol or me. 

Scott Pollock 
Marine Exchange of Puget Sound 
100 West Harrison St, Suite S-560 
Seattle, WA 98119 
(206) 443-3830 
scott@marexps.com 

Margaret Schwertner 
Moffatt & Nichol 
600 University Street 
Seattle, WA 98101 
(206) 622-0222 
mschwertner@moffattnichol.com 

We look forward to your participation and appreciate your effort in this critical endeavor. 
Sincerely, 
Scott Pollock 
Marine Exchange of Puget Sound















Project Inventory Survey

Instructions
Please complete the below questions and email, fax or mail the survey form back to Margaret Schwertner at Moffatt & Nichol by July 31, 2013:
Margaret Schwertner
Moffatt & Nichol
600 University Street
Seattle, WA  98101
(206) 622-0222; mschwertner@moffattnichol.com
General Information
	Contact Name:
	

	Entity Name:
	

	Type of Organization (check one):
	Port: ___ Private/Commercial:___  Agency: ___ Other: ___   

	Contact/Facility Address:
	

	Phone:
	Email: 

	Date:
	



Project Information

1. What is the role of your facility or agency with respect to maritime security and all-hazard preparedness in Puget Sound and/or in your locality?

	

	



2. If you have completed maritime security or all-hazard improvements at your facility(ies) since September 2011, please itemize information about your projects in Table 1*.  

	

	

	


3. Were any grant approved projects cancelled or withdrawn? If so, what were the reason(s)?

	

	



4. Are the completed projects and equipment currently maintained and staffed appropriately?   What are your organization's commitments to sustain the project/equipment/asset(s)?

	

	

	



5. To your knowledge, did your project(s) address a gap identified within the 2009 Puget Sound Strategic Risk Management / Mitigation and Trade Resumption / Resiliency Plan? If so, to what extent was the project effective, in your opinion?

	

	

	



6. What gaps are addressed by the subject investment(s)? Please add this data to Table 1 – Project Details, attached, or in the space below.

	

	



	



7. If you plan to complete additional projects in the future, please enter your replies into Table 2, or in the space below.

	

	



[image: C:\Users\mschwertner\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\New Picture (9).bmp]

* We have compiled a preliminary list of regional PSGP investments over the last 11 years, sorted by recipient (or subrecipient) based upon data from Fiduciary Agents and FEMA. This information can be made available if helpful to facilitate your response.   
2013 Port-Wide Risk Plan Update, Sector Puget Sound AMSC		June 24, 2013
Project Inventory Survey	55
64


Table 1 –  Past Security Related Projects (2001 through 2012)

	Project/Strategy Category
(check any that apply)
	Project/Strategy Type
	Project/Strategy Total Costs ($)
	Percent Complete
	Grant Program

	Portion Grant Funded (%)
	Security Gaps Reduced by Project/Strategy

	
	
	
Cost
	Annual Maint.
	Annual Ops. (include personnel)
	
	
	
	

	
	Access Control
(Door Locks, TWIC)
	
	
	
	
	
	
	
	

	
	Communications
(PA, Electronic Notification)
	
	
	
	
	
	
	
	

	
	Physical Enhancements
(Gates, Barriers, Lighting)
	
	
	
	
	
	
	
	

	
	Surveillance
(Cameras, VMS/VA, Intrusion Detect.)
	
	
	
	
	
	
	
	

	
	Vessels
(Patrol, Dive)
	
	
	
	
	
	
	
	

	
	Equipment
	
	
	
	
	
	
	
	

	
	Miscellaneous
	
	
	
	
	
	
	
	

	
	Integration/Partnering
(Joint Projects, Exercises)
	
	
	
	
	
	
	
	

	
	Training
	
	
	
	
	
	
	
	

	
	Planning/Strategy 
(Risk, Evacuation, Plans)
	
	
	
	
	
	
	
	


Table 2 –  Planned and/or Future Projects (2013 through 2017, and beyond)

	Project/Strategy Category
(check any that apply)
	Project/Strategy Type
	Project/Strategy Total Costs ($)
	Percent Complete
	Grant Program

	Portion Grant Funded (%)
	Security Gaps Reduced by Project/Strategy

	
	
	
Cost
	Annual Maint.
	Annual Ops. (include personnel)
	
	
	
	

	
	Access Control
(Door Locks, TWIC)
	
	
	
	
	
	
	
	

	
	Communications
(PA, Electronic Notification)
	
	
	
	
	
	
	
	

	
	Physical Enhancements
(Gates, Barriers, Lighting)
	
	
	
	
	
	
	
	

	
	Surveillance
(Cameras, VMS/VA, Intrusion Detect.)
	
	
	
	
	
	
	
	

	
	Vessels
(Patrol, Dive)
	
	
	
	
	
	
	
	

	
	Equipment
	
	
	
	
	
	
	
	

	
	Miscellaneous
	
	
	
	
	
	
	
	

	
	Integration/Partnering
(Joint Projects, Exercises)
	
	
	
	
	
	
	
	

	
	Training
	
	
	
	
	
	
	
	

	
	Planning/Strategy 
(Risk, Evacuation, Plans)
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Copies of the 47 articles are found in separate (22 MB) pdf files. 
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Port Security Grant Program Allocations:

Round 1 Round 2

 Operation 

Safe 

Commerce 

 Urban Area 

Security 

Initiative 

Round 3 Round 4 Round 5 Round 6

Year: 2002 20032003 OSC 2003 UASI 2003 2004 2005 2006

National funding: $    92,300,000  169,055,136 $   30,000,000 $     75,000,000 $     179,025,900 $   49,430,000 $     150,000,000 $   168,052,500 $  

Agency:

Alaska Railroad Corp., Seattle  

APL Limited, Seattle 1,300,000 $      

APM Terminals North America Inc (shared with 

MD/NJ/VA/SC/TX/FL ports) 666,000 $          

Argosy L.P.

Bainbridge Island Police Dept.

Chevron Products Company, Portland 612,470 $          

Chevron Products Company, Seattle 355,500 $          

City of Port Angeles

City of Tacoma Police Department 258,234 $          

Clipper Navigation 127,000 $           12,800 $             104,500 $          

Columbia Grain International, Inc., Portland

Columbia River Steamship Operators Association 623,000 $          

Conoco/Phillips, Ferndale 131,250 $          

Conoco/Phillips, Tacoma 68,200 $            

Crowley Liner Services, Inc., Seattle

Imperium Grays Harbor

J.R. Simplot Company, Portland

Kinder Morgan Energy Partners LP, Seattle 271,638 $          

Kinder Morgan Energy Partners, Portland 90,000 $            

Kinder Morgan Liquids Terminals LLC, Portland 302,865 $          

Marine Exchange of Puget Sound, NW Maritime 

Advisory Services, as FIDUCIARY AGENT

Merchants Exchange of Portland, as FIDUCIARY AGENT

Multnomah County Sheriff's Office 675,000 $          

Olympic Tug & Barge, Inc., Seattle

Oregon State Police 

Pacific Cruises Northwest Inc., Bellingham 9,617 $               

Paramount of Oregon, Portland

Pettit Oil Company, Port Angeles 25,000 $            

Port of Anacortes 102,000 $          

Port of Bellingham 135,000 $          

Port of Everett 145,940 $           61,000 $              

Port of Grays Harbor

Port of Kalama 935,400 $          

Port of Longview  

Port of Olympia 327,010 $          

Port of Port Angeles 100,000 $           387,795 $          

Port of Portland 510,000 $           2,744,494 $      

Port of Seattle (may include Puget Sound area as F.A.) 3,014,382 $       5,302,436 $       2,132,146 $       284,000 $             5,179,116 $      

Port of Tacoma 1,609,399 $       611,000 $           1,991,925 $       293,000 $             2,112,990 $      

Port of Vancouver 30,000 $             119,000 $          

Ports of Seattle/Tacoma 13,302,791 $    

Puget Sound Refinery (Shell Oil Products), Anacortes 429,500 $          

Puget Sound zone target allocation 1,332,816 $       7,298,258 $      

Regional Maritime Security Coalition - Astoria 322,500 $          

Regional Maritime Security Coalition - Columbia River   1,620,000 $      

Regional Maritime Security Coalition - 

Skamania/Clarkston/Cascade Lock 274,750 $          

San Juan County Sheriff's Office

Seattle Fire Department 

Shell Oil Products US, Portland

Shell Oil Products US, Seattle 522,309 $           11,250 $            

Sound Refining, Tacoma 60,000 $            

SSA Pacific Terminals Inc (shared with CA ports) 1,699,579 $      

SSA Terminals LLC, Seattle 269,600 $          

Tesoro Refining and Marketing Company 160,000 $          

Tidewater Barge Lines, Vancouver 8,598 $                366,000 $          

Total Terminals International T-46 Seattle 392,000 $          

Tulalip Tribes

United Grain Corporation 

Valero Energy Corporation, Portland

Valero Energy Corporation, Tacoma

Valero Energy Corporation, Vancouver

Washington State DOT - Ferries Division 110,000 $           6,892,588 $       2,527,536 $       2,000,000 $      

Washington State Patrol 2,226,173 $      

SUM Oregon and Washington Funding 6,959,721 $       17,288,235 $     13,302,791 $     6,765,724 $       8,055,912 $       2,952,816 $       10,345,617 $     9,916,539 $      
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Port Security Grant Program Allocations:

Round 7

 Emergency 

Supplemental 

Round 8 Round 9

 American 

Recovery & 

Reinvestment 

Act 

Round 10 Round 11 Round 12

Year: 2007 2007 2008 20092009 ARRA 2010 2011 2012

National funding: 202,269,793 $   110,000,000 $   388,600,000 $   388,600,000 $   150,000,000 $   288,000,000 $   235,029,000 $   97,500,000 $    

Agency:

Alaska Railroad Corp., Seattle 48,805 $            

APL Limited, Seattle 192,994 $          

APM Terminals North America Inc (shared with 

MD/NJ/VA/SC/TX/FL ports)

Argosy L.P. 147,312 $          

Bainbridge Island Police Dept. 190,072 $          

Chevron Products Company, Portland

Chevron Products Company, Seattle

City of Port Angeles 50,000 $            

City of Tacoma Police Department

Clipper Navigation

Columbia Grain International, Inc., Portland 25,000 $            

Columbia River Steamship Operators Association

Conoco/Phillips, Ferndale

Conoco/Phillips, Tacoma

Crowley Liner Services, Inc., Seattle 12,841 $             37,200 $            

Imperium Grays Harbor 95,000 $            

J.R. Simplot Company, Portland 40,593 $            

Kinder Morgan Energy Partners LP, Seattle

Kinder Morgan Energy Partners, Portland

Kinder Morgan Liquids Terminals LLC, Portland 248,146 $          

Marine Exchange of Puget Sound, NW Maritime 

Advisory Services, as FIDUCIARY AGENT 26,888,749 $     20,203,798 $     15,152,848 $     538,125 $          

Merchants Exchange of Portland, as FIDUCIARY AGENT 1,433,665 $       3,110,542 $       3,238,369 $       1,626,973 $       1,543,618 $      

Multnomah County Sheriff's Office

Olympic Tug & Barge, Inc., Seattle 61,169 $            

Oregon State Police  320,000 $          

Pacific Cruises Northwest Inc., Bellingham

Paramount of Oregon, Portland 35,948 $            

Pettit Oil Company, Port Angeles

Port of Anacortes 575,155 $          

Port of Bellingham

Port of Everett 1,501,617 $       55,725 $            

Port of Grays Harbor 313,342 $           208,424 $           265,650 $          

Port of Kalama

Port of Longview 262,500 $          

Port of Olympia 488,630 $           299,028 $          

Port of Port Angeles

Port of Portland 92,765 $            

Port of Seattle (may include Puget Sound area as F.A.) 5,258,078 $       6,699,253 $       794,040 $          

Port of Tacoma 11,605,194 $     3,367,292 $      

Port of Vancouver 161,249 $           480,735 $          

Ports of Seattle/Tacoma

Puget Sound Refinery (Shell Oil Products), Anacortes

Puget Sound zone target allocation 26,001,293 $    

Regional Maritime Security Coalition - Astoria  

Regional Maritime Security Coalition - Columbia River

Regional Maritime Security Coalition - 

Skamania/Clarkston/Cascade Lock

San Juan County Sheriff's Office 785,000 $          

Seattle Fire Department  1,522,100 $      

Shell Oil Products US, Portland 23,172 $            

Shell Oil Products US, Seattle

Sound Refining, Tacoma 16,000 $            

SSA Pacific Terminals Inc (shared with CA ports)

SSA Terminals LLC, Seattle

Tesoro Refining and Marketing Company

Tidewater Barge Lines, Vancouver

Total Terminals International T-46 Seattle

Tulalip Tribes 637,500 $          

United Grain Corporation  111,291 $          

Valero Energy Corporation, Portland 64,285 $            

Valero Energy Corporation, Tacoma 139,078 $          

Valero Energy Corporation, Vancouver 197,801 $          

Washington State DOT - Ferries Division 473,770 $          

Washington State Patrol 166,525 $          

SUM Oregon and Washington Funding 18,550,814 $     8,132,918 $       29,111,835 $     30,335,542 $     7,925,199 $       21,830,771 $     16,696,466 $     5,224,714 $      

Andreas 

Udbye:

Clallam 
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